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Cyber Security & Resilience Framework

1. Introduction
1.1. Background

The rapid and continuous growth of technology and digitalization greatly
increases efficiency in the licensed institutions as societies go paper-less,
cash-less, on-line and in real-time. These new approaches in FinTech are also
accompanied by dynamic and complex challenges faced by cyber
security professionais across the globe. The frequency and sophistication of
cyber security incidents have alarmingly increased over the recent years,
which underlines the urgent need to develop a robust Cyber Security &
Resilience Framework for the licensed institutions in Oman.

Pursuant to the provisions of the Banking Law 114/2000, the National
Payment Systems Law 8/2018, and the regulations issued thereunder,
Central Bank of Oman (CBO) sets and issues a unified Cyber Security &
Resilience Framework (CS&RF} based on international standards, guidelines
and best practices. The aim of this CS&RF is for it to operate as a regulatory
framework for the institutions licensed by CBO (licensed institutions) to
implement proactive measures to manage and mitigate cyber-attacks and
to enhance overall cyber security, thereby achieving high level of resilience
of the licensed institutions.

1.2, Definitions
The following definitions have been used in this framework:

Cyber security: The practice of defending sensitive systems and information
from malicious attacks. That includes protecting internet connected
devices, networks, and data from unauthorized access and criminal use. In
addition, cyber security ensures that the Confidentiality, Integrity, and
Availability of information, also formally known as the CIA, and information
systems, are intact.
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Confidentiality: Protection of information and information systems from
unauthorized access and ensuring only authorized personnel have access.

Integrity: Ensuring the information remain consistent, accurate and
trustworthy throughout the lifecycle of the data.

Availablility: The information should be consistently and readily available
when authorized users need to access the data.

Cyber Resilience: The ability to anticipate, withstand, recover from, and
adapt to adverse conditions, stresses, attacks, or compromises on systems
that use or are enabled by cyber resources.

Cyber Risk: The potential harm caused by failures or threats to an
organization's information technology systems, including financial loss,
reputational damage, and operational disruptions.

Cyber Incident: An occurrence or an event that actually or potentially
jeopardizes the confidentiality, integrity, or availability of digital information
or information systems.

Information Security: The practice of protecting information and information
systems from unauthorized access, disclosure, disruption, modification, or
destruction in order to provide integrity, confidentiality, and availability of
information systems.

1.3 Objective and Scope

The main objective of the Cyber Security & Resilience Framework is to
support and regulate licensed institutions in implementing appropriate
cyber security governance and to strengthen system security along with
necessary preventive and detective conftrols. All licensed institutions that are
regulated by CBO will be required to adopt these minimum standards for
addressing cyber risks/threats. The framework is developed in accordance
with Central Bank of Oman requirements and based on cyber security
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standards such as ISO/IEC 27001, PCI DSS, BASEL and the NIST. The objectives
of the framework can be summarized as follow:

¢ To adopt minimum standards across the licensed institutions to address
and strengthen their management of cyber security risks.

e To reach a common desired level of maturity of cyber security controls
across the licensed institutions.

e To have a framework of reference to the licensed institutions on how to
manage cyber risks.

The purpose of the Cyber Security & Resilience Framework is to provide the
licensed institutions with guidance and directions on how to protect their
systems and data from cyber threats. The scope of the framework includes,
but is not limited to: Electronic information, physical information, personnel
and electronic machines (e.g., ATM/CDM/POS), software, hardware,
applications, databases, servers, electronic services and premises,
equipment information, and communication security.

1.4 Applicability

The Cyber Security & Resilience Framework covers the following institutions
licensed by CBO:

o AllBanks operating in the Sultanate of Oman and their foreign branches.

e Al Finance and Leasing Companies [FLCs) operating in the Sultanate of
Oman.

¢ All Money Exchange Companies operating in the Sultanate of Oman.

o All Payment Service Providers operating in the Sultanate of Oman.

All domains of the framework are applicable on the above licensed
institutions unless they are not involved in any related activities/operations.
In case of foreign banks licensed to operate in the Sultanate of Oman,
where some govermnance structures, roles, responsibiliies and
accountabilities may reside with the parent organizations, such institutions
should provide a letter of comfort to CBO that they will ensure compliance
with the requirements set herein.
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1.5 Target Audience

The framework is infended to a wide audience including the Board of
Directors, Senior Management, Chief Information Security Director {CISD)
and Information Technology Owners and others who are responsible for
defining, implementing and reviewing cyber security controls and processes
in the institutions.

1.6 Review and Update

CBO is the owner and is responsible for periodically updating the framework
and to assess its effectiveness in addressing the emerging cyber security risks
and threats. Based on the outcomes of the assessments and reviews, CBO
will update the framework, if and when required.

For any updates/amendments to the framework, licensed institutions should
submit official request to CBO. CBO will review the requests, and if
warranted, the framework will be amended/updated. However, licensed
institutions are mandated to be compliant with the framework in force
pending the approval of any requested changes. CBO will maintain version
confrol of the framework. For any changes/updates made, the existing
version would be retfired and a new version will be published.

Please refer to Appendix B- form for requesting an update to the framework.

2. Structure of the Framework
2.1. Framework Structure

Cyber Security & Resilience Framework is developed in line with the
international standards such as NIST, ISO 27001, ISF, Basel, PCI-DSS, and also
aligning it with the local laws and regulations. The framework establishes the
cyber security baseline controls that licensed institutions should implement
to improve their cyber security posture. The framework is structured as
follows:

1. Governance.
2. Risk Management.
3. Technology and Operations.
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4, Third-Party Supply Chain Management.
5. Online Financial Services.
6. Compliance and Audit.

2.2 Risk Based Approach

The framework is developed on a risk-based approach towards cyber
security. Licensed institutions must assess their environment and apply the
required security controls in order to achieve their desired target risk-
appetite. The mandated controls should further be used as a guide to
achieve the target state of cyber resilience. The licensed institutions are
advised to ensure implementation of the Cyber Security & Resilience
Framework at the earliest, but not later July 31, 2024. Licensed institutions
that are not able to implement any of the controls must provide justifications
for waiver to the Central Bank of Oman (CBO). Prior to sending the request
for waiver, the licensed institution must demonstrate that compensating
controls have been applied and approved by the Executive Management.

Please refer to Appendix C- form for requesting a waiver from the
framework.

2.3 Cyber Security Maturity Model

Since the framework follows a risk-based approach, the Cyber Security
Maturity Model {CSMM), Figure 1 below, is used as a guide to continuously
demonstrate improvement, maturity and excellence towards cyber security
& resilience. The CSMM is applicable to all the controls and licensed
institutions should ensure that all the criteria have been met prior to
proceeding to the next level.
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Figure 1. CSMM levels

The Table below (Table.1) is meant to be used as a reference for licensed
institutions to achieve appropriate and reasonable cyber security maturity
level. Licensed Institutions should ideally function at level 3 at a minimum.
While it is not mandatory to achieve the stated higher levels the same is
encouraged. Level 8 is defined as unacceptable for any licensed institutions.
A strategy should be in place to ensure that the required levels are
achieved.

Level | Definition and Criteria

0 ¢ A critically deficient and non-existent cyber security controls.
e No documentation or security awareness.
¢ Lack of cyber security plans.

o Rudimentary definition of cyber security controls.

» Inconsistent implementation of cyber Security controls.

» Risk identification and mitigation may be compromised due to
deficient cyber security controls.

o Cyber security controls are informally defined.

» Cyber security controls are in place on ad-hoc manner with a
reactive approach and with an informal process.

e Repeatable cyber security controls but with inconsistent resuits.

—
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e Cyber security controls are defined, approved and periodically
updated to broadly cover all operations of an institution.

o Cyber security policies, standards, and procedures are formally
documented and implemented.

» KPIs are established to monitor and evaluate the effectiveness of
the cyber security implementation.

o Cyber security processes are semi-automated.

e Cyber security controls undergo continuous assessment and
enhancement to improve the effectiveness of the controls.

o Cybersecurity metrics are established, measured and monitored.

o Contfinuous evaluation, enhancements and improvements
towards cyber security controls to improve the resilience of the
licensed institutions.

e Optimization of cyber security processes and controls by
integrating with enterprise risk management framework.

o Automation of cyber security processes.

e Performance evaluation by benchmarking with intermational
peers.

Table 1. CSMM levels Definition & Criteria

3. Control Domains

3.1. Cyber Security Governance

The overall cyber security of a licensed institutions must be entrusted to and
led by the highest authority, i.e. the Board of Directors. The Board must set
the ‘Tone at the Top' and define how the cyber security will be addressed.

The Board of Directors owns and manages the cyber security strategy and
policies. It should be ensured that the strategy and policies are
communicated in an effective and meaningful manner across the
organization. The Board may delegate its cyber security oversight to a
Board sub-committee, preferable Board Risk Committee. However, the
ultimate responsibility will remain with the Board.
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3.1.1 Cyber Security Governance Structure

Principle

A cyber security governance structure should be defined, implemented,
and endorsed by the Board of Directors to ensure successful leadership and
oversight.

Purpose

To direct and control the overall approach to cyber security within the
institution.

Controlling Measures
1. The Board should maintain an informed understanding of the cyber risks

by working closely with the Chief Information Security Director (CISD),
which will enable the Board in making informed strategic decisions.

2. The licensed institutions should have an independent cyber security
function under the overall information security department, which
should:

Q.

Be led by a qualified Chief Information Security Director (CISD), who
should possess the necessary expertise and qualifications in the field
of information security. It is mandatory that the CISD be an Omani
national to ensure local knowledge and understanding of specific
regulatory requirements and considerations.

Should have a line of reporting to the highest authority (Board) of the

institution either direct or through Risk Management Function. In case,
the information security function is part of the risk management
department, the CISD will have reporting line to the Chief Risk Officer,
who will have reporting line to the Board/Board sub-committee.

. Have an Independent budget- This ensures that the CISD and the

information security team have the necessary resources and financial
support to effectively implement security measures, conduct audits,
invest in relevant technologies, and address any emerging threats.

. Maintain independence from the IT department- This separation helps

to ensure impartiality and objectivity in decision-making related to
information security. By avoiding conflicts of interest, the CISD can
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focus on security priorities without being influenced by operational or
IT-related considerations, thereby enhancing the effectiveness of the
information security program.

3. Itis essential to have in place a committee for overseeing the cyber
security matters.

4. The committee should be led by a senior executive, preferably the CEQ
or the Head of the relevant control function, who possesses the requisite
knowledge, expertise, and authority to effectively oversee cybersecurity
matters.

5. There should be adequate representation in the committee from the
business and control functions, particularly the information/cyber
security function.

6. A committee charter, duly approved by the Board or an appropriate
auvthority in the case of branches of foreign banks in the Sultanate,
should be in place, which should clearly elaborate:

a. Committee objectives;

b. Roles and responsibilities;

c. Quorum requirements.

d. Meeting frequency {minimum on quarterly basis).

3.1.2 Cyber Security Policy
Principle

Cyber security policy should be established to protect the Information
Assets, Systems and Personal Identifiable Information [Pll) of customers from
all threats whether internal or external, deliberate or accidental through
cost effective and fit for purpose countermeasures.

Purpose

To reflect the licensed institution's commitment to ensure cyber security
measures, to establish an approved policy to maintain a secure baseline for
the institution and to communicate the policy to its relevant stakeholders.

1"
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Controlling Measures

1.

Every licensed institution should have a cyber security policy that is
established and that has been approved by the Board of Directors and it
should be communicated to the relevant stakeholders.

The cyber security policy should be reviewed periodically according to a
predefined and structured review process.

The cyber security policy should be integrated with the relevant HR
policies to ensure that the personnel are held accountable for complying
with the cyber security policies and procedures.

The cyber security policy should be integrated with the institution's risk
management program.,

The cyber security policy should be integrated with other policies in the
institution (e.g. IT dept, Finance, etc.) to ensure that cyber security controls
are embedded throughout.

. The cyber security policy should be distinct and separate from the IT

policy. It should specifically focus on highlighting the risks from cyber
threats and outline the measures to address/mitigate these risks.

. The cyber security policy should address the classification and assessment

of cyber incidents and include a clear communication plan for
information escalation, indicating the specified timelines as well.

The cyber security policy must meet and comply with the applicable
national laws and regulations, international standards and, regulatory
obligations.

. The licensed institutions should implement and maintain a documented

policy that addresses customer data privacy, and the policy should be
approved by an appropriate governing body (e.g., the Board or one of
its committees).

3.1.3 Cyber Security Strategy

Principle
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The licensed institution should have a cyber security strategy that focuses on
the resilience of the institution and is aligned with the overall goals and
objectives of the institution. The cyber security strategy should be an active
document that is adaptable to the current threat landscape and business
needs.

Purpose

The cyber security strategy will require to be risk-based and balanced
between people, processes, and technology while focusing on cyber
resilience. The projects and initiatives stemming from the strategy should
complement and harmonize with the overall strategy of the licensed
institution.

Controlling Measures

The following should be part of the cyber security strategy and it is the
responsibility of the Board to ensure development, implementation and
maintenance of the strategy:

The cyber security strategy should:

a) Be aligned with the institution's goals and objectives.

b) Comply with local laws and regulations.

c} Promote a security-conscious culture.

d) Be consistent with the risk management framework and risk appetite
of the institution.

e) Anticipate projects and initiatives to achieve the desired cyber
resilient state.

f) Aim at “security beyond compliance"” and ensure that the institution
is proactive and preventive inits approach.

g) Budget and invest in prevention, detection, response and recovery.

3.1.4 Cyber Security Roles and Responsibilities
Principle
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Defining the roles and responsibilities of cyber security in the licensed
institution will provide accountability, clarity, efficiency and expectations to
the relevant stakeholders. This will enable cyber security to be implemented
in a lean and effective manner throughout the institution.

Purpose

Roles and responsibilities in the licensed institution are defined, documented
and communicated to ensure cyber security controls are implemented
efficiently and effectively throughout the licensed institution.

Controlling Measures

1. The Board of Directors

The Board has the absolute authority and responsibility for cyber security,
and sets the tone for the direction of cyber security in the licensed institution.
The Board's role includes the following:

a. Review and approve a cyber security strategic plan that is aligned
with the overall business strategy.

b. Promote effective cyber security governance.

c. Ensure the establishment of a robust cybersecurity resilience strategy
that is integrated into the overall cybersecurity strategy.

d. Approve the cyber security committee charter.

e. Approve the cyber security policy.

f. Ensure that a cyber security budget is allocated independent of the
IT budget.

2. Steering Committee

The committee is assigned the responsibility to act on behalf of the licensed
institution’s Board of Directors in assisting the Board in fulfilling the Board's
oversight responsibility with respect to cyber security. The commitiee has the
following key responsibilities, among others:
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a. Ensuring that the cyber security strategy is implemented by
monitoring the performance and communicating with the relevant
stakeholders, including submission of regular updates to the Board of
Directors,

b. Evaluating and monitoring all cyber-risk management activities and
determining how the level of cyber risk will align with the licensed
institution’s overall risk, while taking into consideration the risk appetite
and prioritization of risks.

c. Reviewing and monitoring the management and performance of
cyber resilience.

d. Reviewing and monitoring security controls across the supply chain.

e. Monitoring and communicating cyber security governance.

f. Monitoring and approving cyber security initiatives and programs,

such as (but not limited fo) cyber security training & awareness, data

protection and data privacy.

Ensuring continuous improvement of the cyber security program.

Ensuring compliance with related regulatory requirements, local laws

and policies.

i. Enforcing data classification and data leakage prevention and
monitoring their performance.

J. Ensuring that cyber security metrics are in place and continuously
monitored and updated.

3. Chief Information Security Director (CISD)

The role of the CISD is to lead and manage the cyber security program
within a licensed institution and ensure alignment of the program with the
business objectives. The CISD has the following key responsibilities:

o @

a. Managing the cyber resilience program.

b. Enforcing the cyber security policies in the institution.

c. Reporting cyber security risk profile to the Executive Management.
d. Reporting cyber security incidents to the Executive Management.
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. Ensuring that incident response activities are carried out and reported

to the Executive Management.

Ensuring that sufficient budget is allocated for the cyber security
program.

. Managing and reporting on the cyber security training and

awareness program.

. Ensuring that vendor management is carried out and that cyber

supply chain risks are continuously assessed.

4. Internal Audit Depariment

The role of internal audit, in the context of this framework, is to provide
independent assurance that an institution’s risk management, governance
and internal control processes are operating effectively. The department
must have qualified and skilled personnel that provide unbiased and
objective views. Their key responsibilities consist of the following:

a.
b.

Conducting risk-based cyber security audit reviews.

Reporting and escalating cyber security audits to the Board Audit
Committee.

Being responsive and dynamic with regard to changes in the
institution’s operational environment and conducting assessments as
changes occur.

. Conducting a periodic assessment on the cyber security policies and

procedures and their operating effectiveness.

. Identifying and reporting any deficiencies in the internal controls that

could place the institution at risk.

3.1.5 Cyber Security Awareness and Training

It is imperative that the licensed institutions enroll all members of the Board
of Directors, employees, customers and third-party vendors in cyber security
training and awareness programs to ensure that they are well equipped with
the knowledge and skills to safeguard the licensed institutions.

Scope:
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¢ Al members of the Board of Directors.
e All employees.

e All customers.

e All third-party vendors.

The licensed institution should consider the following:

a. Understand the business context and conduct an initial baseline
phishing campaign.

b. Assess the employees’ current knowledge of cyber security.

c. Create a security awareness strategy plan {Mid and long-term).

d. Conduct targeted awareness/training for the key personnel to
evaluate the awareness level periodically. Tailor the training
according to different groups and attack vectors to increase the
employees’ knowledge.

e. Amend/create cyber security policies based on the outcome of the
training programs.

f. Conduct on-going campaigns and training to allow the employees
to practice the skills that have been gained.

g. Continuously monitor the effectiveness of the training programs to
ensure that the programs provide a positive outcome for the
institution and contribute to a “cyber secure” culture in the licensed
institution.

h. Raise awareness campaigns for customers.

All Staff

The role of all the staff members is to remain aware of their cyber security
role and contribute in securing the institution. Their responsibilities consist of:

Q.
b.
C.

Adhering to the cyber security policies and procedures.
Participating in the cyber security training and awareness program.

Remaining vigilant and reporting any suspicious behavior or
anomalies to the cyber security team.
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d. Keep updated of the latest cyber security compliance standards and
threat trends.

3.1.6 Cyber Security in Project Management

Cyber security should be addressed in each stage or process of project
management to ensure that security checkpoints are addressed at the
earliest stage to avoid changes in scope, increase in budget or impact in
the timeline. Below are controls that should be considered:

Controlling Measures

1. Include cyber security from inception of the project and in all phases of
the project.

2. Conduct arisk assessment on each of the projects to determine:
¢ The types of threats.

e Potential damage.
e Probability of the threat.

3. Review and apply the cyber security controls accordingly while
considering confidentiality, integrity and availability requirements for the
projects.

4. Maintain a cyber security risk register and monitor the progress.

5. Ensure a that a third-party cyber security assessment is conducted at
least annually.

3.2 Cyber Security Risk Management

Cybersecurity risk management is a continual process that involves the
identification, analysis, response, and ongoing monitoring of risks to maintain
an acceptable level of risk. Licensed institutions are required to conduct
and document an annual cybersecurity risk assessment using a consistent
and repeatable methodology. This assessment is independent of any
assessments conducted during significant changes. In the change
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management process, all security risks associated with proposed significant
changes should be identified and assessed.

3.2.1 Cyber Security Risk Assessment & Management
Principle

A risk assessment process should be established, approved and executed
to dlign with the overdll risk management process and the institution's
business objectives.

Purpose

To identify, analyze, and evaluate potential cyber risks, prioritize them, and
make informed decisions regarding risk mitigation.

Controlling Measures

1. The cyber security Risk Assessment should be:
a) Defined;
b) Approved;
¢} Implemented;
d) Aligned with existing enterprise risk management.
e) Aligned with international standards.
2. The cyberrisk appetite and tolerance of the licensed institution should be
clearly defined and formally approved.
3. The cyber security risk management should focus on safeguarding:
a) Confidentiality of information and information assets:
b) Integrity of information and information assets;
c) Availability of information and information assets.
4. The cyber security risk assessment should be documented and address:
a) Risk identification;
) Risk analysis;
¢} Risk response;
d) Risk monitoring.
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. The cyber security risk assessment should address the institution's
information and information assets, including, but not limited to,
operations, assets, processes and applications.

. The annual cyber security risk assessment is independent of the risk

assessment that should be performed during:

a) Acquisition or development of new systems or services;

b) Major maintenance of existing systems or services;

c) Testing of new systems or services;

d} Initiation of projects;

e) Qutsourcing of new or existing system or service.

. The cyber security risk assessment activities should involve the following

functions:

a) Business

b) IT

c) Cyber security

d) Key user representatives.

. ldentified cyber security risks should be added to the risk freatment plan.

. The risk treatment plan including analysis, controls applied and reviews

should be documented and recorded.

The risk assessment report and risk treatment plan documents should
be:

a) Reviewed atieast annually by the Chief Information Security Director
(CISD) and by the risk owners to ensure that identified risks are still
applicable;

b) CISD and risk owners to ensure that applied controls continue to be
adequate and effective;

c) CISD and risk owners to recommend actions to improve currently
applied controls.

The risk assessment report and risk treatment plan should be
communicated annually to the relevant business departments and

Executives within the licensed institution.
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3.2.2 Cyber Security Risk Assessment Methodology
Principle

A systematic risk assessment methodology should be utilized to determine
the extent of the potential threats and the risks associated with Information
assets,

Purpose

The output of this process is a risk assessment report that helps in
identification of appropriate controls for mitigating risks to an acceptable
level.

Types of approaches

Qualitative Approach is used to quickly identify risk areas related to normal
business functions and to non-critical assets.

Quantitative Approach is used for evaluating critical assets in-depth while
having data for a more objective approach and presenting results in
percentages and Omani Rials.

Semi-Quantitative Approach -Preferred method- Combines both
Qualitative and Quantitative approaches in a risk assessment. Licensed
Institutions should use a numerical scale to evaluate risks, such as 0-4 (Very
low), 5-20 (Low), 21-79 (Moderate), 90-95 (High), 95-100 (Very High) or
alternatively, a scale of (0/2/5/8/10) with 10 representing the highest level of
risk. Each level of the scale should be accompanied by a corresponding
description.

By integrating both approaches, licensed institutions can produce more
analytical assessments and ensure objectivity when prioritizing risk. This
approach enables a systematic and standardized evaluation, providing a
clearer understanding of the risk and landscape and facilitating effective
risk mitigation strategies.

Controlling Measures
1. ldentify the purpose of the risk assessment.
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2. Identify the scope of the risk assessment,

3. Identify the assumptions and constraints such as Financial, Time,
Operational, Technical, etc.

3.2.2.1 Cyber Security Risk Identification
Principle

Cyber risk identification is the process of systematicaily identifying and
recognizing potential risks and threats associated with cybersecurity within
an organization's systems, networks, applications, and data. The primary
objective is to pinpoint vulnerabilities, potential attack vectors, and the
probability of cyber threats exploiting those vulnerabilities.

Asset Identification

Purpose

Asset identification is the process of uniquely identifying assets, owned or
managed by the institution, based on known identifiers or known information
about the assets.

Asset identification aids in tracking the assets, their status and assessing risks
associated with each asset on a periodic basis.

Controlling Measures

1. Identify and document the assets
a)  Assetfinventory
b)  Asset Custodian
c}  Asset Owner
2. |dentify and document threats
Assess the relevance of threats. Consider the threat sources such as the
following:
a) Information gathered from threat intelligence sources into the
licensed institution's cyber security risk management processes.
b} Information gathered from incident reviews, asset owners and users.
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c) Threat events (characterized by Tactics, Techniques and Procedures
(TTP)};
3. ldentify and document vuinerabilities:
Vulnerability reports generated from vulnerability management system
should be maintained and included as part of the risk Identification.

4. |dentify and document the risk owners.

3.2.2.2 Cyber Security Risk Analysis
Purpose

A cyber security risk analysis entails examining each risk to the security of the
licensed institution’s information systems, devices, and data and prioritizing
the potential threats.

Controlling Measures

1. Assess the consequences and likelihood that may result if an identified
risk occurs.

2. Prioritize the risks.

3. Allocate resources to the identified risks.

3.2.2.3 Cyber Security Risk Response
Purpose

Cyber security risk response involves assessing and determining the
appropriate level of response on the identified risks.

Controlling Measures
1. Determine the appropriate response

a) Accept: If the level of risk meets the risk acceptance criteria.

b) Avold: When the identified risks are considered too high, or the costs
of implementing the risk treatment options exceed the benefits.

c) Mitigate: Reducing the level of risk through the selection of controls.

d) Transfer. Risk is fransferred to another party that can effectively
manage the risk based on the risk evaluation.
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2. Determine relevant controls.
a) Types of protection: correction, prevention, deterrence, detection,

recovery, elimination, impact minimization, monitoring and
awareness.

b) Control selection options: acquisition, implementation, administration,
operation, monitoring and maintenance.

c) Licensed institutions may weigh the cost of the controls against the
value of the asset being protected.

d) All the residual risks should be re-visited whenever the risk assessment
is being revised or a new threat is discovered.

3.2.2.4 Cyber Security Risk Monitoring

Purpose

To continuously monitor and manage cyber risks by detecting threats,
addressing  vulnerabilities, facilitating incident response, ensuring
compliance, and driving continuous improvement in an organization’s
security practices.

Controlling Measures

1. Continuous monitoring of threats, vulnerabilities, likelihood of
occurrence, impact and value of assets.

Prioritise risk treatments.
Monitor effectiveness of controls.

Track progress of the risk treatment plan.

S N PN

All new or revised cyber security risk treatment actions should be
documented, reviewed, and approved by stakeholders (Risk Owners).
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3.3 Cyber Security in Technology and Operations
3.3.1 Asset Management and Classification

Principle

To ensure effective asset management and classification, it is essential to
identify and classify information assets based on their criticality and
sensitivity. An up-to-date inventory of assets must be maintained.

Purpose

The Information assets should be identified, labelled, protected,
communicated to the users and subjected to the need for special handling
measures.

Controlling Measure

1. A process of information assets management should be defined,
approved, implemented and periodically reviewed.

2. An updated inventory and classification should be maintained for all
assefts.

3. The asset management procedure should include:
a) Inventory of assets.
b) Ownership and handling of assets.
c) Classification of Information and labelling.
d} Disposal of Information Assets.

3.3.2. Application Security
Principle

The licensed institution should define, approve and implement cyber
security measures for their applications.

Purpose
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To ensure applications are securely installed and configured by protecting
the confidentiality, availability and integrity of data within the applications.

Controlling Measures

1. Application configurations should comply with the applicable
information security policies & procedures.

2. Audit trails of ddily activities for critical applications must be maintained
and reviewed in case of an incident.

3. Risk analysis must be performed and documented for each application
requiring network access.

4. Policies and procedures should be put in place on the use of third party
and open-source codes. Also, licensed institutions should perform source
code reviews and testing for the inhouse/custom developed
applications to find vulnerabilities arising due to coding issues, poor
coding practices or malicious attempts.

3.3.3. Physical Security
Principle

The licensed institution should ensure that physical and environmental
controls are implemented to monitor environmental conditions which could
affect the operation of information processing facilities.

Purpose

To prevent unauthorized physical access, damage and interference to the
organization's information and information processing facilities, and to
reduce the consequences of events originating from physical and
environmental threats.

Controlling Measures
1. A process of physical security should be defined, approved,

implemented and periodically reviewed.

2. Physical security conftrols should be enforced to prevent unauthorized
access to the equipment hosting the virtual environment.

3. The Physical security procedures should include:
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Q) 24/7 Closed-Circuit Television (CCTV), central monitoring of all critical
sites and back-up recording of CCTV.

b} Protection of equiopment and facilities from power failures and
electrical supply interference by, for example, installing Uninterruptible
Power Supply (UPS) and a backup generator.

c) Ensuring that the data center is resilient and physically secured from
internal and external threats.

d) Formulation of Emergency Evacuation Procedures in line with the
guidelines issued by the ROP, Civit Defence Department, and
conducting periodic evacuation drills.

e) Appropriate security of the critical physical assets and providing
protection for natural and human initiated threats.

3.3.4. Cryptography
Principle

The licensed institution should implement cryptographic solutions to ensure
confidentiality and integrity of sensitive data is protected.

Purpose

To secure sensitive data at licensed institutions from unintentional
information disclosures.

Controlling Measures
1. A process of cryptographic security measures should be defined,

approved, implemented and periodically reviewed and updated.
2. Cryptographic mechanisms and algorithms must comply with data
privacy and protection policy requirements and industry best practices.
3. The Cryptographic security measures should include:
a) Selection of cryptographic controls (Do not use weak or broken
algorithms).
b} Cryptographic key management.
c) The key length used for encryption as per the latest security standards.
d) Utilization of true pseudo-random number generators.
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3.3.5. Data Leakage Prevention (DLP)
Principle

The licensed institution should implement endpoint, peripherals and network
Data Loss Prevention (DLP) solutions to protect business information from
data breaches by preventing end users from moving information outside.

Purpose

To ensure data is utilized in its intended manner and sensitive data is not lost,
misused, or accessed by unauthorized users.

Controlling Measures
1. A procedure of DLP should be defined, approved, implemented and

periodically reviewed and updated.
2. The DLP procedure should include:

a) Data classification

b} Monitoring and reporting

C) Awareness

3.3.6. Bring Your Own Device (BYOD)
Principle

The cyber security measures should be defined, approved and
implemented for the usage of personal devices (examples: smartphones,
personal computers, tablets, or USB drives), to connect to the institution
networks and access to work-related systems.

Purpose

To ensure security measures are adopted to manage the risks by the use of
personal devices.

Contiolling Measures
1. The BYOD procedure should be defined, approved, implemented and

periodically reviewed and vpdated.
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2. The BYOD procedure should ensure the coverage of the following:

a) Governance processes include security of BYOD within information
security to ensure that risks are minimized when users connect devices
to systems.

b) Security controls ensure that confidentiality, integrity and availability
of data is not impacted in any way with introduction of BYOD and
should deploy reasonable security controls including, acceptable
usage, encryption, disposal, audit logging etc.

c) Implementation and Compliance requirements.

3.3.7. Infrastructure Security

Principle

The licensed institution should define, approve and implement cyber
security measures for their infrastructure.

Purpose

To prevent damage to technology assets and data due to attack or
disaster. It is also necessary for minimizing the amount of damage in the
event of a successful attack or if a disaster occurs.

Controlling Measures
1. Infrastructure Security procedures shouid be defined, approved and

implemented.

2. Different levels of infrastructure security should include the following:

a) At Physical protection level: Infrastructure protected with backup
generators, security cameras, access controls (locked doors,
authorized staff lists, etc.) and location backup plans.

b) Network security level: Implementing security measures such as
encryption, authentication, and authorization systems, to secure data
while propagating over the network.

c) At applications level: Protection of databases against attacks such as
SQL injections and unauthorized use of malicious exploits.

d} At data level: Protection of data including encryption and backups.
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e) Email Security: Ensure existence of controls to protect and secure
emails from security risk.

f} Virtual Machines: Protection through appropriate configurations and
implementation of security solutions to detect cyber threats and to
safeguard from such threats.

3.3.8. Patch and Change Management
Principle

The licensed institution should ensure that operating systems, network and
infrastructure devices, security software, and remote access computers are
updated and patched regularly, in accordance with patch management
policy/process. The upgrades and updates should be performed after a
due risk assessment and should be in line with change management policy.

The licensed institution should define and approve change management
procedure.

Purpose

To ensure cyber security controls are implemented in the process of patch
and change management.

Controlling Measures for Paich Management

1. A procedure of patch Management should be defined, approved,
periodically reviewed and updated.

2. The licensed institutions should continuously monitor release of patches
by vendors.

3. The licensed institutions must ensure that critical patches are tested in a
test environment before implementing in production systems. If such
patches break critical business applications on test machines, the
institution must devise other mitigating controls that block exploitation of
the system.
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4. It should be ensured that appropriate methods are established to protect
information systems if no patch is available for an identified vulnerability,
for example disabling services, adding additional access controls, etc.

5. The patch management process should include:

a) Roles and responsibilities.

b) Methods of obtaining and validating patches.

c) Assessing impact of patches.

d) Process to deal with failed deployment of patches.

Controlling Measures for Change Management

1. A procedure of change management should be defined, approved,
periodically reviewed and updated.
2. The Change Management procedure should cover the following:
a) Classification of changes based on the complexity and leve! of risk
involved.
b) Approval authority for the change requests in the business and
information security domains.
c) User acceptance and security tests.
d) Implementation & monitoring of the changes.

3.3.9. Capacity Management

Principle
A process should be established by the licensed institution to ensure that

indicators such as capacity, performance and utilization are reviewed and
monitored.

Purpose
To ensure adequacy and availability of performance of IT systems and

infrastructure to support business processes and to ensure that licensed
institutions  establish monitoring systems and capacity management
processes.

Controlling Measures
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. A capacity management process should be put in place.

System monitoring and tuning should be applied to ensure and, where
necessary, improve the availability and efficiency of the systems.
Licensed institutions should define and implement appropriate thresholds
for capacity monitoring and for considering the criticality of the systems
and processes.

Projections of any future capacity requirements should be taken into
consideration in new system requirements.

3.3.10. Access Control Management

Principle
The licensed institution should establish and implement rules to restrict

physical and logical access to information and other associated assets
based on business and information security requirements.

Purpose
To ensure that access is granted only to authorized users based on the need

-to-know principles and to prevent unauthorized access to information and
other associated assets.

Controlling Measures

1.

A specific policy on access management should be defined, approved
and implemented and compliance to the policy should be monitored.
The principles of “segregation of duties”, "need-to-have”, and “least
privileges” should be applied when granting access to the users and
access rights and privileges should be granted according to the roles and
responsibilities of the staff, contractors and third-party vendors.

Licensed insfitutions should ensure that records of user access activities
are uniquely logged and identified for audit and investigation purposes.
Licensed institutions should use additional authentication mechanisms
such as multi-factor authentication for remote access and for privileged
access to all systems that operate or support essential functions based
on a risk assessment.
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5. Licensed institutions should perform periodic reviews on users’ access
rights and profiles at least annually to verify that privileges are granted
appropriately and according to the “need-to-have" principle.

3.3.11. Vulnerability Management and Penetration Testing

Principle
The licensed institution should define and implement a vulnerability

management process for identifying, assessing and detecting security
vulnerabilities in all critical systems.

Purpose
To identify and mitigate system vuinerabilities and to ensure that risk arising

from these vulnerabilities are addressed and mitigated in a timely manner.

Controlling Measures

1. Each licensed institution should establish a process to periodically
conduct Vulnerability Assessment (VA) to identify security vulnerabilities
in the information assets. The frequency of performing vulnerability
assessment should be determined based on the criticality of the
information assets (Risk-Based).

2. The licensed institutions should carry out penetration testing and
adequate measures should be taken to address the associated risks. The
frequency of conducting penetration testing should be determined
based on the criticality of the systems and the respective licensed
institution's exposure to cyber risks. For the internet facing systems,
penetration testing should be conducted at least annually or whenever
there are significant changes to the systems or update.

3. The licensed institutions should establish processes for vulnerabilities
remediation that have been identified in the Vulnerability Assessment &
Penetration Testing (VA&PT) and to conduct validation of the
remediated vulnerablilities to assess and ensure that gaps are fully
addressed.
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Vulnerabilities identified in the VA&PT should be reported to IT and Risk
Management committee and prompt action thereon need to be taken.
The licensed institutions should conduct regular cyber simulation
exercises based on various security risk scenarios to ensure that response,
communication and recovery plans remain relevant and effective.

3.3.12. Threat Management

Principle
The licensed institution should define and implement a threat intelligence

management process to help identifying and analyzing threats to the
licensed institution's information assets.

Purpose
To provide an adequate understanding of threat environment so that

appropriate mitigation controls can be taken.

Controlling Measures

1.

2.

A process for threat inteligence management should be defined,
approved, implemented and periodically evaluated and reviewed.

The licensed institutions should identify, collect and analyse potential
threats from different reliable sources including internal sources, such as
threat modeling activities. The external information sources may include
CBO security operations center, security forums, reliable commercial
sources and service providers.

. The licensed institutions should maintain relevant details on the identified

threats, such as types of attacks, attacker methodology, tools and
technologies involved.

The licensed institutions should undertake necessary actions and follow
up (e.g. detection rules, blocking or patching) for each identified threat.
The licensed institutions should implement processes to include
information gathered from threat intelligence sources into cyber security
risk management processes.
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é. The licensed institutions should share the threat intelligence {Internal and
external) with the relevant stakeholders (e.g. Central Bank of Oman) in
order to improve the overall threat intelligence process.

3.3.13. Human Resovurce

Principle
The licensed institution should maintain a human resource policy covering

the cyber security requirements and associated security controls.

Purpose
Proper cyber security practices should be in place to ensure that staff are

being screened before and during their employment life cycle to reduce
the risk of theft, fraud or misuse of facilities.

Controlling Measures
1. The licensed institutions should incorporate cyber security requirements

into human resource policy.

2. The licensed institutions should define and implement a screening
process and perform background verification checks on all staff in
accordance with relevant laws, regulations and organizational
requirements.

3. It is necessary to ensure that all staff, contractors and third-party users
who are given access to sensitive information should sign a confidentiality
or non-disclosure agreement prior to such access being granted.

4. The licensed institutions should define and implement a formal
disciplinary process for handling any security breaches.

5. Itis required to ensure that access rights of all staff, contractors or third-
party users to information and information processing facilities should be
revoked and all technology assets should be returned upon termination
of their employment.

6. The licensed institutions should provide an adequate level of cyber
security awareness, training and education to all staff, contractors and
third-party users to minimize possible security risks.

35
Cyber Security & Resifience
Framework



3.3.14. Cyber Security incident Management

Principle
The licensed institution should define and implement a cyber security

incident management process for the identification, responding and
recovery from cyber security incidents.

Purpose
To ensure quick, effective, consistent and orderly response to cyber security

incidents and to reduce the impact to the licensed institutions' business
operations.

Controlling Measures

1. The licensed institutions should define, approve and implement a cyber
security incident management process and the process should be
periodically evaluated and reviewed.

2. The cyber security incident management process should consider the
following requirements:

a) Building a designated team to be responsible for cyber security
incident management and while establishing roles and responsibilities
of the team involved in the cyber security incident management
process.

b) The establishment of an incident management process to provide the
institution with the capability fto manage cyber security incidents. The
process may include documentation, detection, triage, classification,
analysis, communication and coordinating with interested parties.

c) The establishment of a process to identify required training,
certifications, and continuous professional development for incident
response personnel.

d) The establishment of a repository for cyber security incidents.

e} A process should be established for performing forensic tasks and
adequate capacity should be available within the certified forensic
team for handling major cyber security incidents.
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f) A process should be established for handling and protecting relevant
evidence,

g) Root-cause analysis and impact analysis and corrective and
preventative measures should be covered in the incident
management process.

h) All cyber security incidents should be recorded, monitored and
adequately addressed within the resolution timeframe.

i) The impact of any cyber-attacks should be contained by
implementing  shielding controls/quarantining the  affected
devices/systems as appropriate.

j) Mitigation responses should help the licensed institutions prevent the
aggravation of the situation and avoidance of cyber incidents to
dlleviate the impact on the licensed entities' operations and services.

k) The action taken, from the time the incident was detected to its final
resolution, should be documented and timestamped.

I} There should be a mechanism to share cyber incidents, more so in
respect of the critical ones.

m) Plans should be defined and implemented for resilience and to restore
services that were impaired due to cyber security events.

n) Recovery processes and procedures should be maintained and
executed to ensure proper restoration of assets and systems that got
offected by cyber security incidents.

o} A process should be established for improving the response and
recovery plans by incorporating lessons learnt from current and
previous detection /response activities. The lessons learnt should be
translated into controls and procedural enhancements.

p) Case studies on past cyber incidents should be built-up to be
administrated during training sessions.

q) The licensed institutions’ Business Continuity Management and Disaster
Recovery (BCM/DR} capabilities should effectively support the cyber
resilience objectives and should be so designed to facilitate the
licensed institutions to rapidly recover from cyber-attacks and safely
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restore business operations, while ensuring security of processes and

data/information.

r) The cyber risks emanating from third-party service providers should be
appropriately dovetailed into the licensed institutions' assessment of
cyber risk.

3. Establishment of a cyber incident taxonomy scheme for classifying the
incidents according to nature/type of the incidents and the impact of
the incidents. The classification of cyber incidents should include a
comprehensive description of the incidents as follows:

a) Describe the type of cyber incident (For example: Denial of Service
(DoS§), Distributed Denial of Service (DDoS,
Virus/Worm/Trojan/Malware,  Intrusion/Hack/Unauthorized access,
Website Defacement, Misuse of Systems/Inappropriate usage, APT/0-
day attack, Spear  phishing/Whaling/Phishing/Wishing/Social
engineering attack or Other)

b) Describe the root cause category (e.g. system failures, human errors,
natural phenomena, malicious actions, third party failures).

c) Assess the severity of the cyber incidents for helping the licensed
institution to indicate, from the technical perspective, the potential
impact and risk associated with the incident. The severity level is also
to highlight how quickly the threat/incident needs to be handled and
to whom it is to be escalated.

d) Classify cyber incident severity based on the impact as follows:

e Category 1{Major}): High Severity Rating: The incident has or will
affect the critical systems significantly which leads to financial
losses, a high adverse impact on the reputation of the licensed
institution and the public confidence on the financial sector. For
example: a cyber incident that disrupts operations of the licensed
institution that in turn affects provision of services to a large number
of customers.

e Category 2 (Medium): Medium Severity Rating: The incident has or
will affect the critical systems partially which causes moderate
financial losses, medium adverse impact on the reputation of the
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icensed institution and the public confidence on the financial
sector. For example: a cyber incident that partially disrupts the
operations of the licensed institution which affects the ability to
provide services to a small number of customers.

Category 3 {Low): Low Severity Rating: The incident has minor or no
impact on the critical systems with no financial losses and no
impact observed on the reputation of the licensed institution and
the public confidence on the financial sector. For example: a cyber
incident that disrupts a particular operation of the licensed
institution which only minimally affects the ability to provide certain
services.

e) Classify the outlook for the incident in terms of the extent of
acceleration in impact severity, as follows:

. The

Improving: The severity of impact is expected to decrease within 6
hours.

Stable: The severity of impactis expected to remain the same within
6 hours,

Worsening: The severity of impact is expected to increase within 6
hours.

licensed institutions should inform Executive Vice President,

Supervision & Regulation of Central Bank of Oman immediately, not later
than 6 hours on a 24/7 basis, when a cyber security incident has occurred
and identified, and be in direct communication with the Information
Sharing and Analysis Center, ISAC, of Central Bank of Oman.

. The licensed institutions should submit a formal incident report for all
cyber incidents to Executive Vice President, Supervision & Regulation of
Central Bank of Oman, as per Appendix A as follows:

The licensed institutions should submit Initial Cyber Incident Report
(Annex 1). While incidents categorized as ‘Major' risk are to be
reported to CBO within 12 hours from the time of occurrence, those
categorized as ‘Medium’ and ‘Low’ risks, are to be reported to CBO
within 24 hours and 48 hours respectively.
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e The licensed institutions should submit Incident Situation Report
(Annex 2) if there are new updates on the earlier reporting until the
final resolution of the incident/issue.

e The licensed institutions shouid submit Incident Closure Report
(Annex 3} after resuming to normal operations.

(Please refer o Appendix A (Annex 1,2 and 3- for reporting cyber incidents)
3.3.15. Cyber Security Event Management

Principle
The licensed institution should define and implement a security event

management process to log, analyze and respond to security events.

Purpose
To ensure quick and timely identification and response to suspicious events

with regard to the information assets.

Controlling Measures

1.

The licensed institutions should define, approve and implement a cyber
security event management process and the process should be
periodically evaluated and reviewed.

. The event management monitoring should cover all information assets

based on their risk profile and classification.

The security event management process should consider the following

requirements:

a} A designated team should be established to be responsible for
security monitoring (e.g. Security Operation Center (SOC))

b) The establishment of a process to identify the required training,
certifications, and continuous professional development for the cyber
security monitoring team.

c} SOC workspace and activities should be kept in restricted areas.

d) Skiled resources are required to conduct security event monitoring
24x7.
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e) The establishment of automated and centralized analysis of security
logging and correlation of events {e.g. Security Information and Event
Management (SIEM}).

f) Reporting of cyber security incidents and escalation, as required, that
includes crises management activities and possibly activating business
continuity plans.

g) Ensuring that all involved response activities are properly logged and
all logs are adequately protected.

3.3.16. Secure Disposal of Information Assets

Principle

The licensed institution should define and implement secure disposal
process and procedure when the information assets are no longer required.

Purpose
To protect licensed institution’s critical information assets from leakage or
unauthorized disclosure when disposed.

Controlling Measures

1.

The licensed institutions should define, approve and implement a secure
disposal standard and procedure,

The licensed institution should ensure compliance with the secure
disposal process and periodically evaluate the effectiveness of the
secure disposal of information Assets.

Disposal procedures should be proportional to the information asset's
classification level as the higher the classification, the greater should be
the assurance that information cannot be retrieved after disposal.
Shredding (cross-cut), incineration, secure wiping and overwriting are
examples of good practices.

Information assets should be disposed in accordance with regulatory
and legal requirements, when no longer required.
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3.4 Cyber Security in Third-Party Supply Chain Management

Third-party risk management is one of the main components in the cyber
security strategy of any entity. Licensed institutions should develop and
maintain a comprehensive third-party cyber security risk management
program and integrate it as a strategic part of their overall risk management
program. This program should identify, assess, measure, monitor, anficipate
and mitigate the cyber supply chain risks associated with the third-party
relationships. These relationships have different forms: Contract and Vendors
Management, Outsourcing and Cloud Computing Services Providers
(CCSP).

An effective third -party cyber security risk management process/program
should involve the following four elements: {1) risk assessment, (2) due
diligence in selecting a third party, {3) contract structuring and review, and
(4) oversight

3.4.1 Contract and Vendor Management

Principle
The licensed institution should establish and implement the processes to

identify, anticipate, assess, manage and mitigate cyber security risks within
the contract and vendor relationships.

Purpose
To ensure that the licensed institutions agreed cyber security controlling

measures/requirements are adequately addressed by the vendors and that
the compliance with the cyber security controlling measures/requirements
is subject to monitoring and evaluation on a regular basis.

Controlling Measures:

1. The cyber security risk management requirements should be identified,
approved, assessed, implemented, and addressed within the contract
and vendor risk management process and should consider the following:

a} The licensed institutions should ensure that the requirements
adequately support the cyber security resilience.
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b) The licensed institutions should anticipate and assess the cyber
security risks of performing an activity through contracting with the
vendor.

c) The cyber security risk assessment within the vendor and contract
management process should consider the involvement of the cyber
security function, due diligence of vendor and oversight and
management of the contract.

d) The cyber security risk management control measures should be
customized based on the level of risks and complexity of the
relationship with the vendors.

e) The licensed institution should ensure that services assigned to the
vendors are considered, at a minimum, at the same level of cyber
resilience desired, if such services are conducted inhouse.

. A proper due diligence process should be implemented for the selection

of vendors. The due diligence process should include review of the

vendor regarding:

a} Business background, reputation, strategy.

b) Compliance status with regulations.

c) Financial performance and condition.

d) The effectiveness of information security program (operations and
internal controls).

e) Business processes and technology that will be used to support the
activity.

f) Resilience (Disaster Recovery (DR} and Business Continuity Plans (BCP),
technology and redundancy plans.

a) Incident reporting and management.

. The contractual agreement with third parties (vendors) should specify the

rights and responsibilities of each party with regard to managing cyber

security risks. The Contracts should address the following:

a) The scope and nature of activities that would be conducted by the
vendor,

b) Identification of all types of data, particularly what constitutes
"confidential information”, its ownership and the access method.
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c) The role of the vendor to safeguard the data shared against cyber risks
including the data released to a third party such as a subcontractor
or an auditor.

d) The responsibilities of the vendor to comply with legal and regulatory
requirements for protecting and not disclosing personal data.

e} A clear cyber incident response plan that should incorporate the
following specific steps:

» The timeframe for notifying the vendor

* The steps implemented to ensure that the security breach has
ceased.

* The method of investigating and reporting all findings.

= |dentifying what information was compromised

= The mitigation steps to prevent any future breach or intrusion.

f) The obligations of each party to implement the agreed upon cyber
security risk assessment, system monitoring, performance review,
auditing, and periodic reporting.

a) Defining the remedies in the event of a security breach.

h) The responsibilities of each party in terms of compliance with cyber
security measures in case of terminating or renewing the contract.

i) The right to periodically perform cyber security audits and review.

4. The cyber security measures in the contractual agreement should be
tested, reviewed, and updated periodically.

5. There should be a clear process to ensure compliance by the vendor with
the licensed institutions' cyber security measures and to achieve the
desired cyber resilience.

6. The security of the mail and messaging systems, including those used by
partners and vendors, should be ensured.

3.4.2 Cloud Computing
Principle
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The licensed institution should establish and implement the processes to
identify, assess, anticipate, manage and mitigate cyber security risks within
the cloud computing policy and processes.

Purpose

To ensure that the licensed institutions agreed cyber security controlling
requirements are adequately addressed within the cloud services
arrangements with third-parties and that compliance with the cyber security
and resilience controlling measures is subject to monitoring and evaluation
on a regular basis.

Controlling Measures

1.

Establish cloud computing policy covering governing structures,
procedures, and processes to ensure that cyber security risks are
managed prudently,

Align the policy with the regulated institution's overall IT strategy,
architecture, and risk appetite.

Review the cloud policy periodically to ensure compliance with cyber
security measures and requirements and to ensure that requirements
adequately support the cyber security resilience.

Control and exercise oversight of senior management on day-to-day
operations and management of cyber security risks.

Anticipate and assess all risks associated with availing the cloud services
from third party, Cloud Service Providers (CSPs) and ensure that risk
management, oversight and control are commensurate with the
materiality of the arrangement.

Conduct appropriate due diligence including identifying the
"materiality” of the CSP arrangement and ensuring the existence and
availability of:  accreditation/license, [T/services capabilities, track
record, risk management architecture, robustness of information security
processes (including cyber-security framework and efficacy of
Vulnerability ~ Assessment/Penetration testing), the authentication
process, adequate internal controls, adherence to industry and data
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encryption standards, mechanism for compliance with data
protection/legal requirements and adherence to the international best
practices/standards.

7. Review the agreement with CSPs to ensure that there is no adverse
impact on the cyber security of the licensed institution.

8. Seek prior approval from CBO for all material cloud service arrangements
with global CSPs by providing the following details:

a) Scope of cloud services to be availed.

b) Type and classification of data to be hosted on cloud.

c) Details of the risk assessment performed and the outcome thereof.

d) Proposed date to start the engagement and overall engagement
period.

e} Details of CSP.

f) Location of data storage.

g) Operational support being provided by the CSP.

h) Baseline security controls established by the CSP.

i) Governance and oversight structure including security measures
proposed at the licensed institution.

j) Strategies/processes for change management.

k) Arrangements for audit of CSP by licensed institution's auditor and
CBO.

) Details of Business Continuity Management (BCM) and exit strategy.

9. Ensure compliance with security measures for the material and non-

material cloud services arrangements with any local CSPs provided that

there is no sub-contracting with a global CSP. Any exceptions to the

requirements specified herein requires prior approval from Central Bank

of Oman.

10.Ensure that CSPs have robust protection standards/security mechanisms

for data systems/services/solutions hosted with them, through stipulafing

robust security standards, strong cyber-security risk management

processes, access management policies and binding agreements with

CBO and other legal requirements incorporated.
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11.Ensure that CSPs maintain the confidentiality of data/information of
licensed institutions and limits the usage of data for specifically agreed
puUrposes.

12.Document the agreements entered into with CSPs and ensure the
following security requirements, at a minimum:

a) The data and information hosted in the cloud should be logically and
operationally separated from those of the other tenants held by CSP,
via appropriate access controls, data security, with international
standards.

b} Ensure the ability of CSP to identify the information and services of the
licensed Institution and to distinguish such information from those of
other tenants held by it.

c) End to end encryption of all sensitive data while double encryption
may be considered based on the risk assessment.

d) Establish control over encryption processes, robust Cryptographic key
management policy, standards and procedures covering key
generation, distribution, installation, renewal, revocation, recovery,
and expiry.

e) The encryption keys and other forms of authentication should be kept
under the control of the licensed institutions and should be stored in
an appropriate Hardware Security Module (HSM). In case the
encryption keys are kept with CSP, in exceptional circumstances, it
should be subject to appropriate risk management and controls to
protect data confidentiality, data integrity and authenticity.

f) The exclusive ownership rights of the licensed institution over the data
should be ensured.

g) CSPs to notify the licensed institutions of any data breach/compromise
including the remedial actions taken by CSP.

h) The incidental or residual data like logs retained by the CSP should be
used only for the agreed purposes within the contracts.

i) Business Continuity Management (BCM) for each CPS arrangement
and process of prompt noftification from the CSP to the licensed
institution with regard to data losses and disruption of services.
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j) Arobust Exit Strategy that ensures the termination rights of the licensed
Institution in terms of data retrieving, smooth transferability of
data/activities/processes and irreversible deletion of data by the CSPs
and take-back of hardware clause in case of dedicated hardware.

k) The audit, examination and review rights of the licensed institution at
CPS including conducting cyber-security and/or forensic audits,
access to reports of third-party audits and Vulnerability Assessment
and Penetration Testing (VA&PT).

3.4.3 Outsourcing
Principle

The licensed institution should establish and implement the processes to
identify, anticipate, assess, mitigate and manage cyber security risks within
the outsourcing policy and outsourcing process.

Purpose

To ensure licensed institution agreed cyber security controlling
measures/requirements are adequately addressed within the outsourcing
arrangement with the third-party and compliance with the cyber security
controling measures/requirements is subject to monitoring and evaluation
on a regular basis and to ensure that the requirements adequately support
the cyber security resilience.

Controlling Measures

1. Put in place a comprehensive and clear outsourcing policy, defined,
approved, implemented and communicated by the Board of Directors.
The policy should identify related overall responsibilities with regard to
compliance, audit and risk management infrastructure.

2. Implement a comprehensive outsourcing cyber security risk programme
to address the outsourced activities and the relationships with the service
providers.
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3.

4,

Obtain specific prior approval from CBO for outsourcing any core
activities including cyber security activities.

Ensure that the cyber security risk management requirements are
identified, approved, assessed, applied, and addressed within the policy
and the processes of outsourcing.

Ensure that the cyber security risk management process considers
assessing the following risks:

a) Risks pertaining to outsourced activities that include:
» Sensitivity of data accessed, protected, controlled by the service
provider.
* Volume of transactions.
= Criticdlity to the licensed institution’s business.

b} Risks pertaining to service providers include:
» Financial condition.
= Business continuity.
= Ability to provide an accurate, relevant and timely Management
Information System (MIS]).
* Reliance on subcontractors.
» Redundancy and reliability of communication lines.

c) Risks pertaining to the technology used include: reliability, security and
Scalability to accommodate growth.

The licensed institutions should ensure that outsourced services are
considered, at a minimum, at the same level of cyber resilience desired
if such services are conducted inhouse.

The licensed institutions should have an appropriate level of due
diligence in selecting the third parties for outsourcing purpose, including
the following:

Qualifications and adequacy of resources.

Financial status.

Service delivery capability, status, and effectiveness.
Technology and systems architecture.
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Internal control environment, security history, and audit coverage.
Legal and regulatory compliance.

Insurance coverage.

Ability to meet disaster recovery and business continuity requirements.

. The contracts of outsourcing should describe dll roles, responsibilities and

rights of all parties and cover the following elements, as a minimum:

10.

The scope of services.

Defining and reviewing minimum service level requirements and
remedies to meet the security standards.

Provisions with regard to security and confidentiality of the institution’s
information and disclosing any cyber incidents {data breaches) and
mandated reporting.

The internal controls of the third-party provider.

Auditing rights.

Business resumption and contingency plan.

Sub-contracting and multiple service providers.

Provisions for the dispute resolution process.

Indemnification provisions against the negligence of the service
provider.

The limitation of liability incurred by the service provider.

Termination clause.

Assignment provisions with regard to the nofification for any changes
to material sub-contracting.

The cyber security controlling measures in the outsourcing agreement

should be audited, tested, reviewed, and updated periodically.

1.

There should be a clear process to ensure compliance with the

licensed institution's approved cyber security controling measures and
achieve the desired cyber resilience within the outsourcing arrangement.

12.

The licensed institutions should carefully evaluate if there is a real need

for outsourcing of critical processes.

13.

The licensed institutions should satisfy themselves about the credentials

of third-party vendors in assessing and managing the institutions' critical
assets.
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14.  The agreement with the service provider should provide for the right
of audit by the licensed institution and inspection by CBO or
inspection/audit by CBO's deputed representatives.

3.5 Cyber Security of Online Financial Services
3.5.1 Electronic Payment Systems

Principle:

The licensed institution should define and implement cyber security
measures for payment systems.

Purpose:

To secure the electronic payment systems from cyber risk and to ensure the
confidentiaiity and integrity of the payment systems.

Controlling Measures:

1. All electronic payment transactions and messages should have a unique
reference number in order to help enabling traceability.

2. Licensed institutions should implement a realtime fraud monitoring
system to detect fraudulent electronic payment transactions.

3. Licensed institutions should establish a process to investigate any
suspicious transactions and should promptly address those identified
issues.

4. Licensed institutions should notify customers through effective
communication channels of the suspicious activities or fund transfers
above a predefined limit that is set by the customers or licensed
institution.,

3. Licensed institutions should advise customers to report promptly any
suspicious transactions, security issues or any suspected frauds to the
licensed institution.

é. Licensed institutions should create the required awareness/alertness for
their customers on latest cyber threats so that they can take
precautionary measures.
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7. licensed institutions should implement end to end encryption at rest and
in transit for protection of sensitive information such as login credentials,
card information.

8. Licensed institution should provide appropriate channels to customers to
block their payment cards and get confirmation to that effect.

3.5.2 Electronic Banking Services

Principie
The licensed institution should establish and implement cyber security

measures for electronic banking services.

Purpose

To safeguard the customers with regard to confidentiality and integrity of
their information and transactions.

Controlling Measures

1. In respect of mulli-factor authentication, licensed institutions should
properly design multi-factor authentication methods which are
comparatively stronger and reliable. Fraud deterrents should be
implemented to protect confidentiality of customer account data and
transaction details. The licensed Institutions should consider implementing
multi-factor authentication for the following processes:

a) Registration.

b} Sign-on.

c) Password resets.

d} Adding or changing beneficiaries.

e} High level transactions that exceed predefined limits.
f) Adding government and utility payment services.

2. The licensed institution should consider terminating the online sessions
automatically ofter a fixed period of time, unless re-authenticated by
customers. Further, in order to enhance online processing security,
confirmatory second channel procedures (such as SMS, email etc.)
should be used for transactions above pre-set values, registration of third-
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party payee details, changing account details and revision of funds

transfer limits.

. In respect of Automated Teller Machines, Cash Deposit Machines and

Points of Sales (ATMs/CDMs/POSs), licensed institution should:

a) Review the security features of ATMs/CDMs/POSs.

b) Implement cyber security controls, such as anti-skimming protection,
PIN shield, Close Circuit Television (CCTV), cards to be blocked after 3
invalid PIN attempts, detecting vulnerabilities in the ATM/CDM/POS
applications and infrastructure.

c) Provide ‘Manual Key Entry’ facility to merchants based on proper risk
assessment with adequate safeguards. It should be ensured that the
related systems/devices are capable of withstanding hacking by
fraudsters and the Merchant's POS is Payment Card Industry Data
Security Standard (PCIDSS) compliant.

. Licensed institutions need to define Minimum Security Baseline (MSB)

standards for all the delivery channels, systems, equipment and networks,

which should be supplemented with periodic checks by the security
teams to verify compliance with these baseline standards.

. Licensed institutions should obtain prior approval from CBO for any new

electronic banking services proposed to be offered in the future.

. In respect of SMS notifications, licensed institutions should ensure the

following:

a) The automatic SMS alert facility (and email alerts for mobile banking
transactions) should be provided with no charge to customers for all
types of electronic transactions.

b} Licensed institutions should notify the customers using SMS alerts and
email messages on all financial and non-financial transactions
(including change of contact details, ATM PIN change, e-banking
login and failed attempts, failed/declined transactions etc.).

c} SMS alerts should be sent to both the old and the new mobile numbers
of a customer whenever the mobile number has been changed. SMS
alerts should not contain any confidential information.
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7. licensed institutions should pay special attention to the provision of easy-
to-understand and prominent advice to customers on electronic banking
precautions, in particular, to ensure that their computers/mobile devices
are securely configured and that they are adequately protected from
computer viruses and malicious programs. Customers should also be
reminded to provide valid mobile numbers / contact phone numbers for
notification purpose while informing the licensed institution in time if any
of these numbers are changed.

8. Licensed institutions should make available online and mobile banking
only through official applications stores, or any other secure delivery
channels.

9. Licensed institutions should ensure high resiliency and availability of their
electronic banking services and supporting systems.

10. Licensed institutions should also put in place adequate risk mitigation
controls, such as indemnities and insurance against security related
cyber threats.

11.  The rights and obligations of the customers should be clearly
documented and the customer mandates should be withstanding legal
scrutiny and transparency standards.

12.  licensed institutions should establish a brand protection to protect
online services including social media implement a detection measure
to take-down any malicious websites and apps.

13.  In respect of contactless technology, licensed institutions should
conduct risk assessment to identify the risks associated with the use of
Near-field communication [NFC) and QR code technologies and
implement the required controls to mitigate the identified risks. In
addition, a limit should be defined on the number and value of
transactions and additional authentication that should be enforced if
these exceeded the predefined limits.

14.  In respect of e-KYC which allows the licensed institutions to digitally
onboard new customers and to update the Know Your Customer {(KYC)
of existing customers through electronic means, licensed institutions
should ensure the following:
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a) Licensed institutions should conduct cyber security assessments
prior to launch of the e-KYC solution and the solution should be
assessed periodically on the effectiveness of the technology in
mitigating cyber threat risks and fraud risks.

b} During e-KYC identification and verification process, licensed

institutions should adopt an appropriate combination of multi
factor authentication to verify the identity of the customer through
e-KYC process.

c) The application must make use of real time, secured, end -to-end
encryption to ensure that the quality of the communication is
adequate to dllow identification of the customer.

d) Digital footprint and all logs should be maintained to include, but
not limited to, information collected during the process of customer
identification and verifications, complementary data (e.g. IP
address) and other relevant information obtained during the
screening measure that should be preserved.

e} Video recording should be stored in safe and secure manner and
the date and time stamp should be maintained.

3.6 Cyber Security Compliance and Audit
3.6.1 Regulatory Compliance

All licensed institutions should ensure complying with all cyber security -laws
and related regulations issued by CBO, and the other relevant laws
applicable in the Sultanate of Oman to the extent applicable to the
licensed institutions.

3.6.2 Compliance with International Industry Standards

All licensed institutions should review the applicability of industry-specific
standards to their areas of business operations. Licensed institutions should
ensure compliance with all applicable industry standards including, but not
limited to:

e SWIFT Customer Security Program (SWIFT CSP)
e Payment Card industry Data Security Standard (PCI-DSS)
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3.6.3 Cyber Security Audit
Principle

The licensed institution should have a clear set of policies and procedures
to conduct the Auditing of cyber security independently and on a regular
basis.

Purpose

To provide an independent assurance that cyber security controls are in
place and to highlight any deficiencies.

Control Measures for Internal Audit

1.

The cyber security auditing function should be independent of any
function that might conflict with their main role to carry out the internal
audit in an unbiased manner.

The licensed institution should have an internal audit charter that
articulates the purpose, standing and authority of cyber security audit
within the entity in @ manner that promotes an effective cyber security
auditing.

. The audit plan should be defined and approved by the Board of

Directors/Board Audit Committee and should be based on a robust risk
assessment, including input from senior management and the Board, and
should be updated at least annually or more frequently.

The cyber security audit function should develop an independent and
informed view on the cyber risks faced by the licensed institution based
on their access to all records and data, enquiries, and professional
competence.

. The cyber security audit function is responsible to ensure that cyber

security control measures along with documentation and reports as
stipulated in the CBO Cyber Security & Resilience Framework are
implemented and completed efficiently.

The cyber security audit function should independently evaluate:

56
Cyber Security & Resilience
Framework



a) The effectiveness and efficiency of internal controls, risk
management and governance systems in the context of all current
and expected cyber risks.

b) Reliability, effectiveness and integrity of management information
systems and processes.

c) Monitoring of compliance with the prevalent laws and regulations.

7. The Board of Directors/Board Audit Committee must be briefed on a
regular basis or upon request about the assessments, findings and
progress of executing the audit plan.

8. Cyber security auditing should be conducted on a regular basis.

Control Measures for External Audit:

The licensed institutions should ensure that the CS&RF implemented by the
licensed institutions is subjected to external audit, on or before September
30, 2024, and the audit report and the action taken thereon are forwarded
to CBO by December 31, 2024.
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4 Appendices

4.1

Annex 1: Initial Cyber Incident Report
Section A: General Information
Unigue Identification Number*

Appendix A- Template of Reporting Cyber Incidents

Name of the Licensed Institution

Section B: Cyber_Incident‘lnformciion

Date and Time of Report fo CBO — i

Description of Incident

Category of Incident

0O Category 1

0O Category 2

O Category 3

Affected
critical system

Incident occumred
on
system or network
that could put the
critical system ot
risk.

Incident
occumed on
non-critical
system

Others:
The Rated Severity of the Incident
_Dofe and time of detection of the Date: Time:
incident
Date and time of classification of the Date: Time:

incident

Period of Occurrence of the Incident

The incident was detected by f{e.g.
employees, third-party service providers,
customers)

Type of the Incident
(For example: Denial of Service (DoS),
Distributed Denial of Service (DDoS
Virus/Worm/Trojan/Malware,

Intrusion/Hack/Unauthorized access,
Website  Defacement, Misuse  of
Systems/Inappropriate usage, APT/0-day
attack, Spear
phishing/Whaling/Phishing/Wishing/Social
engineering attack or Other)
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Description of the threat actor (e.g.
amateur, criminal syndicate, nation state)

Description of the incident {e.g. malicious,
theft, monetary gain, fraud, espionage).

Details of the critical system{s) or
network(s) that is/are impacted by the
incident (This should include location,
purpose of this system, make/model, etc.)
running on the system/networks, etc,

The Probable impacts/risks of the incident
(For Example: customer service delivery,
loss of sensitive Information, Public
Confidence and Reputation)

Date of Incident, Start Time, Duration

'Sequential Order of Events ' _

The Immediate Steps Taken by the entity

Name of Stakeholiders Notified/Involved

Communication Channels used (e.g.
emalil, intemet, press release, website
Notice, etc.)

Justifications on the Decision/Activation
of BCP and/or DR

Root Cause Analysis (RCA)

Incident's Causal Factors

Causes of an observed /experienced
incident e.g., process failure, system
failure, human lapse/error, internal event,
malicious action {external)

)
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Immediate Mitigation steps taken to
contain the incident/threat and to
prevent the spread of the situation

Mitigation Steps/Efforts:

Steps identified or to be taken to address
the problem in the longer term. List the
remedial measures/corrections effected
{one-time measure) and/or corrective
actions taken to prevent future
occurrences of similar types of incident

Estimated Date of Resolution

Time

Additional Information

Any other information that needs to be
reported to CBO

* Each Cyber Incident report 1o Ceniral Bank of Oman (Annex-I} should have a unique identification number assigned by

licensed institulions and reports during each calendar year have o be serally numbered (e.g. 01/2020, 02/2020....
01,2021, 02,2021...)

Annex 2: Situation Report

The Incident Identification Number

The Licensed Institution Name

More detailed description of the incident:

Current SiTu'rion as of

Current Status of Incident (Unallocated / In Progress / Closed)
A A ~ .
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What has happened since the last
nofification? How did the incident
evolve?

If any changes happened, please
identify; when? where? how?
discovered by whom?

Was it related to a previous
incident/s?

What response steps have been
taken since the date of incident
detection?

The main causes/resources of the
incident

Operations

List the Impacts; highlight any change in impact since the previous report

Customers

Staff

Data/System

Legal/regulatory

Financial

Reputation

The Affected Stakeholders, who
have been impacted by the
incident?

Response Updates

What mitigation steps are being
taken since the date of incident
detection?

How effective has the mitigation
steps been?

Challenges faced to resolve the
incident

o
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Estimated time to resolve the
incident
The Incident Severity

The Cumrent Rated Severity of the
Incident

How could the situation ger worse?

What other entity/systems/services
might be affected?
Additional Information

Any other information that needs to
be reported to CBO

Any support/help required from CBO

Annex 3: Closure Report

The Incident Identification Number
The Licensed Institution Name
Current Situation as of Date: Time:

Current Status of Incident

The Rated Severity of the Incident
Date of Incident Response Start and
Closure

Dwell time (i.e. the duration a threat
actor had undetected access until
completely removed)

Description of response plan and
action
Parties involved in response action
Original Estimated time to Resolution
(as reported in Initial Report)
Actual Time to Resolution
Are all required controls in place?
Additional Controls implemented

ale
On Customers
On Operations

Financial
Reputational
Other
-
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Challenges faced in Recovery
Process
'Root Cause Analysis and Follow up
Incident's Causal Factors
The Root Causes of the observed
/experienced Incident

Main corrective actions/measures
taken or planned to prevent the
incident from happening again in
the future, if already known
Additional Information
Legal/Regulatory Involvement
Assessment of the effectiveness of
the action taken

Lessons leamed and planned
developments actions

4.2 Appendix B- Framework Update Request Form

Central Bank of Oman will consider the request from licensed institutions to
update its Cyber Security & Resilience Framework based on the information
submitted using the form below. A separate form must be completed for
each requested update. Please note all required fields must be properly
filed in and submitted to CBO before their periodical review process.

General Information
Unique Identification Number

The Name of Licensed Institution

Date of Report _ ‘
Update Request Details
Identify the Framework Section

identify the Cyber Controls that
need to be updated

The Proposed Update
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Reasons for requesting the new
update

Advantages of the new update

Approval Needed:

1. The Information Security
Committee Member
Approval

Signature;
Name:
Designation:
Signature:

Contact [phone/email):

2. CISD's Approval

Signature:
Name:
Designation:
Signature:

Contact [phone/email):

Bank's Seaql

4.3 Appendix C- Framework Waiver Request Form

Central Bank of Oman will consider requests for specific waiver from licensed
institutions based on the information submitted using the form below. A
separate form must be completed for each requested waiver. Please note
that all required fields must be properly filled in before CBO will begin the
review process. The waiver request should be approved by the members of
Information security committee and CISD before submitting officially to CBO
for reviewing and approval. The current Framework remains applicable
while the requested waiver is being evaluated and processed, until the

moment of granting the waiver.
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General Information

Unique Identification Number

The Name of Licensed Institution

Date of Report

Waiver Request Details

Framework's  Cyber  Security
Control
Justifications for the waiver

request.

Applied/Suggested
Compensating controls

Approval Needed:

Member Approval

The Information Security Committee

Signature:

Name:

Designation:

Signature:

Contact [phone/email):

CISD's Approval

Signature:

Name:

Designation:

Signature:

Contact (phone/email):

Bank's Seal

. 65
7 Cyber Security & Resilience
Framewaork




4.4 Appendix D- Glossary

Term
Access

Control
Mechanism

Adequate

Security

Asset
Identification

Attack Vector

Description

Security safeguards (i.e., hardware and software features,
physical conftrols, operating procedures, management
procedures, and various combinations of these) designed to
detect and deny unauthorized access and permit authorized
access to an information system.

Source(s):

CNSSI-4009

Security commensurate with the risk and the magnitude of harm
resulting from the loss, misuse, or unauthorized access to or
modification of information.

Source(s):

SP 800-53; FIPS 200; OMB Circular A-130, App. lll

The attributes and methods necessary for uniquely identifying a
given asset. A full explanation of asset identification is provided in
[NISTIR 7693].

Source(s):

NISTIR 7694 under Asset Identification.

A pathway or method used by a hacker to illegally access a
network or computer to exploit system vulnerabilities.
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Independent review and examination of records and activities to
assess the adequacy of system controls, to ensure compliance
with established policies and operational procedures, and to
recommend necessary changes in controls, policies, or
procedures.

Source(s):
SP 800-32
Audit Trail A record showing who has accessed an Information Technology
(IT) systerm and what operations the user has performed during a
given period.
Source(s):
SP 800-4
e il ) Hardware-or software-based mechanisms that force users to
Mechanism prove ftheir identity before accessing data on a device.
Source(s):
SP 800-72; SP 800-124
Baseline The minimum-security controls required for safeguarding an IT
Security system based on its identified needs for confidentiality, integrity,
and/or availability protection.
Source(s):
SP 800-16
Behavioral What an individual who has completed the specific training
Outcomes module is expected to be able to accomplish in terms of IT
security-related job performance.
Source(s):
SP 800-16
Business The documentation of a predetermined set of instructions or
Continuity procedures that describe how an organization's mission/business
teletele [T I-Te 10 functions will be sustained during and after a significant disruption.
(BCM) Source(s):
SP 800-34
Checksum Value computed on data to detect error or manipulation.
Source(s):
CNSSI-40
Chief Chief information security Director (CISD}. A senior-level
Information executive responsible for developing and implementing
Security information security programs, which include procedures and
Director | policies designed to protect IT systems/platforms, enterprise
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| communications, and assets (mainly data) from both internal
and external threats, with strong focus on process and risk
management.

Cloud A model for enabling on-demand network access to a shared
Computing pool of configurable IT capabilities/ resources (e.g., networks,
servers, storage, applications, and services} that can be rapidly
provisioned and released with minimal management effort or
service providerinteraction. It allows users to access technology-
based services from the network cloud without knowledge of,
expertise with, or control over the technology infrastructure that
supports them. This cloud model is composed of five essential
characteristics {on-demand self-service, ubiquitous network
access, location independent resource pooling, rapid elasticity,
and measured service); three service delivery models (Cloud
Software as a Service [Saa$), Cloud Platform as a Service [Paas),
and Cloud Infrastructure as a Service [laa$)); and four models for
enterprise access (Private cloud, Community cloud, Public cloud,
and Hybrid cloud). Note: Both the user's data and essential security
services may reside in and be managed within the network cloud.
Source(s):

CNSSI-4009

oelylel e lile M A management, operational, and/or technical control {i.e.,
Security safeguard or countermeasure) employed by an organization in
Control place of a recommended security control in the low, moderate,
or high baselines that provides equivalent or comparable
protection for an information system.

Source(s):

NISTIR 729812 Glossary of Key Information Security Terms.

[aleilite e LAl Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and
proprietary information.

Source(s):

SP 800-53; SP 800-53A; SP 800-18; SP 800-27; SP 800-

60; SP 800-37; FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542

Custodian A third-party entity that holds and safeguards a user's private keys
or digital assets on their behalf. Depending on the system, a
custodian may act as an exchange and provide additional
services, such as staking, lending, account recovery, or security

68
Cyber Security & Resilience
Framework



features.
Source(s):
NISTIR 8301

Cyber The ability to anticipate, withstand, recover from, and adapt to
Resiliency adverse conditions, stresses, attacks, or compromises on systems
that use or are enabled by cyber resources.

G7TN-TLV 1% Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic
communications services, wire communication, and electronic
communication, including information contained therein, to
ensure its availability, integrity, authentication, confidentiality,
and nonrepudiation.

Source(s):
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
53r5.pdf

S a T The testing and/or evaluation of the management, operational,
Assessment and technical security controls in an information system to
determine the extent to which the controls are implemented
correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for
the system.

Source(s):

CNSSI 4009-2015 under security control assessment

NIST SP 800-137 under Security Control Assessment from CNSSI
4009 - Adapted

O7TITAN 8 A safeguard or countermeasure prescribed for an information
Control system or an organization designed to protect the confidentiality,
integrity, and availability of its information and to meet a set of
defined security requirements.

Source(s):

NIST SP 1800-15B under Security Control

Cyber An occurrence that actuadlly or potentially jeopardizes the
Security confidentiality, integrity, or availability of an information system or
Incident the information the system processes, stores, or transmits or that
constitutes a violation or imminent threat of violation of security
policies, security procedures, or acceptable use policies.
Source(s):
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NISTIR 7298r2 Glossary of Key Information Security Terms

@Y TIBYXI M Tools designed to facilitate decision making and improve

Metrics performance and accountability through collection, analysis, and
reporting of relevant performance-related data.
Source(s):
NISTIR 7298
7L A set of rules that governs all aspects of security-relevant system
Policy and system element behavior. Note 1: System elements include

technology, machine, and human, elements. Note 2: Rules can
be stated at very high levels {e.g., an organizational policy defines
acceptable behavior of employees in performing their
mission/business functions) or at very low levels {e.g., an operating
system policy that defines acceptable behavior of executing
processes and use of resources by those processes).
Source(s):

NIST SP 800-160 Vol. 1

G771V The process of managing risks to organizational operations,
risk organizational assets, individuals, other organizations, and the
lelglelel I Tl Nation, resulting from the operation of an information system, and
consists of (i) a risk assessment; (i} the implementation of a risk
mitigation strategy; and (i) employment of techniques and
procedures for the continuous monitoring of the security state of
the information system.

Sovurce(s):

NISTIR 7298r2 Glossary of Key Information Security Terms

YRl A central record of current risks, and related information, for a
Risk Register given scope or organization. Current risks are comprised of both
accepted risks and risk that are have a planned mitigation path
(i.e., risks to-be-eliminated as annotated in a POA&M). See OMB
Circular A-11 for detailed information about risk register contents
for Federal entities.

Source(s):

NISTIR 8170
O7TTRI A A high-level plan, consisting of projects and initiatives, to mitigate
strategy cyber security risks while complying with legal, statutory,

contractual, and internally prescribed requirements.

O7.T-TaENT T8 The potential for harm or compromise that arises as a result of
Chain Rik security risks from suppliers, their supply chains, and their products
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or services. Supply chain risks include exposures, threats, and
vulnerabilities associated with the products and services traversing
the supply chain as well as the exposures, threats, and
vulnerabilities to the supply chain.

Sovurce(s):

NIST SP 800-53Rev.5

NIST SP 800-53A Rev.5

G7-TT@RT A A systematic process for managing exposure to cybersecurity risks
Chain SH throughout the supply chain and developing appropriate
lelilele Il response  strategies, policies, processes, and procedures.
Source(s):

NIST SP 800-161r1

IR An effect of uncertainty on or within information and technology.
Risk Cyber security risks relate to the loss of confidentiality, integrity, or
availability of information, data, orinformation (or control} systems
and reflect the potential adverse impacts to organizational
operations (i.e., mission, functions, image, or reputation) and
assets, individuals, other organizations, and the Nation.

Source(s):

Definition based on ISO Guide 73 [6] and NIST SP 800-40 Vol. 1 Rev.
1 [7]

Data The process an organization follows to develop an understanding
Il Ml of its information assets, assign a value to those assets, and
determine the effort and cost required to properly secure the most
critical of those information assets.

iRl il 1he property that dg’ro has not been altered in an unauthorized
manner. Data integrity covers data in storage, during processing,
and while in transit.

Source(s):

SP 800-27
Disaster A written plan for processing critical applications in the event of a
NN Ml Mmajor hardware or software failure or destruction of facilities.
(DRP) Source(s):

NIST SP 800-82 Rev. 2 under Disaster Recovery Plan (DRP)

L7 N A cryptographic key that has been encrypted using an Approved
security function with a key encrypting key, a PIN, or a password
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in order to disguise the value of the underlying plaintext key.

Source(s):
FIPS 140-2

Encryption Conversion of plaintext fo ciphertext through the use of a
cryptographic algorithm.
Source(s):
FIPS 185

Firewall A part of a computer system or network that is designed to block
unauthorized access while permitting outward communication.
Source(s):
NIST SP 1800-27B under Firewall from NIST SP 800-152

Firmware The programs and data components of a cryptographic module

that are stored in hardware within the cryptographic boundary
and cannot be dynamically written or modified during execution.

Source(s):

FIPS 140-2
Hardware A physical computing device that safeguards and manages
Security cryptographic keys and provides cryptographic processing. An
L (VN GA M HSM is or contains a cryptographic module.

Source(s):

NIST SP 800-57 Part 2 Rev.1

it Il The process of verifying the identity of a user, process, or device,
usually as a prerequisite for granting access to resources in an IT
system.

Source(s):
SP 800-47
Industrial llegal and unethical theft of business trade secrets for use by a
Espionage competitor to achieve a competitive advantage.
Information A discrete set of information resources organized for the
System collection, processing, maintenance, use, sharing, dissemination,
or disposition of information
Information Protection of information and information systems from
Security unauthorized access, use, disclosure, disruption, modification, or

destruction in order to provide integrity, confidentiality, and
availability.

Sovurce(s):

NIST SP 800-128 from 44 U.S.C., Sec. 3552
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Intrusion Unauthorized act of bypassing the security mechanisms of a
system.

Source(s):

CNSSI-4009
Intrusion Hardware or software product that gathers and analyzes
Detection information from various areas within a computer or a network to
Software identify possible security breaches, which include both intrusions

(attacks from outside the organizations) and misuse (attacks from
within the organizations.)

Source(s):
CNSSI-4009
Software that looks for suspicious activity and alerts administrators.
NISTIR 7711 under Intrusion Detection System
Inventory A listing of items including identification and location information.
Source(s):
NISTIR 7621 Rev. 1 under Inventory
Likelihood A weighted factor based on an anailysis of the probability that a
given threat is capable of exploiting a given vulnerability.
Malicious Software or firmware intended to perform an unauthorized

process that will have adverse impacts on the confidentiality,
integrity, or availability of a system. A virus, worm, Trojan horse,
or other code-based entity that infects a host. Spyware and
some forms of adware are also examples of malicious codes.
Source(s):
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
53r5.pdf

NIST The (U.S.) National Institute of Standards and Technology
Source(s):
www.nist.gov

Penetration A test methodology in which assessors, using all available

Testing documentation {e.g., system design, source code, manuals) and

working under specific constraints, attempt to circumvent the
security features of an information system.

Source(s):

| SP 800-53A

73
‘ o ) Cyber Security & Resilience
7 Z\) AN X 3 fFraomework



Personal Any representation of information that permits the identity of an

Identifiable individual to whom the information applies to be reasonably
information inferred by either direct or indirect means.
(PI) Sovurce(s):
NIST SP 800-79-2 under PIl from EGovAct
Phishing A technique for attempting to acquire sensitive data, such as

Licensed Institution account numbers, through a fraudulent
solicitation in email or on a web site, in which the perpetrator
masquerades as a legitimate business or reputable person.
Source(s):

CNSSI 4009-2015 from IETF RFC 4949 Ver 2

NIST SP 800-12 Rev. 1 under Phishing from |ETF RFC 4949 Ver 2

NHCTTI Sl The amount and type of risk that an organization is willing to take
in order to meet their strategic objectives. Also refer to 'Risk
tolerance'.

Source(s):
ISO/Guide 73:20098 Risk management — Vocabulary
Risk Posture The status of overall cyber security program implemented by an

organization to protect itself from breaches and safeguard its
data. This includes the overall management and strategy related
to protecting the enterprise’s software and hardware, networks,
services, and information,

Risk profile A description of any set of risks that relate to the whole
organization, part of the organization, or as otherwise defined. The
risk profile will outline the number of risks, type of risk and potential
effects of risks.

Source(s):

ISO/Guide 73:2009 Risk management — Vocabulary

NIl A process to modify risk that can involve avoiding the risk by
deciding not to start or continue with the activity that gives rise to
the risk; taking or increasing risk in order to pursue an opportunity;
removing the risk source; changing the likelihood; changing the
consequences; sharing the risk with another party or parties; and
retaining the risk by informed decision. Risk treatments that deall
with negative consequences are sometimes referred to as *risk
mitigation”, ‘“risk elimination”, ‘risk prevention" and ‘risk
reduction”. Risk freatments can create new risks or modify existing
risks.
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Source(s):
ISO/Guide 73:2009 Risk management — Vocabulary

LY eIl A Principle-based, systems approach for the idenfification of

Analysis underlying causes associated with a particular set of risks.
Source(s):
SP 800-30; SP 800-39

Sensitive Information, the loss, misuse, or unauthorized access to or

Information modification of, that could adversely affect the organizational
affairs, or the privacy to which individuals are entitled.

Source(s):

NISTIR 7298r2 Glossary of Key Information Security Terms

Social An attempt to trick someone into revealing information (e.g., a
Engineering password) that can be used o attack systems or networks.
Sovurce(s):
SP 800-61
Threat Any circumstance or event with the potential to adversely

impact organizational operations (including mission, functions,
image, or reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via
unauthorized access, destruction, disclosure, modification of
information, and/or denial of service.

Source(s):

SP 800-53; SP 800-53A; SP 800-27; SP 800-60; SP 800-37; CNSSI-4009

LI A=l he intent and method targeted at the intentional exploitation of
a vulnerability or a situation and method that may accidentally
trigger a vulnerability. Synonymous with Threat Agent.

Source(s):

FIPS 200; SP 800-53; SP 800-53A; SP 800-37

A computer program that can copy itself and infect a computer
without permission or knowledge of the user. A virus might corrupt
or delete data on a computer, use email programs to spread itself
to other computers, or even erase everything on a hard disk.
Source(s):

CNSSI-4009

Vulnerability Weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or
tiggered by a threat source. (NISTIR 72982 Glossary of Key
Information Security Terms)

N7 A 75
5 Cyber Security & Resilience
Framework



Vulnerability
Assessment

Formal description and evaluation of the vulnerabilities in an

information system.
Source(s):
SP 800-53; SP 800-37

Vulnerability
management

The cyclical practice of identifying, classifying, remediating, and
mitigating vulnerabilities. Also refer to 'Vulnerability'.

4.5 Appendix E- Mapping with International Standards

Cyber Security &

Resilience
Framework
3.1.1 Cyber
Security
Governance
3.1.2 Cyber
Security Policy

3.1.3 Cyber
Security Strategy

3.1.4 Cyber
Security Roles
and
Responsibilities
3.2 Cyber
Security Risk
Management

3.3.3 Physical
Security

NIST Financial Services

GV. RR-1, GV. RR-2

1SO27001/2013

AbL.1.1, A6.1.1, A7.21,
A.15.1.1

GV. SP-1, GV.PL-1, GV.PL-2

clause 4, clause 8.3, Clause
5.2, Clause 6.1, Clause 6.2,
A51.1,A51.2

GV.PL-1, GV.PL-3, GV.TE-2

AS.1.1 &A18.1.1 & A.18.1.2
& A.18.1.3 & A.18.1.4 &
A.18.1.5

GV.RR-1, GV. RR-2, GV.AU-1,
GV.AU-2, GV.AU-3, PR.AT-1,
PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-
5

AS5.1.1 & A.b6.1.1 & Clause 9.2
&A.15.1.1 &A721 8&AT722
& A.12.2.1,

GV.SF-1, GV.SF-2, GV.SF-3,
GV.RM-1, GV.RM-2, GV.RM-3,
GV.TE-1, PR.AC-7

Clause 4.1, Clause 5.3,
Clause 6, Clause 6.1.3,
Clause 8.3, Clause 9.3,
Ab.1.2, A141.1,A9.2.1 &
A9248& A93.1 &A942&
A9.43 & A.18.1.4

PR-AC-1, PR-AC-2, PR.IP-5
,PR.MA-1, PR.PT-5

A921 &A9228&A923&
AP248&A%26&A93.18&
A9428 A943 A11.1.1&
AlTT1.2&AIT1.13&A.11.1.4
&ATLIS&AITLLG &
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3.3.4
Cryptography

3.3.5 Data
Leakage
Prevention (DLP)

3.3.6 Bring your
own Device
(BYOD)

3.3.7
Infrastructure
security

3.3.8 Patch and
Change
Management

Al1.21, & A11.22 &
AT123&A11.248&A.11.2.5
&AT1.26 & A11.27 &
Al11.28 & A17.1.2 & A.17.2.1

PR.DS-1, PR.DS-2, GV.SF-3

AB823&A.13.1.1 & A.13.2.1
&AI323&A.141.2 &
A.14.1.3 & Clause é

PR.DS-5, PR.PT-2

Ab6128A7.1.18A7.1.28&
A73.1&A8218&A8228&
AB8.23 A83.1 & A833&
A2.1.1&A%91.28A%9238&
A941 &A9.448A9.458&
A10T.T&AITLIT48 A0S
&AT1.21 &A11.29 &
A13.1.1 & A13.1.3 & A.13.2.1
& A1323&A.13.24&
Al141.28&8 A14.1.3

GV.TE-1.1, ID.AM-3, PR.PT-2,
PR.IP-1, DE.CM-5

Al14.1.1, A821 & A8.22&
AB8.23&A83.1&A833&
A11.29, A121.2& A 1251
& A 12628 A14228
A.1423 & A14.2.4

PR.AC-2, PR.AC-5, PR.AC-7,
PR.IP-5, PR.MA-1, PR.PT-5, PR.DS-
1, PR.DS-2, GV.SF-3, DE.CM-4

AB823 & A9218&A%.248&
A93.18&A%428&8&A9.43&
AlLTT&ATII28A11.1.3
&AITILT4&AIT11S &
All168&AT11.21 &A11.22
&AI11.238&A11.24&
Al1258 A11.26 &A.11.2.7
&ATT.28&A.12.2.1 &
Al13.1.1 & AI3.1.3 & A.13.2.1
& AI13238A.14.1.2 &
AT413&A171.28A.17.2.1
& A.18.1.4 & Clause 6

PR.IP-1, PR.IP-3, PR.IP-12, GV.SF-
3

Al121.28&A.12.5.1 & A.12.6.1
&A12628 A 14228
A1423 & A1424 8 A16.1.3
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3.3.9 Capacity
Management
3.3.10 Access
Control
Management

3.3.11
Vulnerability
Management
and Penetration

testing
3.3.12 Threat
Management

3.3.13 Human
Resource

3.3.14 Cyber
Security Incident
Management

& A18228 A.18.2.3 &
Clause 6

PR.DS-4

A.121.3 & A.17.2.1

PR.AC-1, PR.AC-3, PR.AC-4,
PR.DS-1, PR.DS-2, PR.PT-4,
DE.CM-5, DE.CM-6, DE.CM-7

Ab1.28&A62.1 &A.6228
AB823&A9.1.2&A9.21 &
A9228A9238&A9.248
A926&A931&A941 &
A9428 A9438& & A%.4.4
&A9458&A11.26 &
Al12.4.1 & A.12.5.1 & A12.6.2
&A.13.1.1 &A.13.2.1 &
A.13.1.1 & A13.2.1 & A13.2.3
&AT4128 A 14138
A.142.7 & A.15.2.1

PR.IP-12, DE.CM-8, RS.AN-§

A12.6.1 & AT423 & A16.1.3
& A1822&A.1823

DE.AE-3, DE.DP-4, DE.DP-5,
RS.CO-1, RS.IM-1, RS.IM-2,
RC.IM-2

Ab.1.1 &AT7228&A.12.4.1 &
A16.1.1 & A16.1.2 & A16.1.3
& A16.1.6 & A.16.1.7 Clause
10

PR.IP-11, PR.AT-5, PR.AC-1,
PR.AC-6, PR.AT-1, PR.AT-2

Ab1.1&ATZ11&AT1.28&
A721&AT722&A723&
A73.18&A81.4&A%9214&
A9228&A9238&A9.248
A9.2.6 &A93.1 &A9.428&
A9.43 & A.12.2.1

DM.RS-1, DM.RS-2, DE.AE-4,
DE.AE-5, DE.DP-3, DE.DP-4,
DE.DP-5, RS.RP-1, RS.CO-2,
RS.CO-3, RS.CO-5, RS.AN-1
RS.AN-2, RS.AN-3, RS.AN-4,
RS.MI-1, RS.MI-2, RS.MI-3, RS.IM-
1, RS.IM-2, RC.RP-1, RC.IM-1,
RC.IM-2, RC.CO-1, RC.CO-2

Ab.1.38A61.48A.122.1 &
Al1241 & A 1243 & A.12.6.1
& A.1428 & A.16.1.2 &
Al161.3&A.16.1.48& A16.1.5
& A16.1.6 &A16.1.7 &
Al17.1.1 & A 17128 A17.1.3
& Clause 7.4 & Clause 16.1.2
& Clause 10
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3.3.15 Cyber
security Event
Management

3.3.16 Secure
Disposal of
Information
Assets

3.4 Cyber

Security in Third-
party Supply
Chain
Management
3.4.3 Cloud
Computing

3.6.3 Cyber
Security Audit

ID.RA-3, ID.RA-6, PR.PT-1, DE.AE-
2, DE.AE-3, DE.AE-4 DE.AE-5,
DE.CM-1, DE.CM-2, DE.CM-3,
DE.CM-6, DE.DP-4, RS.CO-5,
DM.ED-4, DM.RS-2

A614&A11.1.1 &A11.1.2
& A124.1 & A 12.4.2 &
A12438 A12.4.48 A.12.7.1
& A.15.1.1 & A.15.1.2 &
A1513 & A.15.2.1 & A.16.1.1
& A.16.1.28& A.16.1.3&
Al16.1.48A16.1.7 & A17.1.3
& Clause 6.1.2 & Clause 6.1.3

PR.DS-3

AB823&A83.1&A832&
AB833&A.11.25& A.11.27

DE.CM-6, DM.ID-2, DM.ED-1,
DM.ED-2, DM.ED-3, DM.ED-4,
DM.ED-5, DM.ED-6, DM.ED-7,
DM.RS-2, RS.AN-5

A.14.2.7 & A15.1.1 & A.151.2
& A151.3& A.152.1 &
A15228 A17.1.3&A.6.1.1
& Clause 4.1 & Clause 5.3

GV.TE-1, RS.AN-5, DM.ED-7,
PR.DS-1, PR.DS-2, PR.IP-6, PR.AT-
2, RC.RP-1, DM.ED-6

Ab6.1.1 &A7228&A8238
AB83.1 &AB832&A.11.27 &
A13.1.1 & A.13.2.1 & A.13.2.3
&A141.1 &A141.2&
AT413&A.152.1 & A.1562.2
& A.16.1.5

GV.AU-1, GV.AU-2, GV.AU-3,
DM.BE-1, PR.IP-1

A12.1.28 A12.5.1 & A12.6.2
& A 1422 & A.14.2.3 &
A.14.2.4 & Clause 4.1 &
Clause 9.2
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