Central Bank of Oman oilo2Il g8l el

(p2025/p4) pby y1sd
dogidoll ddpuall Lohiil jlbyl jluoy
.02025/2 08 jUnlul pguupolb jpbadl opuaall ggilall oBsi JI Uiwl
02025/3 po) JJUndudl pguupodb jplall iloell gj5adl cldl oA Jlg

.2018/8 06) JUnludl pguualU Joladl dudogll Glegoaall odd) Jgilo ool Jlg
(Sloell il elidl o)l gudao daolgo JJlg

dolel] daduood! auAisi bo e cliug

J—Li
ol 8slaJl

G0yl Lol JUn U aogiandl dojundl Sldocg youd sl gl o Joe
dui l1 6. LaJl

o 2l 20 o Jaeyg ilaell gjdpall el Lighdlul gogoll (o jhdll 1 piuiy

02025 gyigy

olusodl pilw (4 Joed (4 0ol
B_olooll
21446 d2oJl &5 B :6 Jauo

p20259  tigy U-:@olgall

X)(@) CentralBank OM (i) (&) Central Bank of Oman cbo.gov.om




Central Bank of Oman ilo2ll §jspall clidl

Decision No. ( 2£/2025)

Issuing the Regulatory Framework for Open Banking

Pursuant to the provisions of the Banking Law issued by Royal Decree No. 02/2025;
and

Central Bank of Oman Statue issued by Royal Decree No. 03/2025; and

The provisions of the National Payment Systems Law issued by Royal Decree No
8/2018; and

The approval of the Board of Directors of the Central Bank of Oman; and

In pursuance of the public interest,

The following has been decided:

First Article
The attached Regulatory Framework shall apply to the licensing and operations
of Open Banking.
Second Article

This Decision shall be published on the website of the Central Bank of Oman and
shall come into force from June, 4h 2025.

Ahmed Jaffer Salim Al Musalmi

The Governor

Date: Corresponding to: 4 June 2025
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OPEN BANKING REGULATORY FRAMEWORK

1. OVERVIEW

1.1 Preamble

1.1.1  This Framework provides the licensing criteria, process, and ongoing
obligations imposed on Open Banking Service Providers in relation to
the provision of Open Banking Services in the Sultanate of Oman and
the marketing or promotion thereof.

1.1.2  The document is to be read under the provisions of the Banking Law
02/2025, National Payment Systems Law 08/2018, the Regulations,
circulars, instructions, notices, and guidelines issued thereunder.

1.1.3 The principles of sound governance, effective management,
operational and control considerations shall be used as the
overarching principles while implementing this Framework.

1.1.4  The Cenftral Bank will update this Framework periodically (as and when
deemed necessary) to provide further guidance to the market
participants and new applicants.

1.2 Applicability

1.2.1  This Framework, along with its annexures, will be effective from the date
of issuance, unless otherwise specified.

1.3 Scope

This Framework sets out the following:

1.3.1  Conditions for granting and maintaining a License for the provision of
Open Banking Services in the Sultanate of Oman.

1.3.2 Rights and obligations of Open Banking Service Providers and the
Customers.

1.3.3 Contractual arrangements allowing Account Information Service
Providers and Payment Initiation Service Provider to access Customer
Data held with Banks, PSP Licensees and Financial Institutions.
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1.3.5

(b)

(c)

(d)

(e)

OPEN BANKING REGULATORY FRAMEWORK

Powers of the Central Bank with regard to the supervision of Open
Banking Service Providers.

In exercising its powers and functions under this Framework, the Central
Bank has the following objectives:

Ensuring the safety, soundness and efficiency of Open Banking
Services;

Adoption of effective and risk-based licensing requirements for Open
Banking Service Providers;

Promoting the reliability and efficiency of Open Banking Services as
well as public confidence in Open Banking Services;

Promoting innovation and creating a level playing field for market
participants.

Reinforcing the Sultanate of Oman’s status as a leading payment hub
in the region.

1.4 Definitions

For the purposes of this Framework, the following words and phrases shall have
the meaning assigned to each of them unless the context requires otherwise:

1.4.1

1.4.2

1.4.3

'@@Qg‘
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Account Information Service (AIS)- an electronic or online service
which provides consolidated Customer Data on Payment Accounts.
For the avoidance of doubt, AIS does not involve the holding of
Customer funds at any point in fime.

Account Information Service Provider (AISP)- a Licensee providing
Account Information Service.

AML/CFT Laws and Regulations- Royal Decree No. 30/2016
promulgating the Law on Combating Money Laundering and Terrorism
Financing, as may be amended from time to time, and any
instructions, circulars, guidelines and notices issued by the Central Bank
relating to their implementation or issued in this regard.



1.4.4

1.4.5

1.4.6

1.4.7
1.4.8

1.4.9

1.4.10

(a)

(b)

(c)

1.4.11

1.4.12

<
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Applicant- a legal person, duly incorporated under the Commercial
Companies Law, submitting an application for a License.

Bank- any local or foreign bank licensed by the Central Bank to
conduct banking activities in the Sultanate of Oman.

CBO Board of Directors- Board of Directors of the Central Bank of
Oman.

Central Bank- the Central Bank of Oman.
Framework- this Regulatory framework on Open Banking

Commercial Companies Law- Royal Decree No.18/2019 promulgating
the Commercial Companies Law.

Controller- a natural or legal person who:

Holds 20% or more of the shares in the Licensee or is able to exercise
(or confrol the exercise of) 20% or more of the voting power in the
Licensee;

Holds 20% or more of the shares in a parent undertaking of Licensee, or
is able to exercise (or conftrol the exercise of) 20% or more of the voting
power in the parent undertaking; or

Is able to exercise significant influence over the management of the
Licensee or parent undertaking.

Customer- any natural or legal person who obtains, or purports to
obtain Open Banking Services from a Licensee, whether for a
consideration paid to the Licensee or free of charge.

Customer Data- personal and non-personal data, including data
related to Customer Payment Accounts that is received, collected,
stored, and otherwise processed by a Bank, PSP Licensee, Financial
Instifution  or Licensee through interaction, engagement,
communication or in the normal course of business, with Customers,
which covers both, data provided by a Customer and data generated
as a result of Customer interaction with Banks, PSP Licensees, Financial
Institutions and Licensees.



1.4.14

1.4.15

1.4.16

1.4.17

1.4.18

1.4.19

1.4.20

1.4.21

1.4.22

1.4.23

1.4.24

<
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E-KYC Circular- Instructions on Digital Onboarding and Electronic-KYC
(e-KYC) issued under Circular BM 1191.

Financial Institutions- any person that is licensed to conduct financial
activities in the Sultanate of Oman as defined by the Central Bank from
time to time.

Framework Contracts- a contract for the Open Banking Services which
is entered intfo between the Customer and the Licensee, to govern the
relationship between them.

License- a license issued to the Licensee in accordance with Arficle 2.3
of this Framework.

Licensee- the legal person granted a License under this Framework.
Open Banking Service Providers- collectively AISP and PISP.
Open Banking Services- collectively AIS and PIS.

Payment Account- an account held in the name of the Customer with
a Bank, PSP Licensee or a Financial Institution which is used for the
execution of Payment Transactions.

Payment Initiation Service (PIS)- an electronic, digital or online service,
which is used to initiate a Payment Transaction at the request of the
Customer from the Payment Accounts. For the avoidance of doubt,
PIS does not involve the holding of Customer funds at any point in time.

Payment Initiation Service Provider (PISP)- a Licensee providing
Payment Initiation Service.

Payment Service Provider (PSP) Licensee- an entity duly licensed under
the National Payment System Law, Executive Regulations and
instructions issued thereunder in the Sultanate of Oman.

Payment Transaction- an act, initiated by the payer or payee, of
placing, transferring or withdrawing funds, irespective of any
underlying obligations between the payer and payee.



OPEN BANKING REGULATORY FRAMEWORK

1.4.25 Personalised Security Credentials- personalised credentials or features
provided by an Open Banking Service Provider to a Customer, or
generated by the Customer, for the purposes of the Customer’s secure
authentication while accessing Open Banking Services.

1.4.26 Senior Management- the Licensee’s senior officers that are involved in
the daily management, supervision, and control of the conduct of the
Licensee’'s business and affairs, including the chief executive officer or
general manager, compliance officer, money laundering reporting
officer, data protection officer, chief information security officer, chief
information technology officer, internal audit officer, and any other
position designated as such by the Central Bank.

1.4.27 Strong Customer Authentication (SCA)- an authentication based on
the use of two or more elements categorised as:

()  knowledge (something only the Customer knows);

(b) possession (something only the Customer possesses); and

(c) inherence (something the Customer is); that are independent, such
that the breach of one does not compromise the reliability of the
others and is designed in such a way as to protect the confidentiality
of the authentication data.

1.4.28 Sultanate of Oman- the territory of the Sultanate of Oman.

1.4.29 Banking Law- the Banking Law promulgated under Royal Decree No.
02/2025.

1.4.30 Executive Regulations- the Decision No. 1/2019 promulgating the
Executive Regulation of the National Payment Systems Law.

1.4.31 NPSL- the National Payment Systems Law promulgated under Royal
Decree No. 08/2018.

<
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2. LICENSING AND APPROVAL

2.1 General Prohibition

2.1.1  No person shall provide or engage in the marketing, promotion or
advertising, as explained under Article 8.5 (Marketing and
Advertisement), of Open Banking Services within the Sultanate of
Oman without obtaining a prior License from the Central Bank unless
exempted in accordance with Article 2.2.1.

2.1.2 A PSP Licensee seeking a License under this Framework may approach
the Central Bank to be exempted from specific licensing and on-going
compliance requirements listed under this Framework.

2.1.3 Any governmental or semi-governmental enfity in the Sultanate of
Oman may approach the Central Bank to be exempted from specific
licensing and on-going compliance requirements listed under this
Framework.

2.2 Exemptions

2.2.1  Bankslicensed in accordance with the Banking Law shall be deemed
to be authorized to provide Open Banking Services and shall therefore
be exempt from the prohibition laid down in Article 2.1. Banks shall be
required to notify the Central Bank in writing if they intend to market or
provide Open Banking Services in the Sultanate of Oman and obtain
a no objection letter prior to commencing the marketing or provision
of such services in the Sultanate of Oman. The Central Bank reserves
the right to withdraw a no objection letter granted to a Bank under this
Arficle2.2.

2.2.2 The Central Bank may, from time to time, grant an exemption to any
Applicant that is a Bank, which it deems fit, through a no objection
letter. The exemption granted shall be for specific requirements of the
licensing process. The Central Bank reserves the right to withdraw the
exemption granted under Article 2.2.1. Banks shall pay [OMR 500] to
obtain the exemption, along with annual renewal fees of [OMR 1000].
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2.2.4

23

2.3.1

23.2

2.3.3
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Notwithstanding Article 2.2.1, Banks will be required to comply with the
requirements set out in Arficle 4 (Technical Standards and
Specifications), Article 5 (Cybersecurity and Information Security),
Article 7 (Fair Business Conduct), Article 8 (Customer Protection) and
any other requirements and conditions set out in this Framework and
as specified by the Central Bank in the no objection letter.

The Central Bank may request from a person applying for exemption
to provide any information or documentation that it considers
necessary to determine the eligibility for exemption or continued
exemption, respectively.

Licensing

A natural person shall not be granted a License under this Framework.

To be granted a License, an Applicant shall fulfil the following
requirements with respect to its shareholding and legal form:

Permitted Omani/foreign nationals who is/are natural
Shareholding person(s), directly or indirectly via a company,
(i.,e., ownership | can hold 100% ownership and control in a
structure) Licensee.

Legal Forms for | Commercial companies under the Commercial
the Licensee Companies Law, adopting either of the following
legal forms:

1. Limited Liability Company.

2. Joint Stock Company (public/closed)

The Licensee shall establish and maintain an operational office in the
Sultanate of Oman. The Licensee shall ensure that at least two (2) key
personnel necessary to maintain its operations are ordinarily residing
within the Sultanate of Oman at all fimes.

11
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2.3.4 Licensing Categories
License Category| Services Permitted Base Capital On-Going
Capital
A Finf " Licensees will be
) ccount Information :
Open Banking Services (AlS), and/or requwe_d fo
Service Provider OMR 100,000 maintain the

Payment Initiation
Services (PIS)

Existing NPSL
Category 1 PSP
Licensee
(Existing base
capital of OMR
100,000)

Existing NPSL
Category 2 PSP
Licensee
(Existing base
capital of OMR
200,000)

In addifion to the

activities permitted to

be undertaken by the

PSP Licensee:

=  Account
Information
Services (AlS),
and/or

=  Payment
Initiation Services
(PIS)

In addition to
the base
capital
requirement
applicable to
the PSP
Licensee,
additional
capital of
OMR 100,000

Existing NPSL
Category 3 PSP
Licensee
(Existing base
capital of OMR
500,000)

In addifion to the

activities permitted to

be undertaken by the

PSP Licensee:

=  Account
Information
Services (AlS),
and/or

=  Payment
Initiation Services
(PIS)

No additional
capital is
required.

applicable base
capital
requirement
throughout the
provision of the
Open Banking
Service.

In case the base
capital falls
below the
respective base
capital amount
during the
provision of
Open Banking
Services
activities, the
Licensee will be
required to
infuse the
appropriate
base capital
within seven (7)
business days.

12
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2.4.1
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After receiving the in-principle approval, the Applicant shall submit (a)
details and proof, by way of deposit slips, that the base capital
requirement has been met, and (b) information regarding the sources
of funds to meet the base capital requirement.

In the event the Licensee wants to become a PSP Licensee then it shall
seek approval from the Central Bank as per the applicable provisions
of the NPSL.

Licensing Conditions

An Applicant or Licensee (as applicable) shall pay the following fees
to the Central Bank:

Application Fee One Time Fee OMR 500
(Non-Refundable) | Payable by

Applicant
Annual License Payable by OMR 1,000
Fee Licensee
(Non-Refundable) Annual licensing fee shall

be fully waived during the
first three (3) calendar
years of operations of the
Licensee

In addition to the fees stated above, the Cenftral Bank, based on the
size of the business operations of the Licensee, may charge the
Licensee fees as may be required to supervise the Licensee and its
operations in the Sultanate of Oman. Where additional fees are
charged, the reasons for the same shall be clearly enumerated by the
Cenftral Bank and conveyed to the Licensee in writing.

Central Bank at its sole discretion may waive full or part of any
supervision or licensing fees. The CBO Board of Directors may also at its
discretion consider relaxation of capital requirements for a Licensee
(as specified in Article 2.3.4).

13
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2.5 Llicensing Process

2.5.1 Each Applicant must fulfil the criteria prescribed in this Framework and
demonstrate the capabilities/ competence and resources to comply
with the requirements stipulated in the Banking Law, NPSL and the
Executive Regulations.

2.5.2 The Central Bank will evaluate each Applicant in accordance with the
Banking Law, NPSL, Executive Regulations, and any rules, directions,
guidelines, or circulars issued by the Central Bank. Such evaluations will
take into account both financial and non-financial parameters.

2.5.3 Application Process

(a)  Pre-application: Meeting with the Central Bank to provide a detailed
proposal about the business and for the Applicant to gain an
understanding of the requirements. The Applicant shall contact the
licensing department for a pre-application meeting to discuss: their
proposals, business plans, application/licensing process, and
requirements. The submission of a meeting request must be sent to the
email address: Fintech-section@cbo.gov.om or through any other
mode specified by the Central Bank from time to time.

(b)  Submitting application: The applicant or their authorized
representative may submit a new application to the Central Bank for
the issuance of a License. The Applicant will submit their application
attached with the supporting documents listed in Article 2.5.9 and
payment of the requisite application fees. The submission of
application documents must be sent to the email address: Fintech-
section@cbo.gov.om or through any other mode specified by the
Cenftral Bank from time to fime.

(c) Application review: The Centfral Bank will review the submitted
application and, where necessary, hold further discussions or request
additional information/documents from the Applicant. The Central
Bank may liaise directly with the Applicant or the Applicant’s duly
appointed representative when processing the application to seek
any further information or clarification.
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Evaluation: The Central Bank will conduct a full evaluation of the
application, scrutiny under the fit and proper criteria, and make a
recommendation to the Governor of the Central Bank.

In principle approval/rejection of application: The Applicant will be
notified in writing if their application has been approved or rejected.

Fulfil in principle approval requirements: Successful Applicants will be
required to comply with the in-principle approval conditions and
complete technical integration.

Go-live: On readiness, the Applicant is to submit needed compliance
and provide go-live information. The Central Bank will then issue the
final authorisation and License upon satisfactory compliance.

Document Preparation

The Applicant is permitted to appoint a duly authorized representative,
such as a law firm or a professional consultancy firm, to prepare the
feasibility study as part of the application. The Applicant continues to
retain full responsibility for the accuracy and completeness of
information/documents provided and is required to certify the details
in the application form.

Material Changes

An Applicant must immediately notify the Central Bank during the
application review process if there is any material change to the
information provided in their application.

Communication of Decision

The Central Bank will communicate the decision to grant, amend,
deny, or cancel a License to the Licensee/Applicant or publish the
same as it deems necessary.

License Withdrawal or Amendment

The Central Bank may cancel or amend a License based on the
Licensee’s voluntary surrender of the License or by a decision taken by
the Cenftral Bank in accordance with Arficle 9.1.
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The Central Bank may, at its discretion, revoke the License and instruct
a Licensee to mandatorily discontinue providing Open Banking
Services, including but not limited to the following reasons:

Failure to satisfy any of the license conditions.

Violation of the laws and regulations of the Sultanate of Oman,
instructions or directives from the Centfral bank, and the rules
contained under this Framework.

If it is proved that the license was granted on the basis of false,
misleading or inaccurate information.

If the Licensee fails to inform the Central Bank of a change in
circumstances that the Central Bank considers to be materially
relevant to its compliance with any of the requirements of this
regulation.

The local authorities withdraw any license issued to the licensee.

Ceasing to carry out Open Banking Services within the Sultanate of
Oman.

Posing an inordinate risk or threat to the legitimate interests of the
Customers.

Posing an inordinate risk or threat to the public interests.

The Central Bank may implement any or all requirements stipulated
under Arficle 9.2 in such a case. Additionally, the Central Bank retains
the right to issue any requirements as it may deem necessary for such
a withdrawal.

Application Documents and Requirements

The following shall be submitted to the Central Bank by the Applicant
for obtaining the License.

The formal application letter, signed by the Applicant’s authorized
signatory.
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Duly completed application form as per Annexure [1].
Governance arrangements and internal control mechanisms.

Before obtaining the in-principle approval, the applicant shall submit
an anti-money laundering/counter-terrorism  financing risk  self-
assessment report. After obtaining the in-principle approval, the
Applicant shall submit an anti-money laundering/counter-terrorism
financing risk assessment report of the Applicant’s business undertaken
by an independent third-party expert.

An internal anti-money laundering/counter-terrorism financing risk
policy document, including internal control mechanisms to comply
with anfi-money laundering/counter-terrorism financing requirements
under this Framework.

A risk assessment report of the Applicant undertaken by an
independent third-party expert, including technical capabilities,
operation capabilities, compliance, potential risks including fraud risks,
and measures to mitigate such risks.

An internal risk management policy document.
An internal human resource policy document.

Data protection policy document, including all controls of data
classification, data protection, and data segregation to be applied.

Business confinuity and disaster recovery policy document, including
acceptable recovery point objective/ recovery time objective values.

Fraomework Contract in terms of Article 8.
Customer complaints handling policy document.

Information technology and information security policy document
providing details of the proposed information technology, information
security, penetration testing & vulnerability assessment report for the
information tfechnology systems, and cybersecurity infrastructure
covering the hardware, software, primary and secondary sites,
information technology operations, and outsourcing, if any.
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Business plan, which must contain the following information:
Name of the Applicant entity.
Legal form of the Applicant entity.

Name of owners/ partners/ shareholders of the Applicant entity with
the proposed shareholding pattern.

Fit and Proper form as per the format specified by the Central Bank
and Curriculum vitae of the Senior Management, and the members of
the board of directors (if any), along with their address, contact details,
and copy of the identity document (copy of passport/ civil ID), details
of Senior Management’s experience in banking/ financial services or
payments sector/ digital transformation, etfc.

Business case and value addition that the Applicant will add to the
financial industry in the Sultanate of Oman.

Projected financial statements (balance sheet, profit and loss
account, and cash flow statement) for the first five (5) years of
operation of the Applicant.

SWOT analysis of the Applicant’s proposed business.

Proposed organization structure including the proposed members of
the boards of directors (if any), Senior Management, and Omanisation
plan in line with the Central Bank’s requirements.

The proposed business should consist of a minimum of three plans -
production, disaster recovery, and test. In addition, the solution
architecture for all environments should follow a minimum 3-tier
architecture with no access to the design-build team other than the
application tier. The deployment architecture diagram should display
high availability for each node/ tier with no single point of failure for all
three environments.

Proposed business model with full fransaction flow (end to end) for
each service and its distribution channels and targeted customers.

Future roadmap of products and services.
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Market segment that the Applicant intends to operate in, competition
landscape, market potential, and price point/ monetization model.

Compliance arrangements commensurate with the nature, scale, and
complexity of its Applicant’s business. Regardless of the setup of the
compliance arrangements, the ultimate responsibility and
accountability for ensuring compliance with applicable laws and
regulations will still rest with the Applicant’s shareholders, directors and
Senior Management.

Fit and Proper Criteria

The Controllers of the Applicant shall satisfy, the following fit and proper
criteria:

The Controller(s) shall be persons of uprightness, repute, credibility,
ability, and quality of judgment;

They shall have sufficient capacity and experience or potential
capacity to manage the areas of the business;

They shall not have been convicted of an offence involving fraud or
other dishonesty or violence;

They shall not have been involved in, associated with or accused of
money laundering or terrorism financing;

They shall not have acted in contravention of any statute of the
Sultanate of Oman or provisions thereof established for the purpose of
protecting members of the public from financial loss due to dishonesty,
incompetence, or malpractice by the persons concerned;

They shall not have been involved in any deceptive or oppressive
practices that would cast doubt on their integrity and in the business;

A Confroller will not be considered to be a fit and proper person if such
Controller:

Is an undischarged bankrupt, currently subject to bankruptcy
proceedings, or a bankrupt who has recently been discharged;

- Is subject to receivership or other similar proceedings; and
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Has failed to meet any judgment debt, having regard to the
circumstances of such failure and the recency of such failure.

They shall not have been involved associated with, or otherwise
conducted themselves any business practices that would cast doubt
on their competence and soundness of judgement.

Provided that if the Conftroller is a legal person, then for the purposes
of this Article 2.5.9 (0), the fit and proper criteria shall be fulfiled on
behalf of the Controller by the Senior Management of the Controller,
by way of an undertaking.

In case the shareholder(s) is/are a juristic person(s), a board resolution
from such juridical person(s), confirming the decision to become a
shareholder in the Applicant entity.

In case the shareholder is a juristic person, the certificate of
incorporation issued by the competent authority in its country of
incorporation, commercial license/registration, or any other similar
official document.

Details of other commercial activities pursued by all shareholders.

Bank account statements of the Applicant for the previous six (6)
months (where available), if specifically sought by the Central Bank.

In case the significant shareholder(s) is/are part of a group of
companies, copies of the audited financial statements of that group,
for the immediately preceding three (3) years. Significant shareholders
in this context/framework means those who will hold 10% or more in the
Applicant entity directly or indirectly.

Bank account statement of the significant shareholders for the previous
twelve (12) months, if specifically sought by the Central Bank.

Any other requirement the Central Bank may call upon in specific
circumstances.

20



2.5.11

OPEN BANKING REGULATORY FRAMEWORK

Professional Indemnity Insurance

To be granted a license, the Applicant shall, at the time of submitting
an application, hold a professional indemnity insurance.

The professional indemnity insurance referred to in Article 2.5.10 (a)
held by an AISP shall cover their liability to Banks, PSP Licensees,
Financial Institutions, or the Customers resulting from unauthorized or
fraudulent access to or unauthorized or fraudulent use of a Customer’s
Data.

The professional indemnity insurance referred to in Article 2.5.10 (a)
held by a PISP shall cover liabilities to Banks, PSP Licensees, Financial
Institutions, or the Customers for unauthorized Payment Transactions
and non-execution, defective, or late execution of Payment
Transactions.

Document Language and Currency Denomination

All documents submitted to the Central Bank as part of the application
for a new License must be submitted in hard copy format and through
any online methods stipulated by the Central Bank in the Arabic or
English language. Additionally, the figures in budgeted financial
statements, business plans, or other projections must be expressed in
OMR.

2.6 Process of Approval and Timelines

2.6.1

2.6.2

(b)

.@"@-‘

)
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The Central Bank shall, within ninety (90) days from the date of notifying
the applicant that the application is complete, either grant or reject
the application at its discretion. Failure to respond to the application
within that period shall be deemed approval thereof.

The Cenftral Bank reserves the right, within ninety (90) days of receiving
a License application, to:

Require the Applicant to provide additional documents/information
that the Central Bank deems necessary to evaluate the application; or

Reject incomplete applications.
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2.6.3 An Applicant may withdraw its application at any time during the
process by notifying the Central Bank in writing.

2.6.4  After the review of an application and issue of decision, the Central
Bank may advise the Applicant in writing whether approval has been
granted for the License or if the application has been rejected,
including reasons thereof.

2.6.5 The Governor of Central Bank reserves the right, at any point in time, to
reject an application for a new License considering the interest of the
public or if the Applicant fails/refuses to fulfil the licensing conditions
and requirements set out by the Central Bank.

2.6.6 The Cenfral Bank has the right to withdraw the license granted to the
applicant if it is proved that the applicant has submitted false or
inaccurate information or data for obtaining the license.

2.7 Employees

A Licensee must employ qualified and sufficient number of employees
with the necessary knowledge and experience to effectively meet
operational needs. The staff, as a whole, should possess a diverse
range of skills and experience to manage the licensee's affairs in a
sound and prudent manner.

3. DATA PROTECTION AND PRIVACY
3.1 Data in Scope

3.1.1  This Framework shall be applicable to Customer Data processed by
Licensees and open data, aggregated data provided, generated,
shared, or in any other way processed by Banks, PSP Licensees,
Financial Institutions, and Licensees.
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Data Processing Principles

The Licensee shall process Customer Data fairly and in a transparent
manner in relation to the Customer.

The Licensee shall collect Customer Data for specified, explicit, and
legitimate purposes and not further processed in a manner that is
incompatible with those purposes.

The Licensee’s processing of Customer Data shall be adequate,
relevant, and limited to what is necessary in relation to the purposes for
which it is processed.

The Licensee shall keep the Customer Data accurate and up to date.
The Licensee shall take every reasonable step to ensure that Customer
Data that is inaccurate, having regard to the purposes for which it is
processed, is erased or rectified without delay. Where Customer Data
is obtained by the Licensee from a Bank, PSP Licensee, Financial
Institution or any other third party, the Licensee shall not be held liable
for inaccuracies therein.

The Licensee shall keep Customer Data in a form that permits
identification of Customer only for that period of time that is necessary
for the purposes for which the Customer Data is processed. The
Licensee shall store and process Customer Data for longer periods of
time insofar as the Customer Data is processed solely for archiving
purposes in the public interest, scientific or historical research purposes,
or statistical purposes in accordance with requirements that the
Central Bank may prescribe, subject to the implementation of the
appropriate technical and organisational measures required in order
to safeguard the rights of the Customer.

The Licensee shall process Customer Data in a manner that ensures
appropriate security of the Customer Data, including protection
against unauthorised or unlawful processing and against accidental
loss, destruction, or damage, using appropriate technical or
organisational measures.
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Customer Data Rights

Customers who are natural persons have the following rights with
respect to their Customer Data:

Cancel their consent for the processing of their Customer Data without
prejudice to the processing that took place before the cancellation.
Request to modify, update, or block their Customer Data.

Obtain a copy of their processed Customer Data.
Transferring their Customer Data to another conftroller.

Request the erasure of their Customer Data unless such processing is
necessary for national preservation and documentation.

To be notified as the owner of their Customer Data of any hack or
violation and the measures taken in this regard.

Data Governance

The Central Bank may issue directives on data oversight and
governance frameworks for Customer Data and open data, and
aggregated data to Licensees to ensure compliance with relevant
legal and regulatory provisions.

Licensees shall ensure that Customer Data is accurate, up-to-date,
and complete.

Open Data and Aggregated Datasets

In addition to Arficle 3.4.1, the Central Bank may provide a model to
determine the fees, including maximum fees, that Banks, PSP
Licensees, and Financial Institutions are entitled to charge for making
open data and aggregated datasets available to Licensees, if
requested by the Licensees and agreed to by the Banks, PSP Licensees,
and Financial Institutions.
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Access to Customer Data

Licensees shall, upon request from a Customer submitted by electronic
means, make the Customer Data available to the Customer without
undue delay, continuously, and in real-time.

Banks, PSP Licensees, and Financial Institutions shall, as agreed
between them with the Licensees, and upon request from a Customer
submitted by electronic means, make available to a
Licensee the Customer Data  for which the Customer has  granted
permission to the Licensee. The Customer Data shall be made
available to the Licensee without undue delay, continuously and in
real-time. Where a request or service to access Customer Data has
been denied or withdrawn by a Bank, PSP Licensee, or Financial
Institution to a Licensee, justification must be provided based on the
specific situation of the Licensee, to the Customer and the Central
Bank.

Banks, PSP Licensees, and Financial Institutions may charge fees from
a Licensee for making Customer Data available pursuant to Article
3.6.2, according to the modalities that may be fixed by the Central
Bank as per Article 3.8.

When making Customer Data available pursuant to Article 3.6.2, Banks,
PSP Licensees, and Financial Institutions shall:

Make Customer Data available to Licenseesin a format based on
generally recognised standards and atleast in the same quality
available to the Bank, PSP Licensee, or Financial Institutions;

Communicate securely with Licensees by ensuring an appropriate
level of security for the processing and transmission of Customer Data;

Request Licensees to demonstrate that they have obtained the

permission of the Customer to access the Customer Data held by the
Bank, PSP Licensee, or Financial Institutions.
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A Licensee shall only access Customer Data made
available under Article 3.6.2 for the purposes and under the
conditions for which the Customer has granted permission to the
Licensee. A Licensee shall delete Customer Data when it is no longer
necessary for the purposes for which the permission has been
granted by a Customer unless required to be retained in compliance
with applicable regulations or Article 3.2.5.

To ensure the effective management of Customer Data, a Licensee
shall:

Not process any Customer Data for purposes other than for providing
the Open Banking Services explicitly requested by the Customer.

Put in place adequate technical, legal, and organisational measures
in order to prevent the unauthorised or unlawful fransfer of or access
to Customer Data;

Take necessary measures to ensure an appropriate level of security for
the storage, processing, and transmission of Customer Data;

Not process Customer Data for advertising purposes, except for direct
marketing in accordance with regulations that the Central Bank may
lay down.

Save for the application of the AML/CFT Laws and Regulations and
unless the Central Bank instructs otherwise, where the Licensee is part
of a group of companies, Customer Data shall only be accessed and
processed by the entity of the group that holds a License.

The Cenftral Bank may issue additional rules, directions, guidelines, or
circulars, including as provided under Article 3.8, to regulate access to
Customer Data by Licensees and the sharing of Customer Data
between and among Banks, PSP Licensees, Financial Institutions, and
Licensees.
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Data Access Permission Dashboards

Licensees shall provide the Customer with a permission dashboard to
monitor  and manage  the permissions a Customer has
provided to Licensees. Banks, PSP Licensees, or Financial Institutions
may also provide such permission dashboard to its customers. While
providing permission dashboard to the Customer, the following
provisions in this Artficle 3.7 (Data Access Permission Dashboards) shall

apply.
A permission dashboard shall:

Provide the Customer with an overview of each ongoing permission
given to the Licensee, including:

The name of the Licensees to whom access has been granted;
The Customer Payment Account to which access has been granted;

The purpose of the permission to be provided under the dashboard of
the Licensee;

The categories of data being shared;

The period of validity of the permission;

Allow the Customer to withdraw a permission given to a Licensee;
Allow the Customer to re-establish any permission withdrawn;

Include a record of permissions that have been withdrawn or have
expired for a duration of two (2) years;

Licensees, Banks, PSP Licensees, and Financial Institutions shall ensure
that the permission dashboard is easy to find in its Customer user
interface and that information displayed on the dashboard is clear,
accurate, and easily understandable for the Customer.
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3.7.4 The Banks, PSP Licensees, or Financial Institutions and the
Licensee to which consent has been granted by a Customer shall
cooperate to make information available to the Customer via the
dashboard in real time to fulfl the obligations in Arficle
3.7.2 points (a), (b), (c), and (d) above:

(a) Licensees shall inform Banks, PSP Licensees, or Financial Institutions of a
new consent granted by a Customer regarding Customer Data
held by that Bank, PSP Licensee, or Financial Institution, including:

- The period of validity of the consent
- The categories of Customer Data concerned.

(b)  Banks, PSP Licensees, or Financial Institutions shall inform the Licensee
of changes made to a permission by a Customer via the dashboard,
and vice versa.

3.8 Data Sharing Rules

3.8.1 The Central Bank may issue additional rules, directions, guidelines, or
circulars to specify the following modalities under which Banks, PSP
Licensees, and Financial Institutions shall make available Customer
Data to Licensees pursuant to Article 3.6.2:

(a) Common standards for the storing and processing of Customer Data
and common standards for the technical interfaces provided by
Licensees to Customers to request Customer Data sharing under Article
3.6.2.

(b) A model to determine the fees, including maximum fees, that Banks,
PSP Licensees, and Financial Institutions are entitled to charge for
making Customer Data available to Licensees.

3.9 Data Storage and Transfer

3.9.1 If a Licensee transfers or shares Customer Data outside the Sultanate of
Oman, then the Licensee shall seek and obtain the approval of the
Central Bank, and provide the following additional information:
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A statement indicating that the Customer Data would be used or
disclosed in such manner;

Sufficient information about the data handling/privacy policy of the
Customer Data recipient;

A guarantee that the Customer can obtain further information about
such disclosures on request to the Licensee; and

The Customer’s consent for the storage or transfer of their Customer
Data for one or more specific purposes.

Any other information that the Central Bank may require, including but
not limited to data sharing agreements executed by the Licensees on
one hand, and Customer data recipient on the other hand.

Consent Management

Customers shall provide explicit consent to the Licensees for the use of
Customer Data by them;

Licensees shall be able to access Customer Data held by Banks, PSP
Licensees, and Financial Institutions only upon the explicit consent
granted to Licensees by Customers.

Licensees shall disclose to Customers the implications of Customer
Data sharing before the Customer authorises and agrees to the terms
and conditions of consent.

Customers’ consent shall be obtained in an electronic form, and a
copy of the consent of the Customer shall be made available to the
Customer and preserved by the Licensee.

The Licensee shall re-validate the consent of the Customer annually,
except where the Customer has not used the Open Banking Services
for 180 days. Then, the Licensee shall re-validate the consent of the
Customer after the 180 days lapse from the last date of use.
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Licensees shall ensure that the connection through which Customer
Data is accessed is configured to terminate upon expiration or
withdrawal of the Customer’s consent;

Customers shall always have control over Customer Data and be able
to access, manage, or withdraw their consent at any point in tfime; and

The Central Bank may develop and issue a consent management
mechanism to the Licensee, which includes a clear set of policies and
procedures for Customer consent management.

Customer Authentication

Licensees shall provide a mechanism to verify the identities of the
Customers.

Licensees shall provide authentication mechanisms in an acceptable
form that conforms in principle and architecture to the following
requirements for authentication:

Authentication must happen over pre-authorized channels (such as
email, phone numbers, devices, applications, biometrics, efc.);

Customer authentication endpoint should be verified prior to use for
authentication (emails, phone numbers, or other Customer endpoints
shall be verified using control information such as OTP verification prior
to being used as a platform for procuring consent).

Licensees shall ensure that appropriate Customer authentication
methods such as multi-factor authentication and the use of
personalised security credentials shall be established to reduce the
chance of identity theft or fraud.

Licensees shallimplement effective conftrols to limit the number of login
or authenfication attempts (e.g.. wrong password entries),
implementing fime-out controls and setting time limits for the validity of
authentication. If a one-tfime password is used for authentication
purposes, then Licensees shall ensure that the validity period of such
passwords is limited to the strict minimum necessary.
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3.11.5 Licensees shall perform adequate identity checks when any Customer
requests a change to any contact details that are useful for the
Customer to receive important information and monitor the activities
of the Customer’s Payment Accounts.

3.11.6 Following the receipt of consent by Customers, the Licensees shall

activate authentication mechanisms to ensure the security of
Customer Data.

3.12 Data Security Standards

The Licensees shall abide by the data and information security
standards listed in Annexure [3] of this Framework.

3.13 Data Retention and Deletion

3.13.1 Licensees shall:

(a)  Establish clear Customer Data protection and retention policies with
protocols for safeguarding information;

(b)  Ensure that Customer Data obtained for the purposes of providing
Open Banking Services is retained for such minimum period as

prescribed by the Central Bank;

(c) Enable methods for the Customers to exercise the right to withdraw
consent; and

(d)  Ensure that the use, access, or storage of Customer Data is as provided

in this Framework.

3.14 Data Breach Policy

3.14.1 Licensees shall:

(a) Undertake regular risk assessment and risk monitoring in order to
anticipate potential data threats, hazards, and impacts.
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Ensure that the procedures for managing data breach incidents are
clearly set out, together with clear roles and responsibilities, lines of
escalation, and communication for all parties involved in the
Licensee's risk management procedures.

Assess each data breach incident according to its impact in order to
determine a proportionate response and trigger the most appropriate
command and control arrangements.

Activate the relevant processes and procedures to limit the impact of
the incident.

Ensure that affected Customers and all other relevant parties receive
efficient, regular, and timely communication in the event of a data
incident.

Conduct a robust analysis of the underlying cause of the incident, the
efficacy of the incident response, the lessons learned, and the actions
required to prevent future similar incidents.

Start the recovery process to ensure minimal disruption to service
delivery.

Regularly test adherence to their incident management policies and

associated incident management procedures to ensure their
adequacy and effectiveness.

Protecting Against Data Breach

Licensees shall:
Implement strong password and access controls;

Ensure secret credentials remain secret at all times within the
Licensee's infrastructure;

Classify all data assets appropriately according to risk, threat likelihood,

and sensitivity, distinguishing between personal data and other
classified/confidential data;
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Manage and monitor access to all data assets and review access
quarterly;

Use strong authentication to manage access to data systems and role-
based access for data assefts;

Train staff appropriately and frequently;

Restrict  the ability to download and store data via
portable/removable media;

Assess new applications, processes, or services from a security
perspective before implementation;

Have a clear and documented data retention and destruction policy
in line with extant laws and regulations; and

Ensure that access to Customer Data is restricted to staff who have a
demonstrable need to access such data for the performance of their
duties.

4. TECHNICAL STANDARDS AND SPECIFICATIONS

The provisions in Annexure [2] on [Open Banking APl Standards and
Specifications] shall be complied with by the Applicant for obtaining
of License. The Licensee shall continue to comply with the provisions as
per the Annexure during providing of Open Banking Services.

5. CYBERSECURITY AND INFORMATION SECURITY

.@‘@.
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The provisions in Annexure [3] on [Open Banking Data and Information
Security Specification] shall be complied with by the Applicant for
obtaining of License. The Licensee shall continue to comply with the
provisions of the Annexure during providing Open Banking Services.
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6. GOVERNANCE AND COMPLIANCE REQUIREMENTS

6.1

6.1.1

(a)
(b)
(c)
(d)
(e)
(f)

(9)

(a)

(b)
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Management Structure

Appointment of Senior Management: Licensees shall appoint Senior
Management, responsible for managing and operating the Licensee's
current activities. The Senior Management team shall, at a minimum,
include:

Chief executive officer/General manager;

Compliance officer;

Chief information security officer;

Chief information technology officer;

Internal audit officer;

Money laundering reporting officer; and

Data protection officer.

Combination of functions: Considering the nature, scale, and

complexity of operations, and subject to the Cenftral Bank's discretion,

the same person may occupy the role of the compliance officer and

money laundering reporting officer.

Expertise of Senior Management: Licensees shall ensure that individuals

appointed as the Senior Management possess the requisite expertise

and qualifications to fulfil their roles effectively. Further, Licensees shall

ensure that Senior Management continues to meet the following

criteria:

Senior Management shall be persons of uprightness, repute, credibility,
ability, and quality of judgment;

They shall have sufficient capacity and experience or potential
capacity to manage the areas of the business;
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They shall not have been convicted of an offense involving fraud or
other dishonesty or violence;

They shall not have been involved in, associated with or accused of
money laundering or terrorism financing;

They shall not have been involved in any deceptive or oppressive
practices that would cast doubt on their integrity and in the business;

They shall not have acted in contravention of any statute of the
Sultanate of Oman or provisions thereof established for the purpose of
protecting members of the public from financial loss due to dishonesty,
incompetence, or malpractice by the persons concerned;

They shall not have been involved in any deceptive or oppressive
practices that would cast doubt on their integrity and in the business;

An individual will not be considered to be a fit and proper person if
such individual:

Is an undischarged bankrupt, currently subject to bankruptcy
proceedings, or a bankrupt who has recently been discharged;

Is subject to receivership or other similar proceedings; and

Has failed to meet any judgment debt, having regard to the
circumstances of such failure and the recency of such failure.

Any other objectionable findings from the Central Bank of Oman on
the applicant.

They shall not have been involved or associated with, or otherwise
conducted himself any business practices that would cast doubt on
their competence and soundness of judgement.

Additional appointments: Considering the nature, scale, and
complexity of the Licensee’s operations, the Central Bank may require
the Licensee to appoint additional Senior Management roles. This may
include positions such as a Company secretary, Chief financial officer,
and Chief risk officer.
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Responsibilities of Senior Management: Senior Management of the
Licensee shall monitor and manage the daily activities of the Licensee.
These activities shall align with the business strategy, risk level, and
policies established by the Licensee.

Authority of the chief executive officer/general manager: The chief
executive officer/general manager shall have the authority to act
generally in the Licensee's name, representing its interests in
concluding transactions and issuing instructions to other senior
managers and employees.

Resources for compliance officer: Licensees shall ensure that the
compliance officer is provided with sufficient resources, including an
adequate number of competent staffs, to perform duties objectively
and independently of operational and business functions.

Access for compliance officer: The compliance officer shall be
granted unrestricted access to relevant records and to the Senior
Management, ensuring the effective performance of compliance
duties.

Omanisation

The Licensee shall ensure to comply with the Omanisation ratio as
stipulated by the Central Bank from time to time.

The Central Bank may from time to time, specify the Senior
Management positions which shall be held only by Omanis.

Internal Auditor

Establishment and responsibilities: A Licensee shall establish an
independent internal audit unit. This unit shall exclusively perform
internal audit functions and is strictly prohibited from being assigned or
undertaking any responsibilities or tasks outside the scope of internal
audit functions. This includes but is not limited to, operational duties,
management responsibilities, or any other roles that may compromise
the independence and objectivity of the internal audit process. The
responsibilities of the internal audit unit shall include:
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Evaluating internal policies and controls, ensuring compliance with
applicable laws, regulations, and internal procedures;

Preparing quarterly written audit reports, detailing scope, findings,
recommendations, and departmental actions on previous audit

outcomes;

Operating under a comprehensive, annually updated audit plan;
and

Maintaining transparent audit documentation, including results and
recommendations, and tracking the implementation of these

recommendations.

External Auditor

Appointment and duties: Licensees shall appoint an external auditor,
subject to the prior approval of the Central Bank. The terms of
appointment shall ensure the auditor:

Audits financial statements in accordance with the International
Financial Reporting Standards (IFRS);

Submits audit reports to the Central Bank on an annual basis; and

Submits separate audit reports for business activities not licensed by the
Central Bank.

Central Bank requests: The Central Bank may require the external
auditor to:

Provide additional information relating to audits;

Expand or extend the scope of the Licensee's audit; and

Perform any additional examinations as required.

Auditor performance: If the Central Bank determines that the

performance of an external auditor has been unsatisfactory, it may
direct the Licensee to replace the auditor at the Licensee’s expense.
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Books and Records

Mandatory record-keeping: Licensees shall create and maintain books
and records (whether in electronic or hard copy form) that are
required for demonstrating compliance with this Framework. These
records include:

Detailed financial information, including, financial statements, bank
statements, and all accounting records utilized in the preparation,
verification, and auditing of the Licensee's financial statements;
Transaction records;

Official minutes from meetings and recorded decisions made by the
board of directors or owners/partners (in case there is no board of
directors) and Senior Management;

Information regarding any material security or operational incidents;

Records pertaining to security measures, including but not limited to
authenfication records;

Reports concerning measures taken by the Licensee in the realm of
data protection and privacy;

Records of Customer complaints, alongside any remedial actions
undertaken in response to such complaints;

Documented reports on occurrences of errors, delays, refunds, or other
relevant issues that have been addressed and rectified;

All  Customer records required under the AML/CFT Laws and
Regulations;

Regularly compiled reports demonstrating the Licensee's compliance
with this Regulation and other applicable regulations, rules, decisions,

instructions, and circulars;

Essential legal documents, including but not limited to, contracts for
employment, contracts appointing external auditors, and;
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Agreements cenfral fo the Licensee's business continuity, and
outsourcing arrangements, along with documents describing the
Licensee's approach to corporate governance.

Duration of record retention: Licensees are required to maintain the
records listed under Arficle 6.5.1 above for a minimum period of ten
(10) years from the date of their initial creation.

Electronic storage requirements: Licensees shall establish systems and
confrols for electronic record storage, which should:

Use reliable and secure storage media;

Index and categorize records for easy reference;

Regulate access to prevent unauthorized data access;
Implement a robust backup policy with periodic testing;
Employ digital certification and encryption;

Store records in their original format without alteration; and

Ensure confidentiality of records by authorized personnel.

Regulatory Reporting and Notifications:

Annual audited financial statements: Licensees shall submit their
annual audited financial statements to the Central Bank within three
(3) months of the end of their financial year. These statements must be
in strict compliance with the International Financial Reporting
Standards (IFRS).

On:site inspection reports: In preparation for onsite inspections by the
Cenftral Bank, Licensees shall provide all requested documents and
completed questionnaires, within the prescribed time period by the
Central Bank from fime to time, prior to the inspection team's date of
inspection. Following the receipt of the draft inspection report,
Licensees must review and submit a detailed assessment of the
observations/issues raised within the prescribed time period by the
Cenftral Bank from time to time, including supporting documents.
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Prior approval / Nofification and reporting requirements: Licensees
shall seek prior approval / notify the Central Bank, and submit relevant
reports where necessary, in the following scenarios:

Notification on Matters with serious supervisory impact:

Any occurrence or potential occurrence that may severely undermine
the Licensee’s reputation, including significant operational failures or
public controversies;

Situations that could critically impede the Licensee's ability to deliver
adequate services to Customers, potentially resulting in substantial
harm or detriment to any Customer;

Circumstances that may lead to material financial consequences for
Banks, PSP Licensees, or Financial Institutions, including systemic risks or
major market disruptions;

Any violation or breach of legal, regulatory, directive, or instructional
requirements as set forth by the Central Bank or other authorities;

Situations where the Licensee identifies or suspects that it has provided,
or might have provided, information to the Central Bank that was or
could be false, misleading, incomplete, or materially inaccurate in any
respect; and

Plans or intentions to suspend or cease business operations, including
seeking prior approval from the Central Bank for a withdrawal of the
License according to Arficle 9.1, outlining the proposed methodology
for such suspension or cessation, with a particular focus on the
management and resolution of outstanding liabilities.

Legal, professional, administrative, or other proceedings: Any legal,
professional, administrative, or other significant proceedings initiated
against the Licensee or its Conftroller that could materially affect the
Licensee’s financial resources or reputation.

Nofification on Fraud, errors, and other irregularities:
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Incidents where there is knowledge or suspicion of fraud committed or
infended against Customers or the Licensee itself, whether by internal
or external parties;

Major operational or security incidents that have or could have a
significantly negative impact on the financial interests of Customers,
Banks, PSP Licensees, or Financial Institutions, or the Licensee itself;

Cases where an employee is suspected of committing fraud against a
Customer;

Identification of irregularities within accounting or other records,
regardless of whether there is direct evidence of fraud;

Suspicions of serious misconduct by employees, particularly
concerning honesty or integrity, that are connected with the
Licensee’s activities; and

Identification of conflicts of interest that could potentially affect the
operation of the Licensee.

Prior approval from the Central bank for entering into Voluntary
liquidation, Insolvency, bankruptcy, and winding up:

The initiation of meetings or proceedings to consider resolutions for
winding up the Licensee or its Controller;

Applications for dissolution, petitions for winding up, or proposals for
compositions or arrangements with creditors concerning significant
debt amounts;

The appointment of administrators, tfrustees in bankruptcy, or receivers
to the Licensee or its controller, whether for the entire entity or specific
assefts.

External auditor changes: Changes regarding the Licensee's external
auditor, including but not limited to, removal, resignation, or a change
in the partner responsible for the audit.

Capital requirement violations: Failure to maintain the minimum capital
requirements outlined in Article 2.3.4.
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(g) Issues with outsourcing arrangements: Any material problems or
changes encountered with an outsourced service provider.

(h)  Loss of fit and proper status of Controllers: Any loss of fit and proper
status of Controllers as stipulated under Article 2.5.9 (o) above.

(i) Such other reports concerning the condition of the licensee or of any
one or more of its branch offices at such times and in such form as may
be prescribed by the Central Bank.

6.6.4 Prior approvals: Licensees shall seek the prior approval of the Central
Bank for the following:

(a) Changes in legal status: Any change in their legal form that might
impact their relationship with Customers or alter their liability towards
them.

(b)  Modifications to capital: Any modifications to the Licensee's issued or
paid-up capital.

(c) Confrol and ownership changes:

i. A person acquiring or ceasing to have significant share/control of the
Licensee;

i. An existing Significant shareholder/Controller acquiring additional
types of control (e.g., ownership, significant influence) or ceasing to

hold a type of Conftrol;

ii. An existing Significant shareholder/Controller increasing their
percentage of shares or voting power; and

iv. An existing Controller becoming or ceasing to be a parent undertaking
of the Licensee.

(d)  Senior Management Changes:

A change in the management structure of Senior Management;
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Appointment or removal of individuals from Senior Management
positions such as Chief Executive Officer/General Manager,
Compliance Officer/MLRO and Internal Auditor.

Merger, acquisition, and organizational changes:
Licensee merges with another undertaking;

Licensee acquires or disposes of all or a major part of their assets and
liabilities, whether within or outside the Sultanate of Oman; and

Licensee modifies their constitutive documents.

Appointment of external auditor: The appointment or re-appointment
of an external auditor by a Licensee.

Cessation or suspension of services. Cessation or suspension of any or
all of their Open Banking Services, including applying to the Central
Bank for a withdrawal of License according to Arficle 9.1, or liquidation
of the Licensee’s business.

Outsourcing

Definition of outsourcing: Outsourcing refers to an arrangement in
which a third party performs an activity, process, or function on behalf
of a Licensee, which typically would be conducted internally. This may
include core or ancillary functions and services, such as data
processing, cloud services, customer call centres, and back-office-
related activities.

Nofification: Licensees shall notify the Central Bank, within five (5)
working days from the date of signing the outsourcing agreement, of
any outsourcing of non-core functions to an infragroup entity or third
party within or outside the Sultanate of Oman.

Prohibition on outsourcing compliance officer and money laundering
reporting officer: The compliance officer and money laundering
reporting officer functions shall not be outsourced by the Licensee.
Nothing in this Article prohibits the Licensee from relying on a third
party’s customer due diligence measures, subject to compliance with
the AML/CFT Laws and Regulations.
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Outsourcing agreements: Licensees are required to execute a service
level agreement (SLA), with every outsourcing service provider. This
agreement shall explicitly outline the scope of service, rights,
obligations, confidentiality and encryption requirements, reporting
protocols, and the allocation of responsibilities. Further, the SLA shall
allow the Cenftral Bank, external auditors, and the Licensee's internal
audit and compliance officer unrestricted access to all relevant
information and documents held by the outsourcing service provider
concerning the outsourced activities.

Cross-border outsourcing: Where the outsourcing service provider is
not situated in the Sultanate of Oman, the Licensee shall ensure that
such outsourcing arrangements do not impede the Central Bank's
ability to supervise the Licensee. The following considerations, with
respect to the jurisdiction in which the outsourcing service provider is
located, shall be taken into account:

(a)  Economic, political or social conditions;
(b)  Differing legal or regulatory systems;

(c) Technology and infrastructure; and

(d)  Reputational risk.

Internal policies and procedures: Licensees are required to maintain
internal policies and procedures that address strategic, operational,
logistical, business confinuity, confingency planning, legal, and risk
issues related to outsourcing.

Requirements for material outsourcing: '"Material outsourcing' refers to
outsourcing arrangements that are significant enough to potentially
impact the Licensee's core operations, reputation, or obligations to its
Customers and the Central Bank. Licensees shall seek the Central
Bank's prior approval before entering into an SLA for material
outsourcing. Licensees engaged in material outsourcing shall:

Develop and maintain extensive outsourcing policies, contingency
plans, and risk management procedures;
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Ensure that the outsourcing arrangements do not restrict their ability to
meet its obligations to Customers and the Cenftral Bank, orimpede the
Central Bank's supervision of the Licensee.

Risks, Systems, and Controls

Internal controls: The Senior Management shall assume full responsibility
for the establishment, implementation, and oversight of effective
internal control systems. The internal conftrols shall include, but not be
limited to, those relating to the following:

The development and or acquisition of the technology solutions to
undertake Account Information Services and Payment Initiation
Services;

Testing of application program interfaces (APIs);

Standards of communication and access and security of
communication sessions;

Safe authentication of Customers;

Processes and measures that protect customer data confidentiality
and personalised security credentials;

Tools and measures to prevent fraud and errors;

Security policy;

Information security testing, including web applications testing,
configuration reviews, penetration ftesting, and smart device
application testing;

Risk management controls;

AML/CFT procedures;

Record keeping and audit trails; and

Operational and financial controls.
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Risk management framework: Licensees shall establish and maintain a
comprehensive risk management framework proportionate to the
nature, size, complexity, and risk profile of the Licensee, enabling the
identification, measurement, management, and monitoring of various
risks, including the key risks highlighted under Articles 6.8.3 to 6.8.9.
Licensees shall establish and maintain:

A risk management function;

Risk management policies and procedures; and

Risk measurement and internal reporting methodologies.
Cybersecurity risks: Cybersecurity risks arise from the use of APIs for
interconnectivity between Licensees and Banks, PSP Licensees, or
Financial Institutions. Licensees shall comply with the requirements
outlined in Annexure [3] to mitigate these risks.

Third-party risk: Third-party risks arise from the non-fulfilment of the terms
of a contract by third parties. To mitigate these, Licensees shall comply
with the requirements stated under Article 6.7.

AML/CFT risks: Open APIs infroduce vulnerabilities due to increased
inferconnectivity and ease of cross-border transactions. To mitigate
these, Licensees shall comply with the requirements stated in AML/CFT
Laws and Regulations.

Regulatory and compliance risks: Licensees face risks from non-
compliance with laws, regulations, and internal policies. To mitigate
these risks, Licensees shall:

Adopt and implement a regulatory risk framework;

Establish comprehensive internal confrols, including policies,
procedures, and risk limits; and

Develop a compliance policy and compliance monitoring manual.
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Data integrity risk: Data integrity risks refer to the risk that the data
stfored and processed by information technology systems are
incomplete, inaccurate, or inconsistent across different systems.
Licensees shall implement measures to ensure data integrity and
availability across information technology systems, including:

Implementing a full audit trail of all transactions; and

Establishing access rules, approvals, revocations, and review
procedures.

Product management risk: Product management risks refer to the
potential risks associated with the development, offering, and
management of Open Banking Services. Open banking increases the
complexity of financial services delivery. Licensees shall:

Identify and mitigate risks associated with their Open Banking Services;

Establish policies and procedures for testing and approving new Open
Banking Services; and

Clearly communicate the benefits of their Open Banking Services to
Customers.

Operational risk: Operational risks refer to the risk of loss resulting from
inadequate or failed internal processes, people, systems, or external
events. In assessing such risks, the Licensee shall consider the following
factors:

Lack of governance and management oversight;

Inadequate internal controls;

Insufficient transaction monitoring;

Failure of information technology through breakdown, incompatibility
of legacy systems and poor scalability, poor security, etc.;

Failure or insufficient cyber and information security controls;

Infernal and external fraud;
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Business continuity and disaster recovery; and
Reputational risks.

Security and fraud incident management: Licensees shall establish
comprehensive procedures for handling security and fraud incidents,
including:

Identifying individuals responsible for assisting Customers in cases of
fraud or security incidents and disclosing the name and email
addresses of point of contact for Customers;

Establishing reporting lines for such incidents;

Establishing procedures for escalating incidents internally and
reporting such incidents to external parties such as the Central Bank;
and

Deploying fraud and security monitoring tools to mitigate risks.

Security policy documentation: Licensees shall maintain a detailed
security policy document covering the following:

Technology architecture and system documentation:

Detailed overview of the information technology systems supporting
operational activities;

Description of authorized external connections (e.g., partners, service
providers, remote employees), including their purpose;

Security measures for each external connection, detailing the
Licensee’s confrol over access, nature, and frequency of security
checks; and

Procedures for managing communication lines, including their
opening/closing, security equipment configurations, key generation,
Customer authentication, system monitoring protocols, and security
features such as intrusion detection and antivirus systemes.
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Internal Information security system: Logical security measures and
controls for internal information technology system access;

Physical security measures: Security protocols for physical premises and
data cenftres, including access confrol and environmental safety
measures;

Account Information and payment initiation security:
Security procedures for customer authentication;
Protocols for secure delivery of tokens to legitimate customers; and

Description of the integrity of authentication factors, tokens, and online
and mobile applications.

Business conftinuity planning: Licensees shall have a comprehensive
business continuity plan that includes:

Business impact analysis:  Analysis of business processes and
determination of recovery objectives, including recovery time and
point objectives, as well as identification of critical assets;

Disaster recovery infrastructure: ldentification of a backup site and
necessary information technology infrastructure and details of key
software and data crucial for recovery from disasters or disruptions;

Recovery and continuity procedures: Description of the procedures
that the Licensee will follow in the event of a disaster or incident, such
as failure of key systems, loss of key data, inaccessibility of premises,
and loss of key personnel; and

Testing: Description of how the business continuity and disaster
recovery plans will be tested and the frequency of such tests.

Independent system evaluation: Licensees shall ensure their systems
and controls, including business continuity, disaster recovery, and
cyberresilience, are independently tested upon implementation, after
material changes, and at least every three (3) years.
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Procedures for PISPs: PISPs shall establish procedures to ensure:

Customer information sharing: PISPs shall not disclose any Customer
Data to third parties, except to the payee and only with explicit
consent from the payer;

Identification in Payment Transactions: Each time a PISP inifiates a
payment order on behalf of a Customer, it shall securely identify itself
to the Bank, PSP Licensee, or Financial Institution where the Customer
holds a Payment Account;

Usage and storage of information: PISPs are prohibited from accessing,
using, or storing any Customer Data for purposes other than providing
the Payment Initiation Service explicitly requested by a Customer.
However, they may retain details of Payment Transactions initiated by
the Customer, including payment amounts, Payment Account details,
reference numbers, execution dates, times, and the payee's IBAN, as
applicable for meeting the Central Bank’s compliance requirements;

Integrity of Transaction details: PISPs shall not modify any aspect of a
transaction as nofified by the Customer, including the amount, payee,
or other transaction features; and

Data encryption and access control: All Customer Data accessed and
stored by PISPs shall be encrypted during tfransmission and while at rest.
Access to this Customer Data shall be strictly confrolled to prevent
unauthorized access within the Licensee’s organization.

Procedures for AISPs: AISPs shall establish procedures to ensure:

Provision of services based on consent: AISPs must ensure that Account
Information Services are provided solely upon receiving explicit
consent from the Customer;

Data encryption and access control: All data accessed and stored by
PISPs shall be encrypted during transmission and while at rest. Access
to this data shall be strictly controlled to prevent unauthorized access
within the Licensee’s organization; and

50



6.9
6.9.1

6.9.2

6.9.3

6.9.4

(a)

(b)

'@@Qg‘
SO0

OPEN BANKING REGULATORY FRAMEWORK

Secure Communication: For each communication session, AISPs shall
communicate securely with the Banks, PSP Licensees, or Financial
Institutions and the Customer, adhering to the regulatory requirements
stipulated in this Framework.

AML/CFT

Compliance with AML/CFT Laws and Regulations: Licensees shall
comply with the AML/CFT Laws and Regulations and address money
laundering and terrorist financing risks through appropriate preventive
measures to deter abuse of the sector as a conduit for illicit funds, and
detect money laundering and terrorist financing activities. All
references in AML/CFT Laws and Regulations to “Financial Institutions”
shall be read as references to “Licensees”.

Digital onboarding: Licensees are allowed to digitally onboard
Customers subject to compliance with the E-KYC Circular. All
references in the E-KYC Circular to ‘“licensees” shall be read as
references to “Licensees” as defined in this Framework.

Customer due diligence ftiers in E-KYC Circular: AISPs will be permitted
to conduct simplified due diligence on Customers in accordance with
Article 4 of the E-KYC Circular. PISPs shall follow a tiered approach to
conduct Customer due diligence considering the nature, scale, and
complexity of their operations, and subject to the Central Bank's
discretion.

Tipping off: The following shall not be deemed to be a violation of the
confidentiality requirement stated under Article 49 of Royal Decree No.
30/2016 promulgating the Law on Combating Money Laundering and
Terrorism Financing:

Sharing of Customer Data or information between the Licensee and
Banks, PSP Licensees, or Financial Institutions, with respect to suspicious
fransactions; and

Failing fo initiate a Payment Transaction or to share Payment Account

information because the Bank, PSP Licensee, or Financial Instfitution is
currently investigating a Customer.
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7. FAIR BUSINESS CONDUCT

7.1 Fair Treatment

7.1.1  The Cenftral Bank shall aim to secure and maintain fair competition
among all Licensees vis-a-vis Banks, PSP Licensees, and Financial
Institutions.

7.1.2  Licensees shall freat their Customers equitably, honestly, and fairly.

7.1.3 Inthisregard, the Central Bank may, from fime to time, issue guidance
on prohibited conduct for Licensees, and prescribe affirmative
obligations for Licensees.

7.2 Prohibited Conduct

7.2.1  Anti-competitive agreements: The Licensees shall be prohibited from
entering into or implementing agreements that abuse, restrict, or
prevent competition, in particular those agreements that aim to fix
purchase or sale prices of Open Banking Services by causing increase,
reduction, or fixing of prices, thereby adversely affecting competition,
as well as collusion in bids or proposals in tenders, and other offers. Anti-
competitive agreements shall include but shall not be limited to:

(a)  Price fixing agreements
(b)  Exclusivity agreement

(c) Tie in arrangements

7.2.2 The Licensees shall be prohibited from independently or in collusion
with, Banks, PSP Licensees, and Financial Institutions engaging in
discriminatory, exploitative, and abusive conduct in the market. Such
conduct shall include but shall not be limited to:

(a)  Limiting conduct: The Licensee shall be prohibited from unduly limiting,
refusing, or hindering a Customer's ability to work with another
Licensee, or to limit, refuse, or hinder the Customer’s right to obtain

. Open Banking Services from another Licensee.
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Screen scraping: The Licensee shall be prohibited from gathering data
shown on a web interface to use such data for a purpose other than
for the provision of Open Banking Services to the Customers. All data
processing shall be done in the manner prescribed in Arficle 3.

Bundling: The Licensee shall not provide or make available any
products or services collectively, such that the Open Banking Services
are not available or accessible independently to the Customers.

Any other denial of market access: The Licensee shall not involve or
indulge in practices that result in denial of market access to other
Licensees, Banks, PSP Licensees, or Financial Institutions in any manner.

Liability for Unauthorized Transactions

In case of a transaction that was not authorised and consented to by
the Customer:

The Bank, PSP Licensee, or Financial Institution shall refund the funds to
the Customer that have been erroneously debited or credited in the
payer Payment Account; and

The Licensee shallimmediately compensate the Bank, PSP Licensee, or
Financial Institution if the Licensee is liable for the unauthorised
Payment Transaction.

For the purposes of this Article 7.3.1, the burden shall be on the
Licensee to prove that, within its sphere of competence, the Payment
Transaction was authenticated, accurately recorded, and not
affected by a technical breakdown or other deficiency linked to the
payment service of which it is in charge.

Any additional financial compensation may be determined in

accordance with the agreement between the Bank, PSP Licensee, or
Financial Institution and the Licensee.
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8. Customer Protection
8.1 General Principles:

A Licensee shall comply in spirit with the following principles, in all their
dealings and interactions with the Customers:

8.1.1  Equitable and Fair Treatment

The Licensee shall tfreat all Customers equitably, honestly, and fairly at
all stages of their relationship with the Licensee, as further enumerated
in Arficle 8.3 below.

8.1.2 Disclosure and Transparency

The Licensee shall ensure that the information about the Open Banking
Services provided to or offered to Customers is clear, comprehensible,
updated, and concise manner. The information shared should be easy
to access and understand and should not be incomplete or misleading.
The information must include, amongst others, the details of the
Licensee’'s licenses and permissions, the description of the rights and
responsibilities of each party, the details of the prices and commissions
charged by the Licensee, details of any outsourcing to any third parties
utilised in the provision of Open Banking Services, any actual or
potential instances of conflict of interest and the mechanism and
consequences of terminating the relationship.

8.1.3 Education and Awareness

The Licensee shall develop appropriate programs and mechanisms to
improve the knowledge and skills of the Customers, raise their level of
awareness, enable them to understand maijor risks, and help them to
make informed and effective decisions as well as help them know the
concerned entity to obtain information if needed.
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Systems of Licensee

The Licensee must work in a highly professional manner for the benefit
of the Customers and implement systems and controls that protect the
best interest of the Customer, including the protection of the Customer
or Customer’s funds against fraud. To this end, the Licensee shall employ
or engage skiled and experienced personnel and implement
adequate technical and control systems that are efficient and
effective in limiting and detecting fraud, embezzlement, or misuse of
Customer funds.

Protection of Data and Information Privacy

The Licensee must develop appropriate mechanisms to protect the
privacy of the Customer Data as further enumerated in Article 8.4. The
Licensee must also establish high-level control systems that include
appropriate mechanisms specifying the purposes for which Customer
Data is collected.

Complaints Handling

The Licensee must have an appropriate mechanism in place for
Customers to submit their complaints, and the mechanism must be
clear and effective. In addition, the Licensee must consider each
complaint, take the measures and procedures necessary to fairly and
effectively resolve the complaint, and provide the best and most
appropriate solutions without delay in accordance with the relevant
regulations and instructions, including in accordance with the arficles
of this Framework.

Exercise of Duties of Licensee

The Licensee shall, when conducting their business or operations from
or through the territory of Sultanate of Oman, undertake its activities
keeping the spirit of the principles stipulated under Article 8.1, without
compromising on market integrity, the reputation of the Sultanate of
Oman as a country and its ongoing legal and regulatory compliance
under the extant laws of the Sultanate of Oman.
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Fair Treatment of Customers

The Licensee must be able to evidence that it consistently delivers
Open Banking Services, while tfreating all its customers fairly. The
policies and practices of the Licensee must:

Give Customers confidence that they are dealing with a Licensee
where the fair treatment of customers is central to the corporate
culture;

Ensure that Customers are: (i) not subject to unfair discriminatory
practices, including unfair contract terms that significantly
disadvantage Customers; or (i) subject to applicable laws and
regulations of the Sultanate of Oman, discriminate against Customers
on grounds of nationality, ethnicity, religion, social background or
gender, etc.

Provide Customers with clear information and are kept appropriately
informed before, during, and after the point of sale, including the costs,
risks, and important exclusions or limitations;

Ensure that the staff, representatives, and agents of the Licensee
exercise due care, skill, and diligence when dealing with Customers;

Ensure that the Customers do not face unreasonable post-onboarding

barriers imposed by Licensees to change products, switch providers,
submit a claim, or make a complaint.

Data Protection, Confidentiality

A Licensee must protect and maintain the confidentiality of Customer
Data, including when it is held by a third party or agent of the Licensee,
unless otherwise provided for in this Framework. The Customer Data

may be accessed and used only by such personnel, agents, and staff
of the Licensee who need to have access to such data.

A Licensee must not disclose Customer Data except where:

Required, pursuant to applicable laws and regulations; or
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The disclosure is made with the prior written consent of the Customer.
A Licensee shall put in place and maintain:

Adequate policies, procedures, and conftrols, as well as employee
awareness training, to protect Customer Data and to identify, act to
prevent and resolve any information security breaches;

Data protection conftrols in accordance with the requirements under
Article 3; and

Measures to protect cybersecurity and technology-related
compliances, in accordance with Articles 4 and 5, to the extent such
compliances are essential to protect the best interests of the Customer.

Marketing and Advertisement

A Licensee must ensure that any advertising or promotional material
for Open Banking Services, comply with the requirements stipulated
below:

All advertising or promotional material should be fair, clear, not
misleading and should not omit information that is important for a
Customer to make an informed decision in relation to the Open
Banking Services;

All advertising or promotional material should prominently disclose the
fullname, regulatory status, and address details of the Licensee.

All text and numbers stated in such material should be clearly visible
and understandable, with a legible font size used for all text (including
footnotes, endnotes, and disclaimers).

The advertising and promotional material is designed and presented
so that any customer can reasonably be expected to understand that
it is an advertisement and that the availability of the Open Banking
Services may require the Customer to meet certain criteria.
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All advertising and promotional material must be approved in writing
by the compliance function of the Licensee, after having vetted its
compliance with the Licensee's internal marketing policies and
applicable laws and regulations of Open Banking Services, including
but not limited to those relating to marketing, data protection, and
financial consumer protection.

Advertising or promotional material shall not be sent to any person
under the age of 18 years, where such material presents unsuitable risk
to such customers.

Any targeted marketing is undertaken responsibly by suitably licensed
entities and presented to the audience only appropriate products or
services.

All advertising or promotional material must comply with all applicable
laws, regulations, guidelines, or other rules applicable across the
Sultanate of Oman.

For the purposes of this Framework, marketing, promotion, or
advertising includes, but is not limited to, any direct or indirect form of
the below:

Communications, publication of data, information, promotional-
influenced or sponsored material across any traditional and new-age
multi-media channels, efc.;

Communications (whether written or spoken), including through letters,
e-mails, and any other correspondence and telephone conversations,
product brochures or fact sheefts; press releases; magazines, journals,
or newspaper advertisements; web content; correspondence,
newsletter, or mailshot; or presentation by flip book or other means;

Self-generated or third-party published social media posts/blogs,
comments, endorsements, non-written communications,
banners/billboards, videos, live streams, efc.;

Events or promotional activities held in the Sultanate of Oman to

encourage market participation in the sector, specifically soliciting
clients or incentivizing access to the Open Banking Services;
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Any invitation orinducement to enter into an agreement regarding the
Open Banking Services provided by the Licensee or offered by another
person, including a Bank, a PSP Licensee, or a Financial Institution; or

Advertisements, paid or non-paid, and all forms of publicity-driving
content served across any platform and channel, etc.

Contractual Agreements
Requirement for Written Contracts

The Licensee shall, prior to the commencement of the Open Banking
Services, enter intfo a Framework Contract with each Customer, which
specifies the Licensee's duties and responsibilities when providing
Open Banking Services.

The Licensee shall provide warning statements, as may be necessary,
to notify the Customer of any potential risks, along with the Framework
Conftract.

A Licensee must supply the Framework Contract to each of its new
Customers, prior to the commencement of the provision of Open
Banking Services so that the Customer may make an informed decision
as to whether or not to proceed. The Framework Contract shall be
communicated to the Customer in writing and delivered in
accordance with the Customer’s preference.

The Licensee must obtain valid acceptance from the Customers,
which must be given in a form that is compliant with all applicable laws
and regulations of the Sultanate of Oman. The acceptance of the
Framework Contract must be procured from the Customer prior to the
start of the Open Banking Services.

The Framework Contract, as approved by the Central Bank under
Article 2.5.9 (k), must be drafted in Arabic and English in a simple, clear,
and direct language.

The Framework Contract must comply with all applicable laws,
including but not limited to applicable consumer protection laws, and
should ensure compliance with the general requirement to act
honestly, fairly, and in the best interests of its clients and the integrity of
the market.
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() The Framework Contract must at all times be fair, transparent,
accurate, and not misleading. The agreements or written terms and
conditions must be sufficiently clear to the Customer, with regard to
the nature of the Open Banking Services and the intended market for
such services.

(h)  The Licensee must send a copy of the Framework Contract to each
Customer after it has been executed. Additionally, a Licensee must
supply a document detailing the Framework Contract to each of the
existing Customers, at their request.

(i) At the request of the Customer, the Licensee must supply the Customer
with documents relating to the orders, invoices, and split of charges
under the Framework Contract.

() The Framework Contract, and any information related to the terms and
conditions in the Framework Contract, shall be communicated to the
Customer in writing and delivered in accordance with the Customer’s
preference.

(k)  The Licensee shall communicate any changes or amendments in the
Framework Contract conditions at least thirty (30) calendar days in
advance of any such changes being implemented. If a Customer does
not agree to the revised terms and conditions, the Customer will be
provided the right to terminate the contractual relationship at no
charge or penalty. The Customer shall be required to communicate to
the Licensee of non-acceptance of any such terms prior to the lapse
of the thirty (30) day period.

(1) The Licensee must maintain a record of all versions of the written
agreements with the Customer and be able to identify all changes
made between versions.

(m) The Licensee may charge such fees and charges which reasonably
correspond to the Licensee's costs and expenses and reasonable
profit margins. Furthermore, the Framework Confract and any
documents provided thereunder, must adequately disclose all
applicable charges that may be levied on a Customer, including
relevant exchange rates, any reimbursable expenses, currency
conversion charges, refund and credit mechanisms, floating charges,
cancellation charges, etc.
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The Customer shall not be liable to pay for any charges of which the
Customer has not received sufficient notice in writing. The Customer
shall not be charged for any information that the Customer is required
to share with the Licensee under law or contract.

Except where the Customer has acted fraudulently or has with intent
or gross negligence, failed to ensure that its personalised security
credentials are not accessible to persons other than the Customer, the
Customer is not liable for any losses incurred in respect of an
unauthorised transaction:

Arising after noftification to the Licensee in the agreed manner on
becoming aware of the loss, theft, misappropriation, or unauthorised
use of the Customer’s personalised security credentials;

Where the Licensee has failed at any time to provide the Customer
appropriate means to enable a Customer to notify the Licensee of the
loss, theft, misappropriation, or unauthorised use of the Customer’s
personalised security credentials; or

Where the Licensee has failed to apply strong customer authentication
processes.

Content of the Framework Contracts
The Framework Contract must provide the information set forth below:
The name, address, and contact details of the Licensee;

A description of the main characteristics of the Open Banking Services
provided;

The informatfion or unique identifier that must be provided by
the Customerin order for a transaction to be properly initiated or
executed;

The manner in which the Open Banking Services may be provided and
details of any part of the Open Banking Services that are undertaken
through a third party, including where such vendors are located
outside the territory of Sultanate of Oman;
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Details of any transaction limits, any time period for cancelling a
fransaction or order, and fimelines for completing a fransaction or
order;

Schedule of fees, charges, and commissions, including currency and
conversion rates, any reimbursable expenses, withdrawal charges,
floating charges, where applicable;

Safeguards and corrective measures adopted by the Licensee to
protect the Customer’s Data, including mechanisms for providing or
revoking consent by the Customer;

Means of communication agreed between the parties for the
fransmission of information or nofifications under the Framework
Contract;

Identification of third-party service providers to whom any portion of
the Open Banking Services are outsourced, along with the description
of the services they perform;

Clearly identify that the Licensee does not at any time have control of
the Customer’s funds;

The secure procedures by which the Licensee wil contact
the Customerin the event of suspected or actual fraud or security
threats;

Measures adopted by the Licensee to stop or prevent unauthorised
fransactions;

The conditions for any refunds, cancellations, or rejection of orders;

Liability of the Licensee to the Customer, including any exclusions
based on the Licensee's confractual arrangements with a Bank, PSP
Licensee, or Financial Institution, including any relating to fraud,
unauthorised transactions, etfc.;

Liability of the Customer under the Framework Contract;

Notification to the Customer that the Customer must fulfil the necessary
AML/KYC verifications, failing which the Licensee may immediately
suspend or terminate the Framework Contract;
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Provisions relating to amendments to the Framework Contract, term of
the Framework Contract, and each party’s right to termination;

Complaints handling procedures under the Framework Contract;

Governing law of the Framework Contract and dispute resolution
mechanism.

Order & Execution Process

Immediately after the receipt of an order for a ftransaction, the
Licensee must provide each of its Customers with:

A confirmation of the successful or unsuccessful inifiation and
execution of the transaction;

Areference number to track the status of the tfransaction, including the
date and amount of the transaction, the amount of the fransaction,
the charges associated with the transaction (including any related
fees or charges, including the actual currency and conversion rates
used, and withdrawal charges) and the date on which the Licensee
received the order.

The Licensee must implement procedures to detect when any
information in any fransaction initiated is missing or inaccurate. If any
of the information is missing or inaccurate, the Licensee must either:

Reject the order;

Obtain the missing or corrected information from the Customer before
initiating the transaction.

A Licensee may refuse an order only if:

The conditions for rejecting orders as set out in the Framework Contract
are established;

The Licensee has grounds to suspect that the transaction is fraudulent
or poses a money-laundering or terrorism-financing risk; or
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The transaction would breach any of the Licensee’s obligations under
applicable regulations or laws.

When an order is refused, the Licensee must (to the extent permitted
by applicable law) notify the Customer in a fimely manner of the
refusal and be provided with objectively justifiable reasons for the
refusal, as well as details on how to rectify the problem.

A Licensee must provide each of the Customers with a statement of
the transactions under a Framework Contract at least once per month
free of charge, including details of the amounts, the fees, charges, and
commissions, the dates and fimes of execution, and the reference
numbers for each transaction.

Customer Complaints
Complaint Resolution — Core Rules

The Licensee shall put in place a formal, publicly disclosed customer
complaint redressal, dispute management framework and escalation
matrix, including designating an officer/executive to handle the
customer complaints. The complaint facility, if made available on
website / mobile, shall be clear and easily accessible. The customer
complaint framework shall stipulate the Licensee’s timelines for
addressing customer complaints and any changes to such timelines
shall be communicated by the Licensee to the Customer.

A Licensee must ensure that complaints raised by a Customer are
handled and addressed in a fair and timely manner. Except as
required under law, all Customer complaints shall be maintained
confidential by the Licensee. On receiving a complaint, the Licensee
must make every effort to address all points raised in its reply to the
customer making the complaint. Systems and procedure failures shall
be resolved in least possible time.

The Licensee shall acknowledge the receipt of all complaints within 24
hours. The Licensee shall investigate all complaints promptly and
resolve complaints as soon as practicable within a reasonable period
of time which shall be informed to the Customer.
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If the resolution takes longer, the Licensee shall inform the customer
with the revised timeline, clearly mentioning the reasons of delay in
resolution.

Where the provision of Open Banking Services involves any third-party
enfities, the Licensee shall establish procedures to facilitate the
handling of such complaints between their Customer and such third-
party entities (including Banks, PSP Licensees and Financial Institutions).
The Licensee shall remain responsible for the resolution of such
complaints.

The Licensee shall not impose any fees or charges for the acceptance
or handling of any complaints.

The Licensee shall adequately frain its staff in handling Customer
complaints.

The Licensee must ensure that the personnel handling Customer
complaints are able to act impartially and do not have any conflict of
interest.

The Licensee shall review its complaints handling procedures annually.
Further, once a year, the Licensee shall review reports enlisting the
complaints received from Customers and identify any recurring or
systemic problems, including but not limited to:

Analysing the causes of complaints so as to identify common causes
of complaints;

Considering whether such root causes may also affect other processes,
services, including those not directly complained of; and

Correcting such causes.
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Internal Complaint Resolution Process
A Licensee must, at a minimum:

Have a role or function that handles customer complaints and
operates a complaint handling system that facilitates the recording,
tracking, categorization, and status of complaints;

Make an easy-to-use template form for filing complaints available to
customers and provide accessible means, along with clearinstructions,
on where such complaints can be submitted. However, it shall not limit
Customers to only submitting complaints through one channel or in
one form in order to be recognised as a complaint;

Make other channels of complaint registration available to customers,
including telephone lines, online channels, and postal
communications.

Provide or make available its complaint handling procedures
(including how to make a complaint and the documentation required,
as well as the Customer’s right to make a complaint through the
Licensee’s available channels);

Provide or make available all necessary details to be used by the
Customer for following up on a complaint;

Resolve the complaint within the period stipulated under the customer
complaint framework (unless the Customer has confirmed that the
complaint has been resolved before the end of this period);

Document the channel used to communicate with a customer in
relation to complaints and retain details of each complaint; and

Provide the information required by a Customer who wishes to
escalate its complaint to the Licensee or to the Central Bank as a result
of being dissatisfied with the result of the resolution of their complaint
and direct the Customer to the relevant party.
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A Licensee must submit details of its complaints handling procedures
to the Cenftral Bank. Central Bank may review these procedures and
direct it to alter or amend the complaints handling procedures in
accordance with the requirements of applicable laws and regulations.

Escalation process

When the Customer has verbally expressed dissatisfaction with any
Open Banking Service and the matter cannot be resolved by the
frontline staff of the Licensee, the Licensee’s front-line staff must inform
the Customer of his/her right to file a written complaint through the
Licensee's complaint management process.

When a Customer’s dissatisfaction with any Open Banking Service is
verbally expressed, but the Customer does not wish to pursue it as a
formal complaint, the Licensee must maintain a log of the Customer’s
expression of dissatisfaction. The log will detail the date, issue, and
outcome and should form part of the analysis of the Licensee.

When a Customer wants to pursue a complaint, by submitting a formal
written complaint, the Licensee must designate personnel of sufficient
seniority to review the complaint and obtain a resolution.

If the Customer continues to be dissatisfied with the resolution, then the
Licensee and the Customer may, at its discretion, escalate the matter
fo:

Either the dispute resolution mechanism stated in the Framework
Contract; or

File a complaint to the customer service department at Central Bank.

Record of Complaints
The Licensee shall keep a record of:
All complaints received from their Customers;

All measures they have taken in response to complaints; and
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The resolution of all complaints.

The Licensee shall retain the records of the complaints for the period of
two (2) years from the date of resolution or closure, whichever is latest.

Reporting of Complaints

A Licensee must report to the Central Bank on an annual basis the
complaints that it has received from its Customers in such form as the
Cenftral Bank may direct.

The report shall include details on the complaint, the details of the
Customer, the communication channel, the resolution status of the
complaint, the complaint resolution process adopted, and
remedial/corrective measures undertaken by the Licensee.

Such data may be requested by the Central Bank at its discretion.

Filing of Complaints to Central Bank

The Central Bank shall only receive Customer complaints in the event
that a resolution process with the Licensee is unsuccessful under the
provisions of the Framework Confract.

The Central Bank will maintain provisions to receive Customer
complaints. The Central Bank will consider such complaints and may
follow them up with a Licensee to determine any corrective actions to
be taken. Further, where it deems it appropriate, the Central Bank may
refer the Customer to other competent authorities or entities to address
their complaints.

The Cenftral Bank may undertake such procedures, investigations, and
regulatory actions as necessary to investigate the complaint filed
against the Licensee. The Licensee shall assist the Central Bank in any
investigations. If so directed by the Central Bank, submit to the Central
Bank with all relevant data, facilities, books, records, accounts,
documents, and other information for examination.
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8.13.4 The Central Bank may, after completion of its investigation, either:
(a)  Reject the complaint; or

(b) Recommend any remedial and corrective actions necessary to
protect the interest of the Customer.

8.13.5 While enforcing any remedial or corrective actions, the Central Bank
shall act in accordance with its powers under the Banking Law and
NPSL and the regulations issued thereunder.

8.13.6 If either the Customer or the Licensee are dissatisfied with the actions
or decisions of the Central Bank in relation to the complaint, then either
party, may seek formal dispute resolution in accordance with the
dispute resolution process mentioned in the Framework Conftracts.

8.13.7 The Central Bank, may, based on its findings under an investigation
process, adopt other enforcement actions against the Licensee,
including but not limited to the enforcement actions under the Banking
Law and the NPSL. If the Licensee has any complaints against such
actions of the Central Bank, it may, at its option, approach the courts
of the Sultanate of Oman for redressal of its complaints.

8.14 Whistleblowing

8.14.1 A person who makes a disclosure of information specified in Arficle
8.14.2 to a person specified in Article 8.14.3 is, for the purposes of this
Framework, referred to as a ‘whistleblower.” A whistleblower is entitled
to the protection in Article 8.14.4.

8.14.2 For the purposes of Arficle 8.14.1, the disclosure of information made
by the person must:

(a) Relate to a reasonable suspicion that a Licensee or, an officer or
employee of a Licensee has or may have:

i. Contravened a provision of any applicable law and regulations; or

i. Engagedin money laundering, terrorism financing, fraud, or any other
financial crime;
.@"@.A
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Be made in good faith.

For the purposes of Article 8.14.1, the disclosure of information is made
to any one or more of the following:

The Senior Management or compliance officer of the Licensee;
An auditor, or a member of the audit team, of the Licensee;
The Central Bank; or

A criminal law enforcement agency in the Sultanate of Oman.

Where a whistle-blower makes a disclosure as referred to in Article
8.14.1:

The person shall not be subject to any civil or contractual liability for
making that disclosure;

No contractual, civil, or other remedy or right shall be enforced against
the person by another person for making that disclosure; and

The person shall not be dismissed from his current employment, or
otherwise subject to any action by his employer or any related party of
the employer which is reasonably likely to cause detriment to that
person, for making that disclosure.

A Licensee must have appropriate and effective policies and
procedures in place to facilitate the reporting of regulatory concerns
made by a whistle-blower and for the assessment and, where
appropriate, escalation of those concerns. The procedures/various
channels available for whistleblowing should be well publicized and
periodically reviewed.

Where a whistle-blower makes a disclosure to the Central Bank, the
Central Bank may investigate such disclosures, and depending on the
findings of its investigation, adopt any remedial, corrective, or
enforcement actions, in accordance with the provisions of the Banking
Law and NPSL.
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If the Licensee has any complaints against such actions of the Central
Bank, it may, at its option, approach the courts of the Sultanate of
Oman for redressal of its complaints.

Participant Exit

License Withdrawal Process

If the Licensee decides to discontinue providing Open Banking
Services, the Licensee shall submit an application to the Central Bank
in the form as prescribed under this Article 9.

The Central Bank shall take into account various factors for assessing
the request for withdrawal of the License, including but not limited to
the following:

Relevant and adequate resources, including capital, liquidity,
knowledge, and manpower to withdraw the License in an orderly and
timely manner;

Provide a nofification to all Customers in regard to its intenfion to
withdraw the License a minimum of sixty (60) days in advance;

Publish an advertisement in an English and Arabic daily newspaper, in
circulation in the Sultanate of Oman, in regards to its intention to
withdraw its license. This advertisement must be published a minimum
of sixty (60) days in advance.

The Licensee has discharged all obligations owed to the Customers,
Central Bank, PSP Licensees, Financial Institutions, and any other parties
relating to its business at the time of making application of withdrawal
and/or has provided a plan for discharging its obligations owed to the
Customers prior to the date of License withdrawal;

Transfer or migration of the Customers to another Licensee regulated
by the Central Bank;

Deletion of Customer Data or obtaining of consent for retention of
Customer Data for the purposes of performance of any obligations or
provision of services by the Licensee outside the scope of this
Framework;
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Unresolved, unsatisfied, or anticipated complaints, against the
Licensee or its employees;

Proposed processes to hold records in a secure and accessible form
for aslong as required by the Central Bank upon withdrawal of License;

Outstanding fees payable to the Central Bank under this Framework or
otherwise;

Any other factors that the Central Bank would reasonably expect to
be resolved before granting a request for the withdrawal of a License.

Withdrawal Plan Requirement

If the Licensee decides to discontinue providing Open Banking
Services, the Licensee shall submit a detailed withdrawal plan to the
Cenftral Bank in addition to the application, as stipulated under Article
9.1, for its approval. The withdrawal plan must address the factors to
the satisfaction of the regulator, including but not limited to the
following:

Evaluation of the resources that are needed to facilitate an orderly
and timely withdrawal of the License;

Governance processes, management information monitoring, and
other control processes to support timely withdrawal of License.

Personnel management and exit arrangements;

Procedures in place to identify material risks or obstacles to winding
down in an orderly manner;

Return or destruction of Customer Data held by the Licensee unless
otherwise permitted under this Framework.

Communications strategy, including the provision of clear and timely
disclosures to all Customers;

Procedures to place to ensure effective maintenance of records;
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Procedures in place to identify current and contingent liabilities and
the plans in place to satisfy such liabilities.

The Licensee shall update the withdrawal plan periodically, in
particular where there are any material changes in the
business/operating models.

The Licensee must obtain written approval from the Central Bank prior
to making any material changes to the withdrawal plan.

The Cenftral Bank may refuse a request for the withdrawal of a License
where:

The Licensee has failed to settle its debts owed to the Customers,
Cenftral Bank, PSP Licensees, Financial Institutions, and any other parties
relating to its business; or

It is in the interests of a current or pending investigation by the Central
Bank, or by another regulatory body or authority.

Insolvency based withdrawal: In the event the Licensee is deemed or
established to be bankrupt under the Royal Decree 53/2019, the
Central Bank may permit for the withdrawal of the License in
accordance with Article 9.1.

Penalties

Where the Central Bank deems a Licensee is non-compliant with any
applicable laws, regulations, or instructions, then after following due
process, the Central Bank may decide to carry out remedial action or
impose penalties as applicable under the NPSL and the Banking Law.

kokk kR kxk
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11.Annexure 1: APPLICATION FOR OPEN BANKING SERVICE PROVIDER LICENSE

1. Name of the Applicant (Name of the proposed entity)

2. Category of License requested:

3. Legal Form

Limited Liability Company

Public / Private Joint Stock Company

4, Authorized Paid Up Capital (Proposed)

5. Details of any entity licensed or authorized within the group by a
regulatory / supervisory authority.

S.No | Name of the Entity Type of License Regulatory / Supervisory Name

6. Details of Parent / related entities (Local / International)

S. Name of the Entity Type of License | Relationship | Licensed in (Country)

@1@.‘
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7. Has the applicant or member(s) of its group been the subject of any
litigation or convicted in a Court of Law (or known circumstances which
might give rise to litigation) over the past five (5) years, oris any litigation
currently outstanding? If yes, please provide details

8. Has the applicant or member(s) of its group convicted of a criminal
offence, and/or been subject to disciplinary proceedings of an
institution or professional body? If yes, please provide details

9. Are there any restrictions imposed on the operations of the applicant or
member(s) of its group by any regulatory authorities in Sultanate of
Oman or abroad? If yes, please provide details

10. Has the applicant had any of its previous applications in other countries
rejected? If yes, please provide details (hame of the Regulator, date of
rejecting the application, reasons for the rejection)

11 Details of the proposed Shareholders / Partners / Owners

Nationality / Proposed

,\S" Name of the Individual / Entity* Country of Investment in Percen’roqe of

o) - Shareholding

Incorporation OMR

1.

2.

3.

4,

5.
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*Attach copies of the Fit and proper form as per the format specified by the
Central Bank of Oman, including attachments for individual and/or copy of
company registration certificate etc.

12. Details of Board of Directors*

Other Responsibilities
SINo | Name Nationality Name of the Entity Position
1.
2.
3.
4.
5.

*The fit and proper form for all Board Members should be enclosed along
with the application.

13. Declaration

I/We hereby confirm that the information contained in my/our
application are accurate, correct and complete and that the
documents submitted along with this application form are genuine.

|/We understand that in the event of any information being found false
or incorrect at any stage, the application shall be rejected without

notice.

(Signature) (Signature)
Name: Name:
Designation Designation

Address with contact details:

@1@
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12. Annexure 2: Open Banking APl Standards and Specifications

12.1

@1@.
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Introduction

Application Programming Interface (API) is a set of protocols and rules
that enable different software applications to communicate to each
other and thus enabling seamless flow of information among the
applications. The APIs work based on the mechanism of request and
response cycle. A request for data is sent by an application through

API, which fetches the data and shares back from another application.

Benefits of APIs include,

e Improved collaboration

e Monetization of data

e System security

e Costreduction

e More scalability of the systems

e Fostering innovation

Open API

Open APIs are defined in various ways, the most common accepted
definition is, Open APl is publicly available API that provides developers
with access for programming to software applications or webservices
(mostly proprietary). The Open APIs are the backbone for enabling the
Open banking. The Open banking APIs allows third party service
providers (TPPs) to access the data from the financial institutions and
use it to develop and provide innovation solutions to the end

customers.
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Challenges of Open APIs

Some of the major challenges of the Open APIs are:

Security: APl security is the topmost challenge the organizations are
facing as APIs very vulnerable to the attacks and can lead to data
leakages easily. Another challenge is there is no single tool that can
tfrack and detect the breach automatically. The organizations are
advised to implement robust end point security at process,

infrastructure, and protocol levels to mitigate the risks.

Data privacy: This refers to unauthorized access to the customer’s
personal data. Organizations should have a robust consent
management system should be in place along with the complying to

the data privacy laws.

Regulatory compliance: Financial institutions and third-party service
providers must navigate a complex web of regulatory requirements
and standards, often varying by region. For example, in Europe, the
General Data Protection Regulation (GDPR) places stringent demands
on data privacy and consent, while the Revised Payment Services
Directive (PSD2) governs payment services and data sharing.
Compliance with these regulations and others is essential to ensure

that customer data is handled in a legally sound and ethical manner.

Scope and Objectives

The objective of API standards and specification document provides

guidelines to all the participants in open banking in Oman.
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The scope of this document include infroduction to the API
specifications based on Open API standard (OAS) 3.1.0, architectural
styles of Open APl development, data formats requirements, version
confrol and error handling requirements, testing requirements. Along
with the above, the documentation also provides insights into API
lifecycle management guidelines and APl Governance mechanism.
This document should be used as a reference for developing and
management of the Open Banking APIs. This document should be
used in Oman jurisdiction only. This document is not:
e User guide for APl development and management
e [t's objective is not to provide details of the design of the Open APIs,
this is left to the participants on how they design, test, and distribute
the APIs based on the use cases.

e These are not actual APIs and the associated documentation.

Further, these specifications should be read in conjunction with the all
the existing guidelines and mandates published by the Central Bank of
Oman (CBO). All ecosystem participants must ensure compliance with
all the applicable laws and regulation particularly:
1. CBO Fintech Regulatory Sandbox Framework
2. BM 1184 - Financial Consumer Protection Regulatory Framework
3. BM 1185 - Rules for Availing Cloud Services by Licensed Institutions
4. BM 1187 - Instructions under law on Combating Money
Laundering and Terrorism Financing
5. National Committee on Combating Terrorism financing Decision
No 1/2022
6. BM 1191 —Instructions on Digital Onboarding and Electronic KYC
7. BM 1194 — Cyber Security & Resilience Framework

8. Any other instructions/circulars issued by the CBO
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12.3 Key Entities in the Open APl ecosystem

The key entities in the development, consumption and management
of the Open APIs should define clear roles and responsibilities for

seamless management of the APIs.

a) API Providers

The API providers are the entities that are producing and distributing

the APIs and hence the underlying data for consumption. The API

providers should adopt best practices of APl development and
management. This include but not limited to,

e API Design and Documentation: Create well-defined and
documented APIs that adhere to Open Banking standards and
specifications.

e Security and Authentication: Implement robust security measures,
including authentication and authorization mechanisms, to protect
sensitive customer data.

e Compliance: Ensure compliance with regulatory requirements, such
as data protection and privacy laws, and adhere to open banking
standards set by CBO.

e Monitoring and Logging: Continuously monitor APl usage, track
performance metrics, and maintain detailed logs for auditing and
troubleshooting and submission of these to CBO on established
frequency.

e Rate Limiting and Throttling: Implement rate limiting and throttling
mechanisms to control API fraffic and prevent abuse.

¢ Versioning: Manage API| versions effectively to ensure backward

compatibility and allow for smooth transitions.
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e Developer Support. Provide developer support through
documentation, forums, and developer portals to assist API
consumers in integrating and using the APIs.

e Incident Response: Develop and implement an incident response
plan to address security breaches or other issues prompfly.

e Data Governance: Establish data governance policies to handle and
protect customer data appropriately.

e Feedback and Improvement: Gather feedback from APl consumers
and contfinuously improve the APIls based on their needs and

suggestions.

b) APl Consumers

S0
@)
50)

The APl consumers are the Third-Party Service Providers, who consume

the API distributed and exposed by the API providers in turn the data.

Following are some of the practices that should be adopted by the

consumers of the API.

e Security: Implement secure practices for handling APl credentials
and sensitive data obtained from the API provider.

e Compliance: Ensure compliance with open banking regulations and
standards while using the APIs.

e Monitoring and Analytics: Monitor APl usage, tfrack key performance
metrics, and analyse data to optimize usage and costs.

e Error Handling: Implement effective error handling and retry
mechanisms to handle API failures gracefully.

e Data Usage: Use API data responsibly and ethically, respecting user
privacy and consent,

e Documentation Review: Thoroughly review the API documentation
provided by the API provider to understand how to use the API

correctly.

81



OPEN BANKING REGULATORY FRAMEWORK

¢ APl Version Management: Stay updated on API versions and plan for
updates or migrations when necessary.
e Feedback: Provide constructive feedback to the APl provider

regarding API functionality and improvements.

c) APl gateway

The APl gateway is the software system used to manage the Open

APIs. It should be able to handle all the routing requests, composition,

and translation of protocols between the APl providers and the TPP

applications. The participants, i.e. both TPPs and Fls, implementing the

APl gateways should have functionalities listed but not limited to,

e API Gateway Configuration: Configure and maintain the API
gateway to handle API traffic efficiently, including security settings,
routing, and load balancing.

e Security: Implement security features within the API gateway, such as
DDoS protection, Web Application Firewall (WAF), and SSL/TLS
termination.

e Performance Optimization: Ensure the APl gateway is optimized for
high availability and low-latency responses to meet APl consumers'
needs.

e Analytics and Monitoring: Provide robust monitoring and analytics
tools for both API providers and consumers to track APl usage and
performance.

¢ Rate Limiting and Throttling: Implement rate limiting and throttling
policies as per APl provider requirements to prevent abuse.

e Scalability: Ensure that the APl gateway can scale to handle
increased API traffic as needed.

e Documentation: Offer documentation and support for configuring

and using the API gateway effectively.
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e Compliance: Support compliance with regulatory requirements by
providing features for data protection and access control.

e Developer Portal: If applicable, offer a developer portal to help API
providers and consumers manage their APl interactions.

e Incident Response: Be prepared to respond to incidents related to

the APl gateway promptly and effectively.

d) Central Bank of Oman (CBO)
The Central Bank of Oman (CBO) plays an important role in regulating
the Open APIs.

e Provision of Sandbox environment: CBO should facilitate the testing
of the use cases and the Open APIs, by enabling a sandbox and
provisioning the data for the testing to all the participants.

e Audit of APIs: The CBO may timely conduct audit of the APIs against
the set standards and mechanism to ensure all the participants are
adhering to the Open banking regulatory requirements.

e Monitoring Open APIs related metrics: CBO should monitor the
metrics that are established related to API performance to ensure
adherence tfo the KPlIs.

¢ Advisor to the participants: CBO should actively be engaged with all
the participants on Open banking and advise them on the latest
developments in the open banking space, their thoughts and plans

for open banking in Oman.

12.4 Open Banking API Specifications
The Open API Specification defines a standard, language-agnostic
interface to HTTPS APIs which allows both humans and computers to
discover and understand the capabilities of the service without access
to source code, documentation, or through network traffic inspection.
©0
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This document takes reference of Open APl Specification (OAS)
standard version 3.1.0.
The participants of the open banking in Oman should refer this section
of the document for the Open API specification and try to adhere to the
standards established.
The document provides participants with the best practices and

requirements to be followed in terms of

o Architecture styles

o APl construct

. Data formats

o Error handling

o Testing requirements

o Authentication and security
o API Lifecycle management
o APl Governance

. APl metrics

a) Architecture styles
The Open APIs can be developed using different architectural styles.
Based on the industry and global best practice for Open banking, the
partficipants should use Representational State Transfer (REST) as default
architectural style for Open APl development across all the use cases
and services. The participants should adopt global leading standards
and practices for architecture and integration, and this should be

submitted to CBO for review and approval.
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b) API Construct
The construct of the Open APl based on the Open API Specification
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(OAS) 3.1.0is based on the object-oriented objects or arrays of objects
that group related key-value pairs. The first set of brackets {} in an Open
APl document contains all the properties and is called the "document
object". While there is some flexibility, Open APl documents must adhere
to a basic structure. Some high-level sections are mandatory, while
others are optional, allowing for variations in Open APl specs across
different APIs.

The mandatory objects in the structure of the Open APIs are,

Metadata

The metadata for the Open API should include the following.

e Version: The API should be versioned as per the established process by
the participants.

o Title: The fitle should be unambiguous and should state what the APl is
infended for.

e Description: Details of the API should be included in this section.

Servers
The servers section specifies the APl server and base URL. You can define

one or several servers, such as production and sandbox.
Paths

The paths section defines individual endpoints (paths) in your API, and

the HTTPS methods (operations) supported by these endpoints.
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Components

This field in the Open API Specification is an object that contains
reusable schemas for request bodies, response schemas, and security
schemes. These schemas can be referenced throughout the spec using

the reference tags, particularly in the path object.c

Security
An object that declares the type of security scheme authorizing
requests. A security object is defined globally or overridden by individual

operations.

Tags
An object containing metadata that specifies the order in which You

should display APl resources in the documentation.

External Docs
An object that links to additional documentation, such as user

guides.

There are other optional object items which can be used based on the

use cases and requirements,

° Contact
. License
o Operation

o Media Type

o Example

. Call back.

o Link

o Discriminator

° OAuth Flows
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i) Request response structure of the Open API

Request Header:

The following header attributes are required to be sent for almost all API
calls and the body must have a valid JSON. API specific headers are
documented along with respective APIs.

Header Key Value Description

Content-Type application/J  Represents the format of the payload
SON being provided in the request. This
must be set to application/JSON,
except for the endpoints that support
Content-Type other than
application/JSON

Authorization  Bearer <your_ Credentials (Generated

access_token  from /tokenend point) to be

> provided to the Authorisation or

Resource Server in Bearer
Authentication Scheme.
Required except
for /token endpoint.

X-PG- <Unique_Key> Unique request identifier to support

ldempotency idempotency for POST Methods.

Key Must be less than 40 chars.

X-PG- <User_IP_Addr User's/PSU's IP address if they are

UserlPAddress = ess> currently  logged in  with  your
application.
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X-PG-

<User-

DeviceUserAg Agent_from

ent

X-PG-

user's_device

>

<Your_User's

UserLoginTime login Time

Request Body
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Description

Indicates the user-agent from the
device or the browser that the

Customer/PSU is using.

The time when the user/PSU last
logged in with your application in
ISO-8601 format (YYYY-MM-
DDThh:mm:ssZ)

ex: 2021-10-13T13:01:15Z

If an operation sends a request body, use the request Body keyword to

describe the body content and media type. The request body should

have the following,

Name

Purpose

Required by (TPP / AA / API PF)

Description

Conditions — Optional / Mandatory

Data Type

Limitations (if any)

Responses

For each operation, you can define status codes, such as 200 OK or

404 Not Found, and the response body schema. Schemas can be

defined inline or referenced.

Response body should also have the response fields along with the

following,
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e Status
o Status message
e FError message (in case of any errors)
Example responses can also be identified for different content types:
e Success Response
e Status code 200 or 201

Error Response

Data

Error Id. Type Description

error string Unigque short error code, enough to understand
the error as well as use it in code. New error
codes may be added as we introduce new
features and enhance functionalities.

Error string Descriptive error message that helps debugging

Message and understand the cause for failure. This can
change over time and is not safe to use in code.

details Object [] An array of error details providing more details

nullable around error (like field specific level).

Field string The actual field name which failed validation or
Name nullable  for which the error was thrown.
message  string Descriptive error message specifying the reason

nullable for failure for the field.

Traceld  string Unique trace Id that must be shared with
payment gateway support team / IT team to

help debug when you face any issue.
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Following are the data types that are generally be used in the open

banking API construct, commonly used data types are,

Data Type

Integer(num)

Floating
(float)

Character (char)

String (str or text)

Boolean (bool)

Enumerated type

(enum)

Array

Date

Time

Datetime

.@"@-‘
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Description

Numeric data type for numbers
without fractions

Numeric data type for numbers
with fractions

Single letter, digit, punctuation
mark, symbol, or blank space
Sequence of characters, digits,
or symbols—always freated as
text

True or false values

Small set of predefined unique
values (elements or enumerators)
that can be fext-based or
numerical

List with a few elements in a
specific order—typically of the
same type

Date in the YYYY-MM-DD format
(ISO 8601 syntax)

Time in the hh:mm:ss format for
the time of day, time since an
event, or time interval between
events

Date and time together in the
YYYY-MM-DD hh:mm:ss format

Examples
-707,0, 707

707.07,0.7,707.00

hello, +1-999-666-
3333

O (false), 1 (frue)
rock (0), jazz (1)

rock (0), jazz (1), blues
(2), pop (3)

28-09-2021

12:00:59

28-09-2021 12:00
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Note: For more details on the data standards and specifications, please

refer: Data Standards and specifications document.

iii) HTTPS Methods

The HTTPS methods are the keywords for directing the actions for an API

to perform. The developers should adhere to correct HTTPS methods.

GET

The GET request method is used to retrieve data from a specified
resource, identified by a URL. It's a safe and idempotent operation,
meaning it should not modify data on the server.

Example: A customer or a third-party financial app can send a GET
request to the bank's API, specifying the account ID. The API responds
with the fransaction history for that account, allowing the customer to

view their past transactions.

POST

POST is used to submit data to be processed to a specified resource.
Unlike GET, it can change the server's state and create new resources.
It's often used for creating new records or submitting forms.

Example: A customer wants to transfer money from their checking
account at Bank A to their savings account at Bank B. The customer's
financial app sends a POST request to Bank A's APl with the necessary

details (amount, recipient account, etc.), initiating the fransfer.
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PUT

PUT is used to update a resource or create one if it doesn't exist at a

specific URL. It completely replaces the existing resource with the new
data provided in the request.

Example: A customer wishes to change their nofification preferences for
transaction alerts. They send a PUT request to the Open Banking
provider's API, updating their nofification settings to receive alerts via

email instead of SMS.

PATCH

PATCH is like PUT but is used to apply partial modifications to a resource.
It only updates the specified fields, leaving the rest of the resource intact.
Example: a customer may want to modify their transaction description
or add additional information to a transaction record. Using a PATCH
request, the customer's banking app sends only the changes to the
bank's API, like a new description or tag for a specific transaction,

without resending the entire transaction data.

DELETE

DELETE is used to remove a resource from the server at a specified URL.
It instructs the server to delete the resource permanently.

Example: If a customer wants to close a bank account in Open Banking,
they can initiate the account closure by sending a DELETE request. The
request includes the account number, and upon validation, the bank’s

APl will permanently remove the account from its records.

There are some other methods which intended for certain specific

purposes.
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HEAD

HEAD is like GET, but it requests only the headers of the resource, not the
actual content. It's useful for checking resource metadata or verifying
resource existence without downloading the full content.

Example: When a third-party financial application, like a budgeting tool,
wants to check if a bank’s APl is accessible and if it supports certain
features without retrieving account data, it can send a HEAD request.
The response will contain metadata indicating the API's availability and

capabilities.

OPTIONS

OPTIONS is used to request information about the communication
options for a resource. It helps a client understand which HTTPS methods
and headers are allowed for that resource, enabling safe and efficient
inferactions.

Example: Before establishing a connection with a bank's API, a
developer working on a fintech application can send an OPTIONS
request to the APl endpoint. This helps the developer understand which
authentication methods (e.g., OAuth 2.0) and HTTPS methods (e.g., GET,
POST) are supported by the bank's API, ensuring secure and compliant

interactions.

TRACE

TRACE s used to perform a diagnostic test by echoing back the received
request to the client. It's rarely used in production but can be valuable
for debugging and understanding how a request is processed by

intermediary servers.
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Example: During the development and testing of an Open Banking API
integration, a developer may use TRACE requests to frace the journey of
their HTTPS requests as they pass through intermediary servers and
proxies. This can assist in diagnosing any unexpected modifications or

issues in the request/response flow.

CONNECT

CONNECT is used to establish a network connection to a resource,
typically through a proxy server. It's crucial for secure connections, such
as HTTPS, where it helps establish a secure tunnel for encrypted
communication.

Example: Especially for secure communication, a CONNECTrequest can
be used to establish a secure tunnel through a proxy server for encrypted
data fransmission. This is crucial for ensuring the confidentiality and
integrity of sensitive financial data, such as when accessing account
details via HTTPS.

iv) Open API Testing requirements

Open API testing should be carried out thoroughly by all the participants
prior to commercializing the APIs. All the participants should follow
testing best practices like Test driven development. The participants
should also try to automate the testing process and use tools like
Postman, Swagger etc. for automation. Open API testing should be
carried out for evaluating Data consistency, APl security and API
performance. Clear metrics should be established for various types of
testing and should be shared with the CBO.

Open API testing requirements prescribed but not limited to are,
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APl Documentation

The documentation provides guidelines of the functionalities that are
being tested. It should also provide details of the available endpoints,
expected request-response and error codes. The development team

should make sure to document comprehensively for ease of testing.

Endpoint URLs
These are the specific URLs to which the request are directed to. Testing

should cover all available endpoint URLs for comprehensive testing.

HTTPS method
All the types of HTTPS methods should be tested for intended actions.

Testing these would also ensure efficiency of the APIs being tested.

Input Payload

When sending a request to an API, often, specific data or parameters
need to be included, known as the input payload. This data can vary in
structure and format, depending on the API's design. APl Testers must be
aware of the expected input payloads for different endpoints to ensure
that the APl can process the provided data correctly and return the

desired response.

Expected Output

Once a request is made to an API, it responds with data, known as the
output. This output can come in various formats, such as JSON or XML.
The tester should test the expected output format to verify that the API
is returning data in the correct structure and that the data itself is

accurate and relevant.
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The APIs should undergo different testing to fully comply with the

requirements.

o Validation testing
o Integration testing
. Functional test

o Load testing

o Penetration testing
o Security testing

o Fuzzy testing

This phase should also include the comprehensive assessment for the
security  vulnerabilities. The participants should adhere to the
cybersecurity guidelines provided in Workstream 7 i.e. Information
security framework document (section 3.1.2, 3.1.4, ) for API security

readiness. Some of the APl security areas to be taken care are,

° Excessive Data exposure
o Authentication and authorization
o Consent management

o Coding hygiene

o Proper access mechanisms
o Documentations
o Inadequate monitoring practices

v) Open API Authentication and security requirements

Please refer to the Open banking security standards documentation.
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c) API Lifecycle Management
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An Application Programming Interface (API) lifecycle defines various
stages in the management of the APIs. The Open API lifecycles varies for
the generator and provider of the API service and to the consumer of
the APIL. Open APIs are provided by the ASPSPs like banks and financial
institutions (Fls) who enable data provisioning to the Third-party service
providers like FinTech. All the stakeholders should be aware and follow
the lifecycle management to ensure standardization and ease

integration amongst various stakeholders.
i) APl Provider Lifecycle
The Provider (producer and distributor) lifecycle is divided into 8 phases.

The provider should follow these phases to ensure the APIs are

developed, distributed, and managed effectively and efficiently.

L

7. Distribute 2. Design

API Provider

6. Deploy 3. Develop

WM
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Phase 1: DEFINE

The precursor to this step is the use case and clear business requirements.
Once, the business requirements are clear, then the providers of the
Open APIs that would enable the functionality should define the
functionalities of each of the APIs that would be serving the business
requirement. At this stage, APl governance framework also should be set
up including owners, platforms, and tools for developers ex: GitHub. This

phase should be diligently carried out to build effective APIs.

Phase 2: DESIGN

This phase involves the design of the APl itself including how an APl would
deliver the functionality expected by the end wuser. It includes
adherence to the API design principles, APl governance principles and
defines the mechanism to fetch and expose the data to the integrated
systems. Some of the best practices for a good API design entail:

¢ Understanding the use case and functionality in depth

e Defining the API specifications

e Listing down all the assumptions

e Documenting the APl along with the specifications.

A well-designed APl should provide standardization of APl design
patterns like following the Open API specifications standard, naming
conventions, capitalization, and punctuation. There should be a proper
workflow designed for the functionality that is being fulfiled using the
APIs.
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Phase 3: DEVELOP

This is the stage where coding of the APl happens. Developers should
collaborate for development and use source code repositories EX:
GitHub, CVS or Apache SVN to keep track of issues and
feedback/review of the codes. There should be an appropriate version
control toolin place for code change management. It isrecommended
to use DevOps as default practice for development, testing and

deployment of the codes in a secure manner.

Phase 4: TESTING

API testing is a critical step in checking the functionality of the APIs. It is
recommended to use automation wherever possible to test the APIs. Test
design, Test cases and acceptance criteria must be developed in the
design phase itself, which can be traced during the testing phase

Please refer to the testing requirements in section 4.2.4

Phase 5: REFINE
This phase involves refinement of the Open APIs based on the testing
outcome. The APIs should be modified to accommodate the test results

and fix all the bugs / vulnerabilities before retesting.

Phase 6: DEPLOY

In this phase, the APIs are published in the development, testing and
production environment. Before deployment the developers should
make sure that all the required test cases are passed. If there are any
exceptions, they should be recorded and released as part of the release
note for the requirements. There should be a service / Open API

catalogue to be developed by the providers of the API.
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Phase 7: DISTRIBUTE

In this phase, the developers should publish the tested APIs on the
portals. The Open API catalogue should include details such as APIs
being offered, tags, use cases they serve etc. Once the APIs are
distributed, the TPPs can discover the APIs, establish, and contract with

the API providers and start consuming the same.

Phase 8: DEPRECATE

All the Open APIs that are no longer used within the ecosystem should
be archived and deprecated. Before deprecating the APIs, the provider
should make sure that the existing functionalities are not hampered with
the API's deprecation. The unused APIs should be archived immediately

and deprecated within 6 months from the date of archiving.

ii) APl Consumer Lifecycle

Consumer of the Open APIs from the providers are the TPPs that are
providing innovative services to the end customers. The consumers
should first identify the APIs that are required for their use cases. Based
on the confract with the API providers, they need to establish a initial

process for connecting to the provider’'s APl portal and the end point.

7 N\
Deploy
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Phase 1: DISCOVER

In the initial phase of the APl consumer lifecycle, the primary focus should
be on discovering the appropriate external APIs that align with the
project's objectives. This involves a comprehensive evaluation of the
project's requirements and identifying potential areas where external APIs
could add value. Extensive research is conducted to explore the
available APIs that are relevant to the project's domain. This research
process entails delving intfo the APl landscape, studying documentation,
and gaining insights into the capabilities and features offered by different
APls. The goal is to gain a thorough understanding of how each API

operates and whether it is suitable for integration into the project.

Phase 2: EVALUATE

Once a set of potential APIs is identified, the evaluation phase comes into
play. In this phase the consumers should perform a meticulous assessment
of each APl against a range of criteria. These criteria include factors such
as the functionality provided by the API, its security measures, scalability
options, and associated costs. Furthermore, the compatibility of the APIs
with the existing technical architecture of the project is carefully
analysed. In this phase, a structured evaluation process helps in
determining which APIs align most effectively with the project's strategic

goals and technological requirements.
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Phase 3: INTEGRATE

The participants should develop a integration strategy outlining the
seamless integration of the identified Open APIs into the overall
ecosystem. The consumer should connect to the Provider's portal and
end point to gain access to the Open APIs. The strategy should also
encompass designing the integration architecture, establishing data
flows between the project and the APIs, and creating the necessary code

structures and configurations to enable robust connectivity.

Phase 4: TEST

Rigorous testing should be conducted to ensure that the integrated APIs
function flawlessly in various scenarios. Comprehensive test cases should
be formulated to cover a wide range of potential interactions.

Various testing to be covered are unit testing to validate the individual
components, integration testing to verify the APl interactions, and end-to-
end testing to assess the overall functionality. The testing phase also
addresses scenarios involving edge cases, error handling, and exception

management to ensure the APl integrations are resilient and reliable.

Phase 5: DEPLOY

Once the APIs pass the testing phase, they are prepared for deployment
to production environments. This phase involves a meticulous transition of
the APl integrations from development to production seftings. All
necessary security measures are put in place, including encryption
protocols and robust authentication mechanisms, to ensure the
protection of sensitive data. The deployment process adheres to
established protocols and follows best practices to ensure a seamless and

secure transition of the APl intfegrations into the live environment.
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Phase 6: OBSERVE

Following the deployment, the observation phase must be initiated. This
phase revolves around continuous monitoring and analysis of the
integrated APIs in real-world usage. Monitoring tools and logging
mechanisms are set up to track various metrics such as APl usage
patterns, response times, and error rates. This ongoing observation
provides valuable insights into the performance of the APIs and helps
identify any potential issues that may arise during actual usage. The
insights gathered during this phase are used to optfimize the API
integrations, enhance their performance, and swiftly address any

emerging challenges.

12.5 API Governance

Governing open banking APIs within the confines of an open banking
ecosystem is a multifaceted task that demands the establishment of a
comprehensive framework. This framework serves the critical purposes
of maintaining security, ensuring compliance with regulations, and
fostering interoperability among the various entities that participate in
this complex financial landscape. Some of the important activities
involved in effectively governing open banking APIs within the open

banking paradigm.

Clear roles and responsibilities should be developed for various
participants of the open banking ecosystem (detailed as in section 3 of
the document). Along with these, appropriate governing bodies should
be established within the organization to enable efficient and effective
open banking adoption. These bodies would be responsible for taking
decisions related to use cases, Open APIs design, Testing efc.

©0
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Open Banking Steering Commitiee

This steering committee should be an apex body for taking all the
decisionrelated to the Open banking implementation. Ideal constitution
of the committee should be a mix of business, technical and support
functions of the institutions along with the representation from CBO.
Business members plays a crucial role in overseeing and shaping the
strategic direction of the initiative and would be responsible for defining
the business objectives, policies, and compliance standards for open
banking APIs. It ensures that the APIs align with the broader business
goals and meet regulatory requirements. The roles to be included in the
Business Governance typically consist of representatives from various
business units, legal experts, compliance officers, and senior
management who can provide insights info the business aspects of

open banking.

Technical members focus on the technical aspects of open banking API
governance and would be responsible for solutioning of the use cases
and establishing the technical standards, architecture, and security
protocols for the APIs. It oversees the development and maintenance of
the API infrastructure, ensuring that it remains secure, scalable, and
interoperable. The roles within the technical governance often include
software architects, security experts, developers, and IT infrastructure
specialists who can guide the technical implementation of open
banking APIs. Collaboration between business and technical members
is essential to achieve a successful and compliant open banking

ecosystem.
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Along with the governing body, there should be a proper governance

mechanism should be set up. This should include,

Dispute resolution committee

There should be dispute resolution committee set up within the
organization encompassing members from technical team and business
owners to resolve any dispute that may arise internally and with the
external partners. If the dispute cannot be resolved mutually, then the

team should apyprise CBO of the dispute and potential impact.

12.6 Open API Metrics

It is recommended that both APl providers and consumers should
constantly monitor the APl performance. The monitoring should be

classified into qualitative and quantitative metrics.

The API Providers should develop a detailed KPls and dashboard for
monitoring the performance to the APIls. Some of the key things to be
considered are,

e Monitor the KPIs regularly and publish the results on a periodic basis to
CBO through reports. Any critical anomaly should be reported
immediately.

e Record individual APl performance metrics with at most 10-minute
intervals between data points. Any interval missed is assumed to be
downtime except within a period coinciding with a scheduled change
or maintenance activity.

¢ All the KPIs must be defined at the transactional level without need of

token, keys etc. for ease of use.
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Some of the technical metrics (not limited to) for consideration includes,
e Uptime > 99.9%

e Latency should be as close to Zero.

e Errors (per minute)

e Requests (per minute)

¢ API calls (per minute)

e API call drops (per minute)

¢ APl Retention

e Top consumers per API

e Unique APl consumers.

Indicative levels of performance expected by the API providers and the
consumers,

e Availability > 98.5%

e API Processing time < 3 secs

e APl success rate > 97%

All the stakeholders are expected to develop incident response plan for
mitigating any risks. Indicative response time for various incidents should
be classified as operational, system related and performance related.

All the parties involved in the production and consumption of the Open

APIs should make use of a certified and licensed APl monitoring tools.

12.7 Glossary

e AISP — Account Information Service Provider. AISPs are entities that
are authorized to access financial information from different banks
and financial institutions with the user's consent.

e API - Application Programming Interface

e ASPSP — Account Servicing Payment Service Provider. ASPSPs are

entities that provide and maintain payment accounts for customers.
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These accounts are often accessed by third-party providers (TPPs),
such as AISPs (Account Information Service Providers) and PISPs
(Payment Initiation Service Providers), through open banking APIs
(Application Programming Interfaces) with the customer's consent.
ASPSPs are the banks and financial institutions. The ASPSPs and banks
and financial institutions are used interchangeably. In Workstream 4
i.e. Open banking regulatory framework, the terms referred to ASPSPs
are banks and financial institutions.

e BAuth - Basic Authentication

e BFSI - Banking, Financial Services and Insurance

e CI/CD - Continuous Integration and Continuous Deployment

e DDoS - Distributed Denial of Service

e DevOps - Development Operations

e DevSecOps — Development, Security and Operations

e Fl - Financial Institutions

e HTTPS — Hypertext Transfer Protocol - Secured

e JSON - JavaScript Object Notation

e JWT-JSON Web Tokens

e KPI -Key Performance Indicator

e OAS - Open API Specifications

e PISP — Payment Initiation Service Provider. PISPs are entities that
facilitate online payments on behalf of consumers or businesses by
initiating fransactions directly from their bank accounts. These
fransactions are often initiated through open banking APIs
(Application Programming Interfaces) with the user's consent.

e TPP - Third Party Provider

e Ul - User Interface

e URL - Uniform Resource Locator

e YAML - Yet Another Markup Language

¢ XML - Extendible Markup Language
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13. Annexure 3: Open Banking Data and Information Security Specification

13.1 Introduction

a) Background and purpose

Open banking enables financial services organizations such as banks,
fintechs etc. to allow their retail and corporate customers to share
account data securely with third party providers through the usage of

Application Programming Interfaces (APIs).

Data and Information Security is a core focus area in open banking
domain and is essential to foster continued customer trust in the safety
and resilience of the open banking ecosystem. Hence, this specification
document is developed to support the participant organizations in
developing and maturing robust controls to safeguard themselves, their

customers and the broader ecosystem from relevant threats.

These specifications should be read in conjunction with the all the
existing guidelines and mandates published by the Central Bank of
Oman (CBO) on cybersecurity. All ecosystem participants must ensure
compliance to all the relevant existing cybersecurity standards
applicable in Oman. All participants are solely responsible for their
security compliance with the relevant regulations applicable to their

service offering.

b) Objectives

Effective technology risk management and robust cybersecurity are

essential to the operation and resilience of the Open Banking

ecosystem. The consequences of compromises are significant, such as:
4@'@.‘
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« Customer harm, including fraud or data compromise

- Loss of customer trust and reduced uptake of open banking products

and services
« Loss of revenue
- Reputation damage

Ensuring the confidentiality, integrity, and availability of information and
data within the open banking ecosystem necessitates a heightened
focus on cybersecurity across all participating organizations. This
encompasses establishing a dedicated cybersecurity function, the
formulation of well-defined cybersecurity strategy, policy, and
governance frameworks, and the development of capabilities for

continuous monitoring and reporting of threats.

Cybersecurity should be at the core of open banking products and
services. Robust controls have to be put in place throughout product
development, deployment and production to ensure risks are

appropriately mitigated.

These good practice guidelines will be maintained in line with CBO's
processes and will be updated regularly — following any material

changes to industry standards and to the threat landscape.

In addition to the guidance provided below, it is recommended that all
stakeholders in the open banking ecosystem consult relevant regulatory
documentation and guidelines, industry standards, threat intelligence
and online resources for the very latest security guidance and regulatory

requirements.
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The objectives of the Data and Information Specification are to:

- Stipulate safeguards for financial system stability under an open

banking regime;

« Provide clear responsibilities and expectations related to

cybersecurity for the various participants;

- Outline pragmatic cybersecurity requirements for the open banking

participants in Oman.

c) Principles of Data and Information Security Specification

This data and information security specification document is developed
to ensure a fit-for purpose control framework that adequately addresses

risks the Open Banking operational context and business environment.

This specification has been developed by considering the following

Security Principles:

- Layered Security is a principle that security controls are layered to

reduce the security risk.

- Zero Trust is a principle that security design that assumes asset
compromise to minimize uncertainty in enforcing accurate, least
privilege per-request access decisions in information systems and

services.

- Least Privilege is a principle that restricts the access privieges of
authorized personnel (e.g., program execution privileges, file
modification privileges) to the minimum necessary, to perform their

jobs.

« Need to Know is a principle that ensures that only authorized
recipients are provided access to specific classified information to

perform or assist in a lawful and authorized function.
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13.2 The Framework

The primary goal of the Data and Information Security guidelines is to
establish a standardized and a clear set of actionable security controls
applicable to all participants involved within Oman's Open Banking
ecosystem. To achieve this objective, it is crucial to employ a Framework
approach during the development of security controls. The Framework
serves as a structured and organized methodology for establishing,
implementing, monitoring, and improving security measures. It provides
a comprehensive and systematic way to address potential risks and

vulnerabilities within the Open Banking environment.

The Open Banking Cybersecurity Framework (CSF) has been developed
considering the four core capabilities; Protect, Detect, Respond and

Recover.

These four widely understood and recognized terms, when considered
together, provide a comprehensive view of the life-cycle for managing
Open Banking cybersecurity and each capability entails key

cybersecurity controls.

Further there are three control domains comprising of System, Data and
API Cybersecurity Controls. Each of the control domains have required
control statements that are to be implemented by the respective stake

holders and are detailed in the subsequent section of the document.

The CSF is designed to encompass fundamental capabilities, each
playing a pivotal role in guiding the development of actionable security

conftrols and enhancing the overall security posture:

« Protect. Develop and implement safeguards to protect the
organization's assets, data, and systems from unauthorized access,

use, disclosure, disruption, modification, or destruction.
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- Detect: Develop and implement activities to identify and report

cybersecurity events.

« Respond: Develop and implement plans and procedures to respond

to cybersecurity events.

« Recover: Develop and implement plans and procedures to restore

systems and data that have been affected by a cybersecurity event.

By incorporating these four core capabilities within the Framework, the
guidelines for Data and Information Security Controls aim to establish a
resilient and adaptable security infrastructure within the Open Banking
ecosystem. This approach ensures that all stakeholders adhere to a
common set of practices, fostering trust, and enhancing the overall
security posture of the financial services provided in the Open Banking

landscape.

13.3 Control Domains for Open Banking

For ease of reference, this Data and Information Security Specification is
structured around the below three control domains, which provides a
common language to promote a shared understanding of security risks

and conftrols applicable to Open Banking:

. System Security Guidelines
. Data Security Guidelines
. APl security Guidelines
ROIOR
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13.3.1 System Security Guidelines

a) Authentication and Authorization

There must be a security control mechanism to authenticate the identity
of the user/device and or an Application programming Interface (API).
After authentication, a security control mechanism must also ensure that
the access rights to the application and data must be limited to only his
authorized access level. And subsequently this authorized session should

be conftrolled and terminated.
Organizations are required to adopt the following practices:

e Authentication is mandatory for all resources and services, except
those specifically intended to be public.

e Users/devices and APl consumers should be continuously
authenticated and authorized.

e Use modern authentication and authorization protocols (Like
OpenlD for authentication and OAuth 2.0 for authorization. Further
details and resources on the OpenlD/OAuth 2.0 specifications can
be found on their website).

e Certificate-based (Mutual TLS) authentication is to be used for
machine-to-machine/API communication as it is not technically
feasible to prompt for authentication inputs. Mutual TLS is to be
used along with JSON web tokens for user session authorizations.

e TLS should be used for transport layer security, ideally version 1.3
but 1.2 at a minimum.

e All versions of SSL should be disabled due to the number of
weaknesses in the protocol or related cipher suites.

e Use Multi-Factor Authentication for tfransactional accounts.

113



'@@Qg‘
SO0

OPEN BANKING REGULATORY FRAMEWORK

Implement account auditing and enforce the disabling of unused
accounts (e.g., After no more than 30 days from the expiration of
an account’s password).

Enforce password complexity and length requirements
established by policy or regulation.

User entry of Password should be obscured on the user's screen.
(e.g., on web forms use the input type "password").

Enforce account disabling after an established number of invalid
login attempts.

Concurrent logins with the same user ID must be prohibited.

The last use (successful or unsuccessful) of a user account should
be reported to the user at their next successful login.

Disable "remember me" functionality for password fields.

Prohibit password re-use.

If the application manages a credential storage, it should ensure
that only cryptographically strong one-way salted hashes of
passwords are stored and that the table/file that stores the
passwords and keys is writeable only by the application.

Create an access control policy to document covering access
authorization criteria and/or processes so that access can be
properly provisioned/modified and deprovisioned.

Restrict access to resources, services, URLs, objects, to only
authorized users and must be as per acceptable usage policy of
the organization.

Enforce authorization controls on every request, including those
made by server-side scripts and requests from client-side

technologies like AJAX.
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e Limit the number of transactions - a single user or device can
perform in a given period of time. The fransactions/time should be
as per the business requirement, but low enough to deter
automated aftacks.

e Establish a session inactivity timeout that is as short as possible,
based on balancing risk and business requirements. (e.g.: Idle
session timeout set at 15 minutes).

e User's authorization in a long-authenticated session should be
periodically revalidated to ensure that their privileges have not
changed.

e Logout function should fully terminate the associated session or
connections.

e Disallow persistent logins and enforce periodic session
terminations. Termination times should support business
requirements and the user should receive sufficient noftification to
mitigate negative impacts.

e Generate a new session idenfifier and deactivate the old one
periodically to mitigate certain session hijacking scenarios.

e Notfifications shall be provided, to customers indicating any
changes to permissions.

e Comprehensively log authentication and authorization activities.

¢ Implement monitoring tools to identify attacks to detect abuse of

authentication and authorization.

b) Application Security and Secure Development Practices

Software development activities related to Open Banking needs to
explicitly address software security in detail to ensure that the software

being developed is well-secured.

Organizations are required to adopt the following practices:
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e Define a Secure Systems Development Lifecycle (SDLC) or
DevSecOps policy that embeds the principles of “security and
privacy by design and default” and supports appropriate security
engagement throughout the design and development lifecycle.
Embed appropriate change control processes, including formal
processes for managing configuration changes.

e Automated security scanning and testing controls should be
performed throughout the SDLC/DevOps, for example:

o Statfic Application Security Testing (SAST), to identify
vulnerabilities in application source code and ensure
conformance to coding guidelines and standards.

o Dynamic Application Security Testing (DAST), to identify
vulnerabilities in running web applications.

o Software Composition Analysis  (SCA), to identify
vulnerabilities associated with open-source components.

e Production data should not be used in non-production
deployments.

e Implement a software change conftrol system to manage versions
and record changes to the code both in development and
production.

e [solate development environments from the production network
and provide access only to authorized development and test

groups.

c) Security Hardening

Secure configuration and maintenance of Open Banking environment
is critical and should be carefully planned ahead of deployment in
production and securely managed through its life cycle. Participants
should:
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e Develop configuration standards (e.g.: server hardening baseline)
for all system components.

e Ensure that these standards address known security vulnerabilities
and are consistent with industry-accepted system hardening
standards.

e Remove/disable unnecessary software, system services, and
drivers.

e Restrict administrative access to limited group of individuals who
require it for executing their job responsibilities.

e Unused services and open ports should be removed or disabled.

e Disable or change the password of default accounts.

e Test and apply vendor supplied patches.

e Strict control over system modifications must be maintained
through a structured approach to change controls. All system
changes and alterations shall be implemented exclusively
through the organization's approved change and release

management process.

d) Vulnerability Management and Security

It is critical to ensure timely identification, prioritization and treatment of

technical vulnerabilities of the open banking environment.
Organizations are required to adopt the following practices:

e A vulnerability management process is defined, approved,
implemented, monitored, measured, periodically reviewed, and
updated. The process shall include vulnerability discovery,

prioritization, and remediation.
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e Security assessment activities such as vulnerability assessment,
baseline security configuration reviews, application security
testing, penetration testing and source code reviews of network,
systems and applications shall be conducted on periodic basis or
whenever significant changes occur to the environment, to
identify the existence of vulnerabilities and classify them based on
their impact.

e New technology deployments must undergo security testing prior
to go-live to confirm the compliance.

e Regular Penetration testing should be conducted covering the
critical web applications and API infrastructure serving the open
banking services.

e Penetration tests should redalistically evaluate organizational ability
to defend against the attack by considering methods and ftools
employed by attackers to attempt to circumvent the security

features of a system.

e) Event Logging

Attackers often take advantage of lack of logging and monitoring to
abuse systems without being noticed. Without logging and monitoring,
or with insufficient logging and monitoring, it is almost impossible to track

suspicious activities and respond to them in a timely fashion.

Organizations must adopt the following practices:

e Establish consistency in logging practices by ensuring the
adoption of a unified logging format and approach across the

organization.
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e Logging mechanisms should record both successful and
unsuccessful occurrences of security events.

e Sensitive information should be excluded from logs, eliminating
recording unnecessary system details, session identifiers, or
passwords.

e Access to log data should be strictly limited to authorized
individuals.

e Ensure that a mechanism exists to conduct log analysis to identify
anomalies and detect potential security incidents.

e Logging should cover critical details such as input validation
failures, authentication attempts, access control failures, potential
tampering events, use of invalid or expired session tokens,
administrative  functions, including changes to the security
configuration settings, TLS connection failures, cryptographic
events.

e Implement secure and centralized system (e.g.. SIEM) for

comprehensive analysis, detection, alerting, and escalation.

f) Data and Security Breach Incident Management Reporting

Any security breach resulting in the inadvertent or unlawful loss,
alteration, unauthorized disclosure or access to data, or any incident
related to cybersecurity, such as malware, ransomware, or denial-of-

service attacks, must be prompftly reported to the relevant authorities.

These occurrences should undergo an assessment to determine their
impact, which may be categorized as high, medium, or low.

Subsequently, appropriate reporting timelines should be adhered to.
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Organizations must adopt the following practices:

e Conduct periodic cyber risk assessments and risk monitoring in
order to anticipate potential data threats, hazards and impacts.
Risk assessments must be conducted at least annually, while risk
monitoring must be conducted quarterly with defined Key risk
indicators (KRIs).

e Document incident response procedures, clearly outlining roles
and responsibilities, defined lines of escalation, and
communication protocols for all parties involved.

e Security incidents should be analyzed and prioritized to determine
their severity, scope, and potential impact. A structured process
should be established to escalate incidents based on well-defined
criteria.

e Incident response playbooks must be documented to guide
effective responses to specific types of cybersecurity incidents.
These playbooks should outline clear and actionable steps for
isolating and containing the incident to prevent further damage
or system abuse. Additionally, they should detail the process for
identifying and remediating the root cause of the incident to
ensure that the organization is not susceptible to similar attacks in
the future.

e Incident response plans should include details on how fto
communicate internally and externally during an incident,
including reporting mechanisms and external noftification
procedures.

e Procedures must be in place for conducting a thorough post-
incident analysis or debriefing to identify lessons learned, improve
incident response processes, and enhance overall cybersecurity

resilience.
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¢ Incident management should also include instructions on how to
restore affected systems and data to normal operation.

e Cyberincident drills/exercises or simulations should be conducted
annually to test and improve an organization's response to
cybersecurity incidents. These drills are a proactive measure to
assess the effectiveness of incident response plans, identify areas

forimprovement, and enhance the overall cybersecurity posture.

g) Disaster Recovery

It's critical for the open banking technology infrastructure to continue to
operate correctly and predictably in the presence risks that affects its

service availability.
Organizations must follow the following practices:

e Maintain a documented and approved Disaster Recovery Plan
(DRP).

e Plan should address both transactional and reporting systems of
the open banking environment.

e Establish clearly defined and approved Recovery Time Objectives
(RTO) and Recovery Point Objectives (RPO).

e Disasterrecovery plans mustincorporate redundancies to address
the possibility of in-flight data loss to maintain data integrity.

e Plan should cover both physical and logical redundancies, well-
defined replication intervals, failover and fail-back processes with
clearly assigned responsibilities for individuals or roles.

In the event of fail over to the alternate site, it should not fail into an
insecure state (i.e., its failure should not leave the service itself, its data,
or its environment vulnerable to being compromised, subverted, or

exploited to compromise something else).
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13.3.2 Data Security Guidelines

a) Data Privacy

To ensure protection from information breaches and to create trust by
responsible use of data, participants shall establish data privacy
measures, to cover the below. The policy shall ensure that all aspects of
the data is well managed and fulfils legal and regulatory requirements

applicable in Oman.

e A data privacy policy shall be documented, approved and
implemented. The following privacy principles shall be included in
the policy at a minimum:

o Collected for specified, explicit and legitimate purposes
and not further processed in a manner that is incompatible
with those purposes; further processing for archiving
purposes shall not be considered to be incompatible with
the initial purposes (purpose limitation);

o Collected by obtaining consent from the data subject for
the purpose specified. Such consent shall be clear, explicit,
unambiguous and involve a clear affirmative action and
should be separate from other terms and conditions and
should not generally be a precondition of signing up to a
service (consent); and

o Processed in a manner that ensures appropriate security of
the personal data, including protection against
unauthorized or unlawful processing and against
accidental loss, destruction or damage, using appropriate
technical or organizational measures (‘integrity and

confidentiality’).
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e Data Protection Impact Assessments (DPIAs) must be conducted
regularly in accordance with the organization's policy and
whenever significant changes occur in the environment to
proactively identify potential risks to sensitive information and
ensure that adequate technical safeguards are in place to
protect such information.

e Data classification requirements and privacy by design principles
must be integrated into the design of new applications from the

initial stages of development.

b) Information Sharing

Organizations have various business needs and requirements for sharing
data, including collaboration with third-party vendors and enhancing
operational efficiency. Nevertheless, without implementing adequate
data-sharing security measures, organizations expose themselves to the
potential violation of data privacy laws and an elevated risk of

cyberattacks and data breaches.
Participants are required to ensure:

e Data sharing is compliant with existing privacy laws and
regulations of Oman applicable to the financial services sector
namely the Financial Consumer Protection Framework (FCPRF).

e Data privacy and protection requirements must be clearly
communicated to third-party data processors and explicitly
outlined in a formal agreement.

e Enforce technical controls for data sharing, encompassing end-
to-end encryption, stringent data access controls, and the

establishment of audit frails to monitor data usage.
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c) Data encryption

To protect from unintentional information disclosures, organizations shall
implement appropriate information protection measures, using

cryptography techniques, and follow the below controls:

e Enforce robust encryption for data protection, both during
transmission and while at rest on the server.

e Encryption measures should encompass both TLS for secure
network connections as well the encryption of payloads or
sensitive files.

e Ensure the integrity of TLS cerfificates by verifying their validity,
accuracy with the correct domain name and non-expiration
status.

e Utilize a single standard TLS implementation to avoid the risk of

misconfigurations and potential vulnerabilities.

13.3.3 API Security Guidelines

a) Input Validation

Open banking API's must perform input validation to ensure only properly
formed data is entering the workflow, preventing malformed data from
persisting or triggering malfunction of various downstream components.
Input validation must happen as early as possible in the data flow,

preferably as soon as the data is received from the external API.
The APIs validation, should cover the following:

e Datafrom all sources must be subject to input validation, including
not only Internet facing APl endpoints but also backend feeds

over portals, from suppliers, partners or vendors
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e Input validation must include checks to prevent the program from
executing malicious commands, scripts and codes.

e Checks for acceptable and unacceptable data types, length
criteria, data range and potentially hazardous characters.

e Checks for preventing the use of eval () or other dynamic code
execution features.

e Checking for redirects — The redirection process should remain
conftrolled within the application's functionality. Prior to redirects,
validation should be performed to restrict attackers from
submitting malicious content directly to the target, thereby

circumventing application logic.

Inputs must be validated on the server side as well. Client-side validation

is encouraged but not meant to be the sole control for input validation.

b) Controls over Excessive Data Exposure

Systems should keep details hidden. Attackers often craft specific
requests that causes systems to display addition sensitive information
and use common reverse engineer front-end code and sniff API traffic

directly to see what data is actually being transmitted.

Developed APIs are required to follow:

e Should not expose sensitive information in error messages and
headers, etc.
e Any system internal information should be hidden from the

request.
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e Should not share authentication details such as passwords and
cryptographic keys.

e Transmission of sensitive or private data through API calls should
be restricted to the minimum necessary

e Data stored or cached at the client-side should be limited to
minimize potential security risks.

e Implement server-side filtering mechanisms to enforce data
integrity and security, eliminating the reliance on client-side
filtering.

e Enforce schemas for all APl responses to guarantee the
preservation of data integrity and enhance the reliability of data
exchange.

e Enforce response checks to prevent accidental data and

exception leaks.

c) Resources and Rate Limiting

Rate limits are necessary for restricting consumption of APIs to a smaller

set of APl consumers or partners to avoid risks such as Denial of Service.
Rate limiting:

e Should be enforced using traffic management functionalities / API
gateway to place limits or maintain IP address allow and deny lists.

e Implementation of rate limits should be tailored specific to API
methods, clients, and addresses.

e Implementation should include both dynamic as well static rate

limiting techniques.
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e Monitoring tools should be implemented to study and analyze
actual APl consumption patterns and further adjust rate limits.
(Setting blanket static rate limits can result in DOS as attackers will
throttle their requests).

e Restrict the Payload Size limits to prevent Denial of Service (DoS)
and other types of afttacks.

e Network behavioral analysis should be performed to detect Low

and Slow or slow rate DDoS attacks.

d) Controls against Injection Risks

A popular method used by an atftacker is to constructs API calls that
include OS, Directory Services or DB and other commands that the API
or back-end behind it blindly executes. Injection can lead to information
disclosure and data loss. It may also lead to DoS, or complete host
takeover. It's essential that open banking APIs are protected against

malicious injections.
APl Injection controls should address the below:

e Strictly define schema and enforce them at runtime.

e Ensure that data selection or database queries use parameterized
queries and also ORMs or entity frameworks are protected.

e Ensure that specific security controls to prevent LDAP and OS
Injection have been implemented.

e Limit the number of returned records to prevent mass disclosure in
case of injection.

e Web application firewalls (WAF) should be deployed for runtime
protections against attacks. WAF logs should be collected and

analyzed to detect and mitigate injection attempfs.
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e) API Lifecyle Management

Overtime participants of open banking ecosystem have too many APIs
and run the risk of lack of standardization and missing controls. Hence its'
crifical to carefully govern the life-cycle of APIs including development,
publishing including retrement whether its newer APIs or newer versions
of APIs.

The API lifecycle controls should:

e Include clearly defined process for APl design, development,
modification and retirement to deliver secure API.

e Ensure the APl is release-ready through functional and security
testing.

e Incorporate repeatable process leading to review and update
configurations across the entire API stack.

e Regularly monitor APIs for use and proactively identify and retire
unused APIs.

e Ensure APIs are sunset as per clear documentation, approvals and

communication.

53, 128
HOINE

9



OPEN BANKING REGULATORY FRAMEWORK

14. Annexure 4 : Open Banking Technology Framework

14.1. Infroduction

Open Banking Technology Framework is a comprehensive framework
that entails a blueprint for enabling secure sharing of financial data and
facilitates the development of innovative financial services and
applications. It is a set of principles, standards, and protocols that govern
the way financial institutions and third-party providers interact and
exchange data. At its core, the Open Banking Technology Framework
promotes transparency, customer control, and competition in the
financial sector. It allows customers to securely share their financial
information with authorized third-party providers, such as fintech
companies, to access a wide range of services and products. This
framework relies on the use of open application programming interfaces
(APIs) that facilitate seamless data sharing between different systems
and platformes.

The key components of the Open Banking Technology Framework
include strong data security measures, standardized APIs, consent
management mechanisms, and authentication protocols. These
elements ensure that customer data is protected and accessed only
with explicit consent from the customer. Additionally, the framework
promotes interoperability, enabling different financial institutions and
service providers to collaborate and offer integrated services to
customers. Open banking system provides a user with a network of
financial institutions' data using application programming interfaces
(APIs).

A Technology Framework for open banking refers to the underlying
architecture, infrastructure, and technological components that enable
the implementation and operation of open banking systems. It provides
a blueprint for designing and developing the necessary technological
solutions to facilitate secure data sharing, seamless intfegration, and
enhanced customer experiences in the open banking ecosystem.
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e API Management Platform: API management platform enable the
integration through APIs between different software systems, allowing
them to communicate with other Microservices Architecture: It is used
for developing software systems that are organized around business
capabilities and are independently deployable by fully automated
deployment machinery. This architecture helps banks to be more agile
and scalable.

¢ Consent Management Platform: The consent management platform is
a solution which is used to collect and manage user consents. The
solution should be configured to the Oman’s data protection laws and
regulations.

¢ Identity and Access Management (IAM): IAM module helps to ensure
that only authorized individuals can access certain data. This is crucial
for maintaining the security and privacy of user data in an open
banking context. The consent management platform should be tightly
intfegrated with the IAM system.

¢ Testing and Monitoring Tools: These tools help ensure that APIs and
other open banking systems are working correctly and efficiently. They
can identify any issues or bottlenecks that need to be addressed. The
testing and monitoring tools should be deployed, owned and
managed by both TPPs and the banks for their respective testing.

14.2. Scope and Objective of this document

The objective of this document is to provide overview of the technology
architecture of the open banking and underlying systems. It also fries to
cover two important platforms, in detail, that enable open banking
along with the other technologies, APl management platform and
Consent management platform.

It also provides glimpse of various monetization framework that the API
producers can use for monetizing their APIls. Others include Key
performance indicators (KPIs) for the Open banking as a whole and tools
that are prescribed for enabling the open banking in Oman.

This document is not,
¢ The detailed open banking architecture with various integration touch

points.
¢ A manual for solution architects for designing and integrating the
systemes.
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Central Bank of Oman

¢ All the tools are prescribed based on the best practices; they are just
examples.

It is prescribed to undergo a thorough assessment of your existing
technology stack and design the target state architecture for open
banking before implementation of the same.

Further, these specifications should be read in conjunction with the all
the existing guidelines and mandates published by the Central Bank of
Oman (CBO). All ecosystem participants must ensure compliance to all
the relevant existing standards applicable in Oman

14.3. Components of Technology Framework in Open Banking

The open banking architecture has various components which should
be tightly infegrated for seamless flow of information. Participants must
do a thorough assessment of their existing capabilities in terms of
integration, data exposure, product linkages etc. prior to finalizing a
vendor or implementing the Open banking.

Open Banking Technology Platform
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14.3.1. Third party providers (TPPs)

Third Party Providers are organizations or natural persons that use APIs
developed to Standards to access customer's accounts, to provide
account information services and/or to initiate payments. Third Party
Providers are either/both Payment Initiation Service Providers (PISPs)
and/or Account Information Service Providers (AISPs).

The AISPs are entities that are authorized to access financial information
from different banks and financial institutions with the user's consent
where as PISPs are entities that facilitate online payments on behalf of
consumers or businesses by initiating fransactions directly from their bank
accounts. These fransactions are often initiated through open banking
APIs (Application Programming Interfaces) with the user's consent.

The TPPs should be onboarded with the bank before they begin
integration and offering products and services to the end customers. For
more information, please refer to Licensing documentation.

The customer facing applications are the ones that are provided by the
Third-Party Service providers (TPPs) to the end customers. These include
web applications, mobile applications etc. While designing the end user
applications, the TPPs should consider design principles outlined in
section 3.1.1 to provide best customer experience.

Ul/UX Design principles

Ul/UX is paramount for the success of Open Banking as it directly impacts
user trust, engagement, and adoption. A well-designed and intfuitive
user interface ensures that customers can easily navigate through
financial services, view their data securely, and perform transactions
seamlessly. This not only enhances the overall user experience but also
fosters confidence in the platform's security and reliability, ultimately
driving greater adoption and satisfaction among users, which is crucial
for the success and widespread acceptance of Open Banking
initiatives. The Ul/UX principles should be predominantly followed by the
TPPs who provide services to the end customers.

Ul/UX design is a critical element in the success of Open Banking,
influencing user trust, adoption, data security, customer satisfaction, and
overall competitiveness in the financial industry.
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By adhering to the following Ul/UX principles, Open Banking applications
can offer users a highly effective, secure, and enjoyable digital banking
experience:

e User-Centered Design: At the core of effective Ul/UX design in Open
Banking is the principle of being user-centered. This involves
conducting thorough research to gain a deep understanding of the
users' needs, preferences, behaviors, and goals. By putting the user at
the center of the design process, tailor made interfaces can be
created to meet their specific requirements, ultimately leading to a
more satisfying and efficient user experience.

e Consistency: Consistency in UI/UX design refers to the uniformity of
elements and interactions throughout the application. This means
maintaining a consistent visual language, including elements such as
typography, colors, buttons, and icons. When users encounter familiar
elements and patterns consistently, they feel more at ease and are
better able to navigate the application intuitively.

e Simplicity: Simplicity is about distilling the interface to its essential
elements while eliminating unnecessary complexities. A simple
interface reduces cognitive load for users, making it easier for them to
understand how to use the application and access the information or
services they need. Clutter-free design is key to achieving simplicity.
Clarity is closely related to simplicity and involves ensuring that all
elements of the interface are clear and easily understandable. This
includes using concise and jargon-free language, providing clear
labels for buttons and menu items, and using intuitive icons and
symbols. Ambiguity and confusion should be minimized to enhance
the user experience.

¢ Hierarchy: Establishing a clear visual hierarchy in the design is essential
for guiding users' attention. Key information and primary actions should
be prominently displayed, while secondary or less important elements
should be less emphasized. This hierarchy helps users quickly identify
what is most relevant to their current task.

e Accessibility: Accessibility in UI/UX design is about making the
application usable by individuals with disabilities. This involves adhering
to accessibility standards outlined by Central bank of Oman. Few
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examples include providing alternative text for images, ensuring
keyboard navigation is possible, and offering features like screen
reader compatibility. Accessibility considerations ensure inclusivity in
the user base.

e Feedback: Providing timely and informative feedback to users is
crucial for aresponsive and user-friendly interface. Users should receive
feedback in the form of visual or auditory cues when they perform
actions, such as button clicks or form submissions. This feedback helps
users understand that their actions have been registered and what to
expect next.

¢ Mobile Responsiveness: In the era of multiple devices and screen sizes,
mobile responsiveness is paramount. A well-designed interface should
adapt seamlessly to various screen sizes, ensuring a consistent and
user-friendly experience whether accessed on smartphones, tablets, or
desktop computers.

¢ Loading Speed: Page loading speed can significantly impact the user
experience. Slow-loading pages can lead to user frustration and
abandonment. Therefore, optimizing loading times through techniques
like image compression and efficient coding is vital to maintaining a
positive user experience.

e Cyber Security: Cyber Security is of utmost importance in Open
Banking, and the Ul/UX design should reflect this. Clearly communicate
security measures to users, using familiar symbols and terminology.
Provide assurances regarding data protection and privacy to build
trust and confidence in using the application.

e User Testing: User testing involves real users interacting with the
interface to identify issues and gather feedback for improvements.
Regularly conducting user tests helps in refining the design based on
actual user experiences, ensuring that it aligns with user expectations
and needs.

e Aesthetics: While functionality is primary, aesthetics should not be
overlooked. A visually appealing interface can enhance the overall
user experience by creating a positive impression and making users
more inclined to engage with the application.
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¢ Scalability: Design interfaces with future growth in mind. Anticipate the
addition of new features and services without causing disruptions to
the user experience. Scalable design ensures that the application can
evolve seamlessly over time.

e Error Handling: Plan for and design error messages and recovery
processes. When errors occur, users should receive clear and
informative error messages that help them understand what went
wrong and provide guidance on how to correct the issue.

o lterative Design: UlI/UX design is an ongoing, iterative process.
Continuously gather user feedback and analyze user behaviors to
identify areas forimprovement. Regularly update and refine the design
to ensure it remains aligned with changing user needs and
technological advancements.

Since open banking requires explicit consent to be given for sharing their
data, customer experience becomes a crucial aspect. The customer
should be,

e Properly informed about the intention of consent acquisition. The
consent should be clear and understandable by the customer and
must clearly articulate the purpose of the consent.

¢ Feel secure while sharing the data to the third-party providers.

e Have complete control of the consent process including purging the
customer data as per the CBO guidelines.

Banks should take a balanced approach while defining the customer
experience journey in the open banking. The approach should satisfy
two stakeholders who are responsible for designing and building the
experience, the regulator, and the developers. The guidelines from the
regulators should serve as the roadmap from adherence to the
regulation perspective, while there should also be flexibility for the
developers to experiment with the customer experience in terms of
Ul/UX and the journey.

Banks can also use the UlI/UX guidelines as additional layer of security for
the customers. The bank can build functionality which restricts ‘screen-
scraping’. The UlI/UX guidelines can also be used to develop a more
engaging process for data collection and sharing.
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Some of the best practices in developing innovative customer

experience:

e The data to be shared should be visible to the customer before
consenting to share

¢ The Ul/UX should be practical and minimal. This helps restrict project of
unnecessary information to the customer.

e Provision of functionalities through omni-channel.

¢ The experience should be evolving based on the customer interaction
and feedback. This means the underlying technology should be agile
and allow the modifications without much hassle.

e All the documentation related to customer experience should be
proper and updated frequently.

The experience should be seamless throughout the journey. Payment
(open banking) use case can be effective if the bank created value at
each touchpoint of the journey. The examples include,

¢ Alternative payment methods
e Payment automation
¢ Real time settlement

Codification of agreements (UK, n.d.): The Customer Experience
Guidelines (CEG) specifies the format in which the agreements should
be developed and displayed to the customer. It should be in the below

format,

Customer Outcome What we aim to help you achieve by using this product

Statement or service

Data Usage Statements  This is how we will use (and limit the use of) your data

Managing Your Data This is how you can manage your data and revoke your

Statement consent if you no longer wish to use the service (N.B.
This would be achieved through settings or a
“dashboard”). Please ensure that any consequences of
revocation are made clear to the customer.

Business Monetization This is how we make money

Statement

Complaints Handling Here's how you can get help

Process Statement
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Processing Legal Basis This is the legal basis we rely upon to lawfully process

Statement your data (Likely to be Legitimate Interest or
Performance of Contract)

Accountability Here's how we are regulated and how you can find out

Statement about the relevant regulation.

Codification of consents

Purpose Why we need you to share your data

Benefit What you will get from us in return

Data request What we need you to share

Timeframe How long we will need access (unless you revoke
access)

Agreement statement Do you agree to share your data with us on the terms
above?

14.3.2. Financial Institutions & Core systems

The financial institutions (Fls) also known as ASPSPs i.e. Account Servicing
Payment Service Provider. ASPSPs are entities that provide and maintain
payment accounts for customers. These accounts are often accessed
by third-party providers (TPPs), such as AISPs (Account Information
Service Providers) and PISPs (Payment Initiation Service Providers),
through open banking APIs (Application Programming Interfaces) with
the customer's consent. They are API producers and distributors through
which they provide access to their customer’s data residing in their core
systems. The Fls should follow the APl development and management as
described on the API standards and specification document.

14.3.3. APl Management Platform

APl Management platform plays a pivotal role in facilitating Open
Banking and supporting various Open Banking use cases. With its
comprehensive modules and functionalities, it enables financial
institutions to embrace the principles of Open Banking and leverage APIs
to enhance customer experiences and foster innovation. Let's explore
how the different modules of an APl Management platform contribute
to Open Banking:
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e APl Gateway Operations Management: The APl Gateway module
ensures secure and efficient communication between banks and
third-party  providers  (AISP/PISPs). It enforces authentication,
authorization, and traffic management policies, protecting sensitive
data and preventing unauthorized access. It enables banks to expose
APIs securely, allowing AISP/PISPs to access customer account
information, initiate payments, and provide value-added services.

¢ APl Consumption Management: This module empowers banks to

establish developer portals where AISP/PISPs can discover and
consume available APIs. It provides self-service capabilities for
AISP/PISP onboarding, APl documentation, and access token
management. Banks can foster collaboration with AISP/PISPs, promote
innovation, and enable the development of new financial products
and services.

e APl Service Mesh: The API Service Mesh module enables banks o
orchestrate and compose APIs, creating composite services that
aggregate functionalities from multiple sources. This empowers
AISP/PISPs to access and integrate various banking services seamlessly.
APl adapters facilitate the integration of diverse backend systems,
ensuring interoperability between APIs and underlying services.

¢ Microservices Link: The integration between the APl Management
platform and microservices architecture supports the development of
modular and scalable banking services. It enables banks to expose
microservices as APIs, facilitating their integration with AISP/PISPs. This
agility promotes innovation, as banks can rapidly deploy new services
and update existing ones, meeting the evolving needs of customers
and AISP/PISPs.

e Data Stores: APl Management platforms include data stores that
captfure and analyse APl-related metadata, usage statistics, and
performance metrics. These insights help banks monitor APl usage,
identify trends, and optimize services. Data stores enable banks to
comply with Open Banking regulations by tracking APl usage, consent
management, and data sharing activities.
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By harnessing the capabilities of an APl Management platform, banks
can embrace Open Banking and create a thriving ecosystem of
collaboration and innovation. They can provide AISP/PISPs with secure
access to customer data and services, while maintaining control and
ensuring regulatory compliance. Ultimately, an APl Management
platform facilitates Open Banking by enabling banks to leverage APIs
effectively, drive digital fransformation, and deliver enhanced financial
services to customers.

Integration of Banking Architecture with APl Management Platform

The connector between API platforms and banking architecture is
typically a middleware or integration layer. This layer acts as a bridge,
facilitating communication and data exchange between the API
platform and the various components of the banking architecture.

The middleware or integration layer plays a crucial role in enabling
seamless integration and interoperability between different systems,
applications, and protocols. It ensures that data flows smoothly between
the API platform and the core banking systems, databases, payment
gateways, and other relevant components of the banking architecture.

The Enterprise Service Bus (ESB)/ connector layer performs several key
functions:

e Data Transformation: It handles the mapping and fransformation of
data between the API platform and the banking architecture. This
ensures compatibility and consistency of data formats, structures, and
protocols.

e Message Routing: The connector layer routes messages and requests
from the API platform to the appropriate components in the banking
architecture. It directs incoming API calls to the corresponding services
or functions within the banking system.

e Protocol Translation: It handles the translation of different
communication protocols between the API platform and the banking
architecture. For example, it may translate RESTful API calls from the
platform infto SOAP or XML messages that the banking system can
process.
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e Security and Authentication: The connector layer enforces security
measures, including authentication and authorization, to ensure
secure access to banking data and services. It validates the
credentials of APl consumers, authorizes access to specific resources,
and enforces data privacy and compliance regulations.

¢ Event Monitoring and Logging: The connector layer captures and logs
events, transactions, and errors for monitoring, auditing, and
froubleshooting purposes. It provides visibility into the flow of data and
interactions between the API platform and the banking architecture.

By serving as the connector between the API platform and the banking
architecture, the middleware or integration layer enables seamless
integration, efficient data exchange, and secure communication. It
plays a vital role in ensuring the smooth operation of open banking
initiatives, enabling financial institutions to leverage APIs, innovate with
third-party developers, and deliver enhanced services to customers.

14.3.4. Consent Management Platform

Consent must be freely given, specific, informed, and unambiguous. This
requires that an individual's consent must be given voluntarily without
any pressure or influence that could affect his or her choice.

In accordance with the data privacy laws of Oman, consent by the
customers should be mandatory for all the use cases. This is to prevent
the unauthorised use of customers’ personal data by the participants of
the open banking. This calls for having a robust consent management
system (CMP) for processing customer’s data.

The CMP is a software solution that helps the participants to collect and
manage consents by the customers. It should allow collect, track,
monitor and respond to the data requests and preferences to the
consents. The CMP should have the functionalities of Consent collection,
Consent management and data processing.

Consent collection: This module should be integrated with all the
channels from where the customer consents are being collected i.e.
websites, mobile apps, and other digital platforms.

Consent management: Here the data should be harmonised, and a
single source of truth should be established for all the consents provided
by a customer. The CMP should manage the consent lifecycle.
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When a TPP is collecting the consent, the customer should be made
aware of the following,

1. ldentity of the TPP

2. Purpose of the consent

3. Consent validity

The CMP should also be able to manage one-tfime consent and
recurring consents. All the participants should be aware and follow the
consent management lifecycle.

AISP /PISP
Registration
H %
Bank Validation Consent Grant mame Data Access & Usage

- Consent monitoring And Logging ——————————»

1. AISP/PISP Registration

The registration of AISP/PISPs is a meticulous process governed by
regulatory authorities. AISP/PISPs are required to undergo thorough
scrutiny to ensure their legitimacy and compliance with Open Banking
regulations. This includes rigorous checks to verify their identity, financial
stability, and adherence to security and data protection standards.
Authorization to operate as a AISP/PISP is only granted upon successful
completion of this process, ensuring that only reputable entities gain
access to sensitive financial data.

2. User Initiates Consent

The initiation of consent begins when a user, either an individual or a
business entity, recognizes a need to share their financial data with a
third-party service provider (AISP/PISP). This decision often arises from a
specific financial goal, such as optimizing financial management or
utilizing specialized financial services. It's important to note that this step
is driven entirely by the user's intention and is at the core of Open
Banking's principles of data control and user empowerment.
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3. User Authentication

User authentication is the critical gateway to the consent process.
Depending on the security measures implemented by the user's bank
and the AISP/PISP, this step can involve advanced authentication
methods like multi-factor authentication (MFA), biometric verification, or
robust username-password mechanisms. The utmost care is taken to
confirm the user's identity securely, as this authentication establishes the
foundation for the trustworthiness of the entire consent process.

4. Consent Request

After successful authentication, the AISP/PISP sends a consent request to
the user's bank. This request should be meticulously crafted and includes
details such as:

o The specific financial data being requested.

oThe precise purpose for which the data is needed (e.g., account
aggregation, payment initiation).

o The duration for which consent is sought.

The granularity of this request ensures that users have complete
transparency about how their data will be used and allows them to
make informed decisions regarding access.

5. Bank Validation

The user's bank plays a crifical role in ensuring the legitimacy of consent
requests. During the validation process, the bank should rigorously check
several key aspects, including:

o Verifying the legitimacy and authorization status of the AISP/PISP.

oConducting a funds check (if applicable) to ensure the user has
sufficient funds for the requested fransaction.

This scrutiny helps protect users from unauthorized access and ensures
compliance with regulatory requirements.
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6. User Confirmation

Following successful bank validation, the user is prompted to confirm or
deny the consent request. This confirmation is solicited through secure
channels, such as a dedicated mobile app, SMS, or email. The user must
review and assess the following:

o The specific details of the consent request.
o The implications and potential risks associated with granting consent.

This stage is designed to empower users by giving them full control over
their data sharing choices.

7. Consent Grant

If the user decides to grant consent, the bank issues a consent token.
This token is a cryptographic key that is:

o Time-limited, specifying a start and end date.

o Uniquely tied to the consent request, ensuring it can't be used for other
puUrposes.

o Protected by robust encryption to prevent tampering or unauthorized
access

8. Data Access

Armed with the consent token, the AISP/PISP can securely access the
user's financial data through the bank's designated APIs. This access is
precise and limited, allowing the AISP/PISP to retrieve only the authorized
data for the specified duration. The token acts as an impenetrable key,
granting access to the data while maintaining the user's control and
privacy.

The AISP/PISP can now employ the accessed data for the precise
purpose outlined in the consent request. Whether it involves presenting
consolidated account information, initiating payments, or delivering
other financial services, the data's usage is strictly bound by the user's
consent, ensuring that it is employed only for the intended and
authorized activities.
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9. Consent Monitoring

Consent monitoring is a contfinuous process mandated by regulatory
authorities. It encompasses the meticulous oversight of consent
procedures and data access activities to ensure unwavering
compliance with stringent privacy and security standards. This
monitoring serves as a protective measure, safeguarding user data and
upholding the principles of transparency and accountability.

10. Consent Revoke

The participants should also allow the users to revoke the consent. The
Users retain full autonomy over their data throughout the consent
management process, including the right to revoke consent at any
moment. The mechanisms for revocation are user-friendly, allowing
individuals to withdraw their consent either through the bank's interface
or by directly communicating with the AISP/PISP. When consent s
revoked, it is immediately invalidated, ensuring that the AISP/PISP no
longer has access to the user's data.

Audit Trails

Extensive audit frails are meticulously maintained to document and
track every aspect of consent-related activities. This audit trail serves
multiple purposes, including:

o Enabling transparency for users regarding who accessed their data
and when.

o Facilitating compliance checks and audits by regulatory authorities.

o Providing a detailed historical record of consent-related events for
dispute resolution if necessary.

Some of the best practices to be considered for consent management
are,

e The bank should create a framework for consent management based
on the criteria like Who are consent granted, purpose and time.
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e There should be an integrated consent management system for
managing all requests for the bank.

e The Ul / UX enabled to the customer and the AISP/PISP should be same.

Ideally there should be consent APIs developed for each request since
the data requested is different for different requests.

14.3.5. Internal Testing Environment

The financial institutions that are providing access to their customer’s
data should also facilitate internal testing environment for the TPPs to
test their applications and use cases.

14.3.6. IT Infrastructure requirements for Open Banking

Implementing an open banking mandate requires a robust |IT
infrastructure and hardware to support the secure sharing of financial
data and services. Some of the key components of IT infrastructure and
hardware required for an open banking mandate are:

e Data Centres: Data centres are the foundation of an open banking
infrastructure. Banks need secure, reliable, and scalable data centres
to store and process vast amounts of customer data. These data
centres should have advanced security measures, redundant power
and cooling systems, and disaster recovery capabilities to ensure
uninterrupted operation.

e Servers: Powerful servers are essential for processing the large volume
of data generated by open banking transactions. Banks require high-
performance servers to handle APl requests, data processing, and real-
time analytics. Virtualization technologies can optimize server
utilization and improve resource allocation.

¢ Network Infrastructure: A robust and high-speed network infrastructure
is crifical for the secure fransmission of data between different systems
and stakeholders. Banks need resilient and secure networks with
adequate bandwidth to handle the increased traffic resulting from
open banking initiatives. Implementing firewalls, infrusion detection
systems, and encryption protocols ensures network security.
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e Storage Systems: Open banking mandates generate a significant
amount of data that needs to be stored securely. Banks require
scalable and resilient storage systems, such as network-attached
storage (NAS) or storage area networks (SANs), to accommodate the
growing volume of customer data. Implementing backup and
replication solutions is essential for data protection and disaster
recovery.

e Security Infrastructure: Given the sensitive nature of financial data,
robust security infrastructure is crucial. This includes hardware
components such as firewalls, intfrusion prevention systems, and secure
access gateways. Hardware security modules (HSMs) play a vital role
in securing cryptographic keys and ensuring the integrity of digital
signatures and encryption.

¢ APIs and APl Gateways: APl infrastructure is a core component of open
banking. Banks need to implement APl gateways, which serve as the
entry point for APl requests, manage authentication and authorization,
and enforce security policies. API management platforms help in API
lifecycle management, developer onboarding, and analytics.

¢ Endpoint Devices: Open banking mandates involve interactions with
customers through various endpoint devices such as smartphones,
tablets, and computers. Banks need to ensure compatibility and
security across different platforms and operating systems to provide a
seamless and secure customer experience.

To meet the infrastructure and hardware requirements for an open
banking mandate, banks must invest in robust and scalable T
infrastructure, implement advanced security measures, and ensure
seamless integration between different systems. By having a reliable and
secure ITinfrastructure, banks can successfully implement open banking
initiatives, enhance customer experiences, and foster innovation in the
financial industry.

Roles and responsibilities of the participants

a)Financial Institutions: Banks provide access to customer's data to TPPs
through secure APIs, based on customer’s request. There are certain
requirements for Open banking compliance:
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e Require strong internal governance and technical expertise to
efficiently coordinate and aggregate multiple and disparate
data sources

e Must maintain records of consent for audit purposes, vet partners
and their cybersecurity capability.

b)Third Party Providers (TPPs): They leverage technology and data
available via Open Banking to develop solutions for banks that can be
infegrated with banks’ existing products and provide specialized
services (e.g. setting up API gateways) to enable banks and fintechs
to access APIs. They also have some requirements for open banking
compliance,

e Typically require regulatory permission / license to operate

e Require secure API to receive access to customer data

e Focus on creating standardized and interoperable APIs between
banks and fintechs

e Offer technical support with regards to data integration,
troubleshooting etc.

14.5. Monetization framework

Cenftral Bank of Oman proposes monetization framework for all the
parficipants of the open banking. APl monetization is important
incentive because the participants would adopt open banking in
Oman. The monetization framework details out which APIs can be
monetized, what are the various monetization models etfc.

a) Classification of APIs for monetization

All the APIs for the use cases should be classified by the participants into
three categories, Basic APIs, Standard APIs, Premium APIs.

e Basic APIs: These are all the APIs where read-only the information is
getting exchanged among the various systems.

e Standard APIs: These are the APIs where restricted transactional
information like Account details, Customer personal details etc. are
getting exchanged.

e Premium APIs: These are the APIs where full set of data is getting
exchanged. Ex: Credit score, payment initiation APIs, Bill payments API
etc.
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CBO recommends all the basic APIs not to be charged.

Participants are encouraged to develop their own monetization models
but they would be evaluated as part of sandbox testing before
launching it in the market.

All the participants should provide monetization strategy to CBO for
assessment including but not limited to identification of revenue
avenues, APl categorization, Monetization model selection and metrics.

Only those monetization model adopted during testing would be
allowed to operate in the open market.

b) Monetization models

1. Freemium:

This model allows the consumption of the APIs to a certain threshold
value. After which the APIs become chargeable. This is most used
model for public APIs. The participants must develop freemium
pricing plans, which the consumers can subscribe to.

Example: The first 1000 API calls by the consumer would be free of
charge. After 1000 calls, the next calls would be charged OMR 0.005
/ call.

2. APl call (Pay per use):

In this model, the consumers, typically the developers, pay the
producer, the ASPSP for each successful call made to the API. Each
API call would be charged separately. Another flavor of this would
be to charge the consumer per each MB of data used.

This model is best suited when the consumers are already aware of
the APIs that are exposed, tried some free APls and are comfortable
with the ecosystem. Also, from the producer end, it would be suited
if they have tie up with a digital vendor.

Example: OMR 0.050 per APl call. OMR 0.10 per MB of data
consumed.
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3. Data Exchange:

In this model, the bank shares the data each time there is an API call
by the consumer. The monetization here could simply be the sharing
of data regarding an APl request such as details of interest rates for
the term deposits or pre-approval details for the customer
onboarding. Another variation is the charges are on the data usage.

Ex: OMR 0.05 per MB of data exchanged / shared
4. Transactions based:

Transaction-based models are like traditional transactional banking
services. The main difference in an APl context is the way companies
such as PayPal and Stripe allow third parties to integrate and utilize
their services through plug-and-play APIs. This allows PayPal and
Stripe to reach broader audiences and drive higher fransaction
volumes to their services. This model assumes that the APl is being
called to complete some sort of transaction, like paying a bill or
fransferring money. Users are only charged a fee when the
fransaction completes.

5. Subscriptions:

Subscription-based models for APl access can be either fixed or
dynamic. A fixed model is straightforward and offers full APl access
for a fixed monthly cost. A pay-as-you-go approach is more dynamic,
and pricing is determined by metered usage. For example, a cloud
computing platform usage price could be determined on an hourly
basis by the operating system and platform size. Another dynamic
subscription model is a tiered model. Developers’ sign-up to and pay
for a particular usage ftier, based on the number of API calls over a
fixed period. While the cost increases per fier, the cost per API call
usually drops. For example, Vertical Resources (a process-as-o-
service company) uses the tfiered business model. Prices per usage
drop with consuming higher volumes of API calls and users can adjust
their tier based on an analysis of usage over a fime. A subscription
could be automatically upgraded to the next tier if developers want
to continue using the API service after they have reached their
subscription limits.

S, @ 149

¢
KO
0



OPEN BANKING REGULATORY FRAMEWORK

14.6. Key Performance Indicators (KPIs)

The success of any initiative needs to be quantified. For measuring the
success of Open innovation list of key performance indicators that
ASPSPs / AISP / PISP must develop and monitor on regular basis.

KPIs help in assessing the risks, bottlenecks, and opportunities for the
parficipants to rationalize and optimize the open innovation offerings.
These can be bundled into different categories that make up the whole
Open banking.

a. Value generated for ASPSPs

i. Totalrevenue generated by Open Banking APIs monetization.
i. Revenue per API

ii.  Customerreach
iv. Paymentsinitiated by various PISPs

b. Customer satisfaction

i.  Availability

ii. Customer satisfaction (through survey)
ii. Active consumers per API
iv. Consent renewals

c. Value generated for AISP/PISP

i. New customer acquisition

ii. Platform availability

ii. Adherence to regulatory requirements
iv. Partner sourced revenue

d. Technical KPIs

i. Response time
i. APl drops
ii. APl hit ratio
iv.  Authentication miss ratio
v.  Outlier fransactions

All the KPIs / metrics should be submitted along with other compliance
metrics at the frequency prescribed by the CBO.
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Terminologies

. APl Management: Process of creating, publishing, archiving and

deleting the web application programming interfaces, enforcing
policies, controling access, collecting and analysing statistics and
reporting the performance.

2. Consent: Voluntary agreement of the customers to share their personal
data with any third party in context of the purpose for which the personal
details are shared.

3. Third party Service Providers (TPPs): Organizations that interacts with the
banks to provide innovative services to the customers.

4. APl Monetization: Monetizing the APIs by the banks either directly or
indirectly.

5. Participants: Participants refers to all the entities that are adopting Open
Banking ex: Banks, Third party service providers, APl platform vendors
etc.

14.8. Glossary

AP Application Programming Interface

ASPSP Account Servicing Payment Service Provider

AISP Account Information Service Provider

AML Anti-Money Laundering

AWS Amazon Web Services

BAuth Basic Authentication

BFSI Banking, Financial Services and Insurance

CBO Central Bank of Oman

CEG Customer Experience Guidelines

CIl/CD Continuous Integration and Continuous Deployment
CSS Cascading Style Sheets

DDoS Distributed Denial of Service

DevOps Development Operations

DevSecOps | Development, Security and Operations

elDS Electronic Idenitities

ERP Enterprise Resource Planning

FAPI Financial Grade Application Programming Interfaces
58y,
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Fi Financial Institutions

HMAC Hash-based Message Authentication Code

HTTP Hypertext Transfer Protocol

HSM Hardware Security Module

|AM ldentity and Access Management

JSON JavaScript Object Notation

JWT JSON Web Tokens

KYC Know Your Customer

KPI Key Performance Indicator

MFA Multi-Factor Authentication

OAS Open API Specifications

OIDC OpenlD Connect

OMR Omani Rials

PISP Payment Initiation Service Provider

PSD2 Payments Service Directive 2

PSU Public Sector Units

REST Representational State Transfer

SAML Security Assertion Markup Language

SLA Service Level Agreements

SOAP Simple Object Access Protocol

SSL Security Sockets Layer

SSO Single Sign On

TLS Transport Layer Security

TPP Third Party Provider

Ul /UX User Interface / User Experience

URL Uniform Resource Locator

WAF Web Application Firewall

YAML Yet Another Markup Language

XML Extendible Markup Language
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